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The last decade has seen an influx of digital connectivity, operation automation, and remote sensing and control mechanisms in
the railway domain. The management of the railway operations through the use of distributed sensors and controllers and with
programmable and remotely controllable railway signals and switches has led to gains in system efficiency as well as operational
flexibility. However, the network connectivity has opened up the railway cyber communication networks to cyber-attacks. These are
a class of cyber-physical systems (CPS) with interconnected physical, computational, and communication components. The cyberattacks on these systems could potentially cascade through these interconnection and result into significant damage. These
systems are safety-critical owing to their large-scale monetary and, more importantly, human life safety concerns.

Therefore, it is better to incorporate security and resilience requirements right from the design time. In
this paper, we describe a domain-specific framework for simulations in the railway domain. The
framework allows analyzing the resilience of railway operations in the presence of cyber-attacks. In
particular, our simulation framework allows modeling the railway network as well as the railway
transportation. It provides an online graphical modeling environment that allows multiple users to
collaborate, through a web-based interface, over the same model for the railway infrastructure as well as
network attacks. The framework also allows the user to configure and run experiments through the webinterface and also to visualize the key operational metrics from the railway domain as the experiment is
running. The framework also supports executing large simulations in the cloud. In addition, it supports
hardware-in-the-loop (HIL) simulation for incorporating physical effects and network attacks that can only
be realized realistically in the hardware. A detailed case study is provided to demonstrate the
framework's capabilities.
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