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Abstract

DOI

In this work, we use a subjective approach to compute cyber
resilience metrics for industrial control systems. We utilize the
extended form of the R4 resilience framework and span the metrics
over physical, technical, and organizational domains of resilience.
We develop a qualitative cyber resilience assessment tool using the
framework and a subjective questionnaire method. We make sure
the questionnaires are realistic, balanced, and pertinent to ICS by
involving subject matter experts into the process and following
security guidelines and standards practices. We provide detail
mathematical explanation of the resilience computation procedure.
We discuss several usages of the qualitative tool by generating
simulation results. We provide a system architecture of the
simulation engine and the validation of the tool. We think the
qualitative simulation tool would give useful insights for industrial
control systems' overall resilience assessment and security analysis.
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