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Abstract

{Static characteristic extraction method Control flow-based features
proposed by Ding has the ability to detect malicious code with higher
accuracy than traditional Text-based methods. However, this method
resolved NP-hard problem in a graph, therefore it is not feasible with
the large-size and high-complexity programs. So, we propose the
C500-CFG algorithm in Control flow-based features based on the
idea of dynamic programming, solving Ding's NP-hard problem in
O(N2) time complexity, where N is the number of basic blocks in
decom-piled executable codes. Our algorithm is more efficient and
more outstanding in detecting malware than Ding's algorithm: fast
processing time, allowing processing large files, using less memory
and extracting more feature information. Applying our algorithms with
IoT data sets gives outstanding results on 2 measures: Accuracy =
99.34%
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