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This paper analyzes the formalizations of information-theoretic security for the
fundamental primitives in cryptography: symmetric-key encryption and key
agreement. Revisiting the previous results, we can formalize informationtheoretic security using different methods, by extending Shannon's perfect
secrecy, by information-theoretic analogues of indistinguishability and semantic
security, and by the frameworks for composability of protocols. We show the
relationships among the security formalizations and obtain the following results.
First, in the case of encryption, there are significant gaps among the
formalizations, and a certain type of relaxed perfect secrecy or a variant of
information-theoretic indistinguishability is the strongest notion. Second, in the
case of key agreement, there are significant gaps among the formalizations,
and a certain type of relaxed perfect secrecy is the strongest notion. In
particular, in both encryption and key agreement, the formalization of
composable security is not stronger than any other formalizations. Furthermore,
as an application of the relationships in encryption and key agreement, we
simultaneously derive a family of lower bounds on the size of secret keys and
security quantities required under the above formalizations, which also implies
the importance and usefulness of the relationships.
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