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ABSTRACT
The feature interaction problem occurs when two or more independently developed components interact
with each other in unexpected ways, causing undesirable effect on the system performance and safety.
For instance, a pair of safety features in a vehicle may attempt to send conflicting acceleration
commands to the engine controller, potentially violating a safety requirement that would have been
satisfied if each feature had existed in isolation. Feature interactions are major obstacles to building
large, complex systems out of heterogenous components, and pose new challenges in emerging cyberphysical systems (CPS), such as intelligent vehicles, unmanned aerial vehicles (UAVs), and the Internetof-Things (IoT).
In this talk, I will describe our on-going work on techniques for safely managing and resolving
undesirable interactions between CPS components [1, 2]. I will first introduce the state-of-the-art methods
for managing feature interactions and argue that the existing approaches are not sufficient to deal with
the highly dynamic, evolving nature of modern CPS domains. I will then describe a new type of approach
called context-driven resolution that leverages techniques in runtime verification and synthesis to
dynamically detect and resolve undesirable interactions. I will describe how our approach is capable of
resolving interactions even when (1) the system evolves over time with newly added or modified
features, and (2) none of the conflicting features may be satisfactory with respect to the overall system
safety. I will demonstrate our approach using case studies on safety features in autonomous drones and
intelligent vehicles. I will also present some of the remaining challenges and future directions towards
enabling safe, seamless composition of heterogenous CPS.
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