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Abstract

A common way to characterize security enforcement mechanisms is 
based on the time at which they operate. Mechanisms operating 
before a program's execution are static mechanisms, and 
mechanisms operating during a program's execution are dynamic 
mechanisms. This paper introduces a different perspective and 
classifies mechanisms based on the granularity of program code that 
they monitor. Classifying mechanisms in this way provides a unified 
view of security mechanisms and shows that all security 
mechanisms can be encoded as dynamic mechanisms that operate 
at different levels of program code granularity. The practicality of the 
approach is demonstrated through a prototype implementation of a 
framework for enforcing security policies at various levels of code 
granularity on Java bytecode applications.

URL https://ieeexplore.ieee.org/document/9315145
DOI 10.1109/AINS50155.2020.9315145
Citation Key engram_through_2020

https://cps-vo.org
https://cps-vo.org/
https://cps-vo.org/biblio
https://cps-vo.org/biblio/author/37034
https://cps-vo.org/biblio/author/37035
https://cps-vo.org/biblio/keyword/2007
https://cps-vo.org/biblio/keyword/5924
https://cps-vo.org/biblio/keyword/2252
https://cps-vo.org/biblio/keyword/82773
https://cps-vo.org/biblio/keyword/3512
https://cps-vo.org/biblio/keyword/1548
https://cps-vo.org/biblio/keyword/30488
https://cps-vo.org/biblio/keyword/16858
https://cps-vo.org/biblio/keyword/11802
https://cps-vo.org/biblio/keyword/1168
https://cps-vo.org/biblio/keyword/703
https://cps-vo.org/biblio/keyword/3505
https://cps-vo.org/biblio/keyword/715
https://ieeexplore.ieee.org/document/9315145
http://dx.doi.org/10.1109/AINS50155.2020.9315145


automata Communication networks Conferences enforcement Java Monitoring Policies policy-based governance pubcrawl
Runtime security security mechanisms security policies

https://cps-vo.org/taxonomy/term/6813
https://cps-vo.org/taxonomy/term/14237
https://cps-vo.org/taxonomy/term/10723
https://cps-vo.org/taxonomy/term/101574
https://cps-vo.org/taxonomy/term/11902
https://cps-vo.org/taxonomy/term/5317
https://cps-vo.org/taxonomy/term/7479
https://cps-vo.org/taxonomy/term/27080
https://cps-vo.org/taxonomy/term/21999
https://cps-vo.org/taxonomy/term/8497
https://cps-vo.org/taxonomy/term/48
https://cps-vo.org/taxonomy/term/11895
https://cps-vo.org/taxonomy/term/8182

