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A common way to characterize security enforcement mechanisms is
based on the time at which they operate. Mechanisms operating
before a program'’s execution are static mechanisms, and
mechanisms operating during a program'’s execution are dynamic
mechanisms. This paper introduces a different perspective and
classifies mechanisms based on the granularity of program code that

Abstract they monitor. Classifying mechanisms in this way provides a unified
view of security mechanisms and shows that all security
mechanisms can be encoded as dynamic mechanisms that operate
at different levels of program code granularity. The practicality of the
approach is demonstrated through a prototype implementation of a
framework for enforcing security policies at various levels of code
granularity on Java bytecode applications.
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