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Real-time cyber-physical systems (CPSs) are playing increasingly important roles in our dalily lives.
Computation in safety-critical CPSs, such as autonomous drones or automobiles, must be completed in a
timely manner, putting a stronger emphasis on availability. However, current Trusted Execution Environment
(TEE) deployment paradigms only focus on confidentiality and integrity, leaving availability unguaranteed. To
bridge this gap, RT-TEE proposes a TEE framework, providing availability for safety-critical CPSs under a
compromised OS. This demo demonstrates that RT-TEE can defend against availability attacks effectively,
ensuring that safety-critical tasks can be finished not only correctly but also in time.
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RT-TEE Key Challenges and Solutions

Integrating Research with Education Engaging with Broader CPS Community
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