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Motivation: With time, control systems have become more interconnected, creating the possibility of outsourcing the control

computation to another entity. This creates several security concerns regarding the confidentiality and integrity of the data. While
previous works have dealt with confidentiality or integrity separately, we deal with both at the same time.
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Challenges:

é“[’“] .OQ nt:[grll’(cy * To catch potential data injection attacks, we need anomaly detection.
Actu?ators Attt * Anomaly detection requires number comparisons, which are difficult for homomorphic
slarm encryption (HE), and matrix multiplications, which are costly for garbled circuits (GC).
[ | Consequently, using only one of these approaches is inefficient.

Controller e &fs Honest-but- Results:

curious attacker  Combining HE and GC for different parts of the computation is the more efficient

Solution: solution.

* We propose and implement protocols for privacy-

preserving anomaly detection in a linear control e ] ,
system using garbled circuits, homomorphic 15 eeos | o hvbric
encryption, and a combination of the two. 5107 |

 We show how to distribute private computations

* The main strategies’ bottleneck is the communication overhead.
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amount of computation—in particular at the low- System size o 2o o0

power system. (n, m) is the number of states and inputs. e.g., (10,2) is a system with 10 states and 2 inputs.
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Interdisciplinary theoretical advances (security/control) to
consider privacy and security in the design of cyber-physical
systems.
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