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Goal: Develop verification and upgrade procedures to provide formal safety guarantees for ML-intensive CPS throughout life cycles.

Solution
* Safety Verification and Monitoring of ML-Intensive CPS Upgrades

Theoretical Framework Scalable Verification Engine

Reuse of Verification Results: |. Reachability-Based: Perform incremental
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Challenges
* Vulnerabilities of ML Components

How to fully identify the incompatibilities
caused by the ML upgrade, and formally
verify upgrades of ML-intensive CPS?
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* Unique Upgrade Procedures of ML E
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Scientific Impacts . Safety-Assured Upgrades for ML-Intensive CPS
* Safe Upgraded Model: Safety Verification and Monitoring of ML-
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one student won DoD scholarship.
 Develop a new CPS course at AU.
L .  Engage in K-12 outreach activities,
applications to provide

* Formal Equivalence Evaluation on Neural —Zt. ] fatime safet . GenCyber Camp, High School Spotlight
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 The techniques and tools will
benefit CPS and ML

* Assured Output Restoration for FNN and
CNN Compression
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