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 Introduction:

. Perceptual illusions deceive autonomous vehicles into misinterpreting its
surroundings

J Lack of comprehensive datasets and frameworks to study and characterize the impact
of these attacks

J Lack of defense against perceptual illusion attacks that exploit physical channels
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. Characterizing perceptual illusion
under physical attacks

------------------------------------

. Develop real-time high- .
resolution radar sensing
technology and mid-level
data fusion to enhance
the robustness of each
sensing modality

Solution: Broad Impact

1 Developed multiple
course modules

JIncorporate neuroscience
to understand the causes
of perceptual illusion that
could be rooted in both
the sensors at low-level
and perception models at HBuild multi-sensor

mid- and high-level representation learning
to achieve robust high-

level perception in an
adversarial environment

J Involved undergraduate
students in CPS research

J Created open-source
projects for attack and
defense

. Collect perceptual illusion
datasets for vehicles
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