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Real-time schedules are predictable
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Adversaries can
• launch targeted attacks
• steal information via side channels

schedule indistinguishability!

• introduce diversity into schedules
• offering analyzable security guarantees
• inspired by differential privacy concepts

methodology
• add (sufficiently large) noise into system
• break determinism!
• add to inter-arrival timeslaplacian noise

definition:
The difficulty of distinguishing ONE job’s 

arrival from another

Defense	Enabled	by	--Scheduler
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possible	arrival	time	instants
based	on	a	bounded	Laplace	distribution

PD
F

Insight	into	--Scheduler

periodic	execution	pattern

Breaking Periodicity

diversified	execution	pattern

Obstructing Predictability

indistinguishable	schedule

deterministic,	predictable	schedule

1 2 2 3 3 1 2 2 1 2 2 1 3 3 2 2 1 2 1 2
1 2 2 3 3 1 2 2 1 2 2 1 3 3 2 2 1 2 1 2
1 2 2 3 3 1 2 2 1 2 2 1 3 3 2 2 1 2 1 2
1 2 2 3 3 1 2 2 1 2 2 1 3 3 2 2 1 2 1 2
1 2 2 3 3 1 2 2 1 2 2 1 3 3 2 2 1 2 1 2

2 1 2 3 1 3 2 2 1 2 2 1 2 1 2 3 3 2 2 1
1 2 2 3 2 2 2 3 1 2 2 3 1 3 2 1 2 1 2 2
3 2 1 3 2 1 2 2 1 2 2 1 2 2 3 3 1 2 2 1

13 2 2 1 3 1 2 1 2 2 2 3 1 2 3 2 1 2 2
2 1 2 1 2 3 2 3 2 1 2 1 3 3 2 2 1 2 2 1 2

periodic
schedule

Illustration of a Task’s Schedule
Demonstrative	
Applications

Autonomous
Rover

Video
Streaming

𝜂! 𝑗 𝜂! 𝑗 + 1 𝜂! 𝑗 + 2 𝜂! 𝑗 + 3 …
𝜂! 𝑗  à inter-arrival time function

𝜂! 𝑗 + 𝑌" 𝜂! 𝑗 + 1 + 𝑌"#$ 𝜂! 𝑗 + 2 + 𝑌"#% 𝜂! 𝑗 + 3 + 𝑌"#& …

𝓡 𝝉𝒊, 𝒋 = 𝜂! 𝑗 + Y à RANDOMIZED inter-arrival time function

𝝐-Scheduler

real-time scheduler that diversifies 
task schedule by enabling 
schedule indistinguishability

High Level 
Goals

§ Diversify task schedule 

§ Offer analyzable protection 

implementation & evaluation
• scheduling mode under SCHED_DEADLINE

Pr 	ℛ 𝜏, 𝑗 ∈ 𝑆	
Pr[	ℛ 𝜏!, 𝑗! ∈ 𝑆	]

ratio of any two 
inter-arrival 

time distributions

≤	𝑒!
33.3ms 100ms

𝜖-Scheduler (𝜖 = 10%)

≤ 𝑒!

+ roverbot 
+ raspberry Pi
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