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Our vision for autonomous CPS

Autonomous driving Robotics

Control systems that operate autonomously in complex and open-ended environments.

Warehouses Agriculture Smart CitiesSpace exploration

Wildfire prevention Disaster recovery
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Autonomous CPS are a reality!
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But are they safe?
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Learning-enabled CPS are fragile
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Sensing, Perception, Prediction 

ResNet-18

state estimates

Controls

Dynamics

SysID, Planning, Control 

Learned controls
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Modelling and control

Kabzan et. al. (RAL 2019) Estimati
on 

Lindemann et. al. (OJCSYS 2024)

Environment

Learning-enabled components:

Object detection

Redmon (CVPR 2016)

Prediction

Salzmann et. al. (ECCV 2020)

Learning-enabled components in CPS



Existing work (references omitted): 

• SMT/MILP techniques or hybrid systems reachability 

• SDP/LP relaxations or compositional approaches

Sensing, Perception, Prediction 

ResNet-18

state estimates

Controls

Learned controls

Uncertainty quantification for learning-enabled CPS

Can we use statistical tools to formally reason about safety of learning-enabled systems?

scalability issues

overly conservative

How do we reason about safety  
of high-dimensional systems?
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disturbance

noise

dynamic environment

How do we reason about  
safety of stochastic system?

SysID, Planning, Control 
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Conformal prediction: simple, general, and efficient
<latexit sha1_base64="IDddOdrLH891TuX5E0HD/De5RgA=">AAACD3icbVDJSgNBEO2JW4xb1KOXxqDowTAjbsegF48RzAKZEHo6laRJz/TQXSMJQ/7Ai7/ixYMiXr1682/sLAe3BwWP96qoqhfEUhh03U8nMze/sLiUXc6trK6tb+Q3t6pGJZpDhSupdD1gBqSIoIICJdRjDSwMJNSC/tXYr92BNkJFtziMoRmybiQ6gjO0Uiu/7yMMMC1rFYwOBn6o2iAN9eOeOPS7QL0j3wrIWvmCW3QnoH+JNyMFMkO5lf/w24onIUTIJTOm4bkxNlOmUXAJo5yfGIgZ77MuNCyNWAimmU7+GdE9q7RpR2lbEdKJ+n0iZaExwzCwnSHDnvntjcX/vEaCnYtmKqI4QYj4dFEnkRQVHYdD20IDRzm0hHEt7K2U95hmHG2EORuC9/vlv6R6XPTOiqc3J4XS5SyOLNkhu+SAeOSclMg1KZMK4eSePJJn8uI8OE/Oq/M2bc04s5lt8gPO+xeAo5xP</latexit>

Prob(x |= �) � 1� �Goal:

survey article

7

Conformal prediction for learning-enabled CPS

https://arxiv.org/pdf/2409.00536


Conformal Prediction



Uncertainty quantification under minimal assumptions: 

• Distribution-free 

• No assumptions on the predictor needed

Conformal prediction in a nutshell

Example2: 

1Vovk and Shafer, “A Tutorial on Conformal Prediction”, JMLR, 2008.
2Angelopoulos, “A Gentle Introduction to Conformal Prediction and Distribution-Free Uncertainty Quantification”, subm., 2021.

no assumptions needed
<latexit sha1_base64="Db+rMtf6uu7VrZRtN4JgmdzqUO4=">AAAB/XicbVDLSgMxFM3UV62v8bFzEyxCBSkz4mtZUNBlBfuAzlAyaaYNTTJDkhHaofgrblwo4tb/cOffmGlnodUDgcM593JPThAzqrTjfFmFhcWl5ZXiamltfWNzy97eaaookZg0cMQi2Q6QIowK0tBUM9KOJUE8YKQVDK8yv/VApKKRuNejmPgc9QUNKUbaSF17r5Icj488RbnHkR5gxNLrSdcuO1VnCviXuDkpgxz1rv3p9SKccCI0ZkipjuvE2k+R1BQzMil5iSIxwkPUJx1DBeJE+ek0/QQeGqUHw0iaJzScqj83UsSVGvHATGYR1byXif95nUSHl35KRZxoIvDsUJgwqCOYVQF7VBKs2cgQhCU1WSEeIImwNoWVTAnu/Jf/kuZJ1T2vnt2dlms3eR1FsA8OQAW44ALUwC2ogwbAYAyewAt4tR6tZ+vNep+NFqx8Zxf8gvXxDRG6lQU=</latexit>

(u, z) ⇠ D

no assumptions needed

<latexit sha1_base64="01dtfNf23i7cFF8MajR1C2k1Y84=">AAAB9XicbVDJSgNBEK1xjXGLevQyGIR4CTPidhECHvQYwSyQGUNPp5M06e4ZelHikP/w4kERr/6LN//GTjIHTXxQ8Hiviqp6UcKo0p737SwsLi2vrObW8usbm1vbhZ3duoqNxKSGYxbLZoQUYVSQmqaakWYiCeIRI41ocDX2Gw9EKhqLOz1MSMhRT9AuxUhb6T7oI50+jS4DbkrmqF0oemVvAnee+BkpQoZqu/AVdGJsOBEaM6RUy/cSHaZIaooZGeUDo0iC8AD1SMtSgThRYTq5euQeWqXjdmNpS2h3ov6eSBFXasgj28mR7qtZbyz+57WM7l6EKRWJ0UTg6aKuYa6O3XEEbodKgjUbWoKwpPZWF/eRRFjboPI2BH/25XlSPy77Z+XT25Ni5TqLIwf7cAAl8OEcKnADVagBBgnP8ApvzqPz4rw7H9PWBSeb2YM/cD5/AEHvkmE=</latexit>

ẑ = µ(u)

Goal1: 
<latexit sha1_base64="tcKuBfoqPLZ5V3LNTXOz5RusD5M=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoPgKexKUI+BHPSYgHlAsoTZSW8yZnZ2mZkVQsgXePGgiFc/yZt/4yTZgyYWNBRV3XR3BYng2rjut5Pb2Nza3snvFvb2Dw6PiscnLR2nimGTxSJWnYBqFFxi03AjsJMopFEgsB2Ma3O//YRK81g+mEmCfkSHkoecUWOlRq1fLLlldwGyTryMlCBDvV/86g1ilkYoDRNU667nJsafUmU4Ezgr9FKNCWVjOsSupZJGqP3p4tAZubDKgISxsiUNWai/J6Y00noSBbYzomakV725+J/XTU1460+5TFKDki0XhakgJibzr8mAK2RGTCyhTHF7K2EjqigzNpuCDcFbfXmdtK7K3nW50qiUqndZHHk4g3O4BA9uoAr3UIcmMEB4hld4cx6dF+fd+Vi25pxs5hT+wPn8AZpUjNU=</latexit>

CFor a failure probability of                   , we want to obtain a prediction region      s.t.
<latexit sha1_base64="8wwzx7eITkB73FFnToba9keVZ4U=">AAAB9XicbVBNS8NAEN3Ur1q/qh69LBahgpREinoseNBjBfsBTSybzaZdutmE3YlSQv+HFw+KePW/ePPfuG1z0NYHA4/3ZpiZ5yeCa7Dtb6uwsrq2vlHcLG1t7+zulfcP2jpOFWUtGotYdX2imeCStYCDYN1EMRL5gnX80fXU7zwypXks72GcMC8iA8lDTgkY6cENmADiclm1z5zTfrli1+wZ8DJxclJBOZr98pcbxDSNmAQqiNY9x07Ay4gCTgWblNxUs4TQERmwnqGSREx72ezqCT4xSoDDWJmSgGfq74mMRFqPI990RgSGetGbiv95vRTCKy/jMkmBSTpfFKYCQ4ynEeCAK0ZBjA0hVHFzK6ZDoggFE1TJhOAsvrxM2uc156JWv6tXGjd5HEV0hI5RFTnoEjXQLWqiFqJIoWf0it6sJ+vFerc+5q0FK585RH9gff4A+6yRiw==</latexit>

� 2 (0, 1)
<latexit sha1_base64="PPZASM8nSyIk2SUwDDluaks+ZcM=">AAACC3icbVA9SwNBEN3zM8avqKXNYhBiYbgTv8pACi0jGBVyR9jbm8TFvb1jd06MR3ob/4qNhSK2/gE7/42bmEITHww83pthZl6YSmHQdb+cqemZ2bn5wkJxcWl5ZbW0tn5hkkxzaPJEJvoqZAakUNBEgRKuUg0sDiVchjf1gX95C9qIRJ1jL4UgZl0lOoIztFK7tOUj3GHe0EnYr9z7QtF6JdvZ8btAvV0/AomsXSq7VXcIOkm8ESmTERrt0qcfJTyLQSGXzJiW56YY5Eyj4BL6RT8zkDJ+w7rQslSxGEyQD3/p022rRLSTaFsK6VD9PZGz2JheHNrOmOG1GfcG4n9eK8POcZALlWYIiv8s6mSSYkIHwdBIaOAoe5YwroW9lfJrphlHG1/RhuCNvzxJLvaq3mH14Gy/XDsZxVEgm2SLVIhHjkiNnJIGaRJOHsgTeSGvzqPz7Lw57z+tU85oZoP8gfPxDUKEme0=</latexit>

Prob(z 2 C(u)) � 1� �

Assumption: Availability of i.i.d. calibration data
<latexit sha1_base64="WdsNNWT0t+5d8RuXpuVk7TB/BeM=">AAACBnicbVDLSsNAFJ3UV62vqEsRBovQgpREfG2EggtdVrAPaNIwmU7aoZNJmJkINWTlxl9x40IRt36DO//G6WOhrQcu93DOvczc48eMSmVZ30ZuYXFpeSW/Wlhb39jcMrd3GjJKBCZ1HLFItHwkCaOc1BVVjLRiQVDoM9L0B1cjv3lPhKQRv1PDmLgh6nEaUIyUljxz30lLSSct0XJ29DDpZSfzUnppZ52BZxatijUGnCf2lBTBFDXP/HK6EU5CwhVmSMq2bcXKTZFQFDOSFZxEkhjhAeqRtqYchUS66fiMDB5qpQuDSOjiCo7V3xspCqUchr6eDJHqy1lvJP7ntRMVXLgp5XGiCMeTh4KEQRXBUSawSwXBig01QVhQ/VeI+0ggrHRyBR2CPXvyPGkcV+yzyuntSbF6PY0jD/bAASgBG5yDKrgBNVAHGDyCZ/AK3own48V4Nz4mozljurML/sD4/AG+BJgP</latexit>

{(u(i), z(i))}ki=1
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Conformal prediction in a nutshell

• For regression, the nonconformity score                                        results in
<latexit sha1_base64="e5J8VAERDlBrJjR/ziEQfgwJh/s=">AAACCHicbZC7SgNBFIZn4y3G26qlhYNBSArDrnhDEAIWWkYxF0jWMDuZTYbMXpiLEDcpbXwVGwtFbH0EO9/GSXYLjf4w8PGfczhzfjdiVEjL+jIyM7Nz8wvZxdzS8srqmrm+UROh4phUcchC3nCRIIwGpCqpZKQRcYJ8l5G62z8f1+t3hAsaBjdyEBHHR92AehQjqa22uX19GxdocXR6NrxPaK/lq4JKuDhsm3mrZE0E/4KdQh6kqrTNz1YnxMongcQMCdG0rUg6MeKSYkZGuZYSJEK4j7qkqTFAPhFOPDlkBHe104FeyPULJJy4Pydi5Asx8F3d6SPZE9O1sflframkd+LENIiUJAFOFnmKQRnCcSqwQznBkg00IMyp/ivEPcQRljq7nA7Bnj75L9T2S/ZR6fDqIF++SOPIgi2wAwrABsegDC5BBVQBBg/gCbyAV+PReDbejPekNWOkM5vgl4yPb7l+mIw=</latexit>

R(i) := |z(i) � µ(u(i))|
<latexit sha1_base64="EHQ9U5DfCcIvEVxW10g8a5+CtXg="></latexit>

Prob(z 2 [µ(u)�Quantile1��, µ(u) + Quantile1��]) � 1� �

Let                                   be            i.i.d. random variables.                                                           
<latexit sha1_base64="907DLwtqaEgiF/rzNTmqFMA75R4=">AAAB6nicbVBNS8NAEJ34WetX1aOXxSIIQkmkqMeCBz1WtB/QhrLZbtqlm03YnQgl9Cd48aCIV3+RN/+N2zYHbX0w8Hhvhpl5QSKFQdf9dlZW19Y3Ngtbxe2d3b390sFh08SpZrzBYhnrdkANl0LxBgqUvJ1oTqNA8lYwupn6rSeujYjVI44T7kd0oEQoGEUrPYzOvV6p7FbcGcgy8XJShhz1Xumr249ZGnGFTFJjOp6boJ9RjYJJPil2U8MTykZ0wDuWKhpx42ezUyfk1Cp9EsbalkIyU39PZDQyZhwFtjOiODSL3lT8z+ukGF77mVBJilyx+aIwlQRjMv2b9IXmDOXYEsq0sLcSNqSaMrTpFG0I3uLLy6R5UfEuK9X7arl2m8dRgGM4gTPw4ApqcAd1aACDATzDK7w50nlx3p2PeeuKk88cwR84nz+tPo1t</latexit>

k + 1
<latexit sha1_base64="1jbqKRxeYKhOdgSgrZtZNxYVc0Y=">AAACB3icbVBNS8MwGE7n15xfVY+CFIewgYxWhnoceNDjFPcBWx1pmm5haVKSVBilNy/+FS8eFPHqX/DmvzHtdtDNB8L75Hnel+R9vIgSqWz72ygsLa+srhXXSxubW9s75u5eW/JYINxCnHLR9aDElDDcUkRR3I0EhqFHcccbX2Z+5wELSTi7U5MIuyEcMhIQBJWWBubh7X1SsavpSVYdXfsjnyuZX8fVdGCW7Zqdw1okzoyUwQzNgfnV9zmKQ8wUolDKnmNHyk2gUARRnJb6scQRRGM4xD1NGQyxdJN8j9Q61opvBVzow5SVq78nEhhKOQk93RlCNZLzXib+5/ViFVy4CWFRrDBD04eCmFqKW1kolk8ERopONIFIEP1XC42ggEjp6Eo6BGd+5UXSPq05Z7X6Tb3cuJrFUQQH4AhUgAPOQQNcgyZoAQQewTN4BW/Gk/FivBsf09aCMZvZB39gfP4AJMaXng==</latexit>

R(0), R(1), . . . , R(k)

<latexit sha1_base64="/dDa1G+NLVuE4hmxdIiqR4yTaI8=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHYNUY9ELx7ByCOBDZkdemFkdnYzM2tCCF/gxYPGePWTvPk3DrAHBSvppFLVne6uIBFcG9f9dnJr6xubW/ntws7u3v5B8fCoqeNUMWywWMSqHVCNgktsGG4EthOFNAoEtoLR7cxvPaHSPJYPZpygH9GB5CFn1Fipft8rltyyOwdZJV5GSpCh1it+dfsxSyOUhgmqdcdzE+NPqDKcCZwWuqnGhLIRHWDHUkkj1P5kfuiUnFmlT8JY2ZKGzNXfExMaaT2OAtsZUTPUy95M/M/rpCa89idcJqlByRaLwlQQE5PZ16TPFTIjxpZQpri9lbAhVZQZm03BhuAtv7xKmhdl77JcqVdK1ZssjjycwCmcgwdXUIU7qEEDGCA8wyu8OY/Oi/PufCxac042cwx/4Hz+AK+PjN8=</latexit>

R

<latexit sha1_base64="LaQ+fXPvXwA+v0w5fTdlAzF6h60=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LAbBU0mKqMeiF49V7Ae0oWy2m3bpZhN2J0Ip/QdePCji1X/kzX/jts1BWx8MPN6bYWZemEph0PO+ncLa+sbmVnG7tLO7t39QPjxqmiTTjDdYIhPdDqnhUijeQIGSt1PNaRxK3gpHtzO/9cS1EYl6xHHKg5gOlIgEo2ilh67bK7texZuDrBI/Jy7kqPfKX91+wrKYK2SSGtPxvRSDCdUomOTTUjczPKVsRAe8Y6miMTfBZH7plJxZpU+iRNtSSObq74kJjY0Zx6HtjCkOzbI3E//zOhlG18FEqDRDrthiUZRJggmZvU36QnOGcmwJZVrYWwkbUk0Z2nBKNgR/+eVV0qxW/MvKxX3Vrd3kcRThBE7hHHy4ghrcQR0awCCCZ3iFN2fkvDjvzseiteDkM8fwB87nDxhyjRQ=</latexit>

# <latexit sha1_base64="a5IFsDKUkKHOl2QE1n+514rzKMU=">AAAB73icbVBNS8NAEJ34WetX1aOXxSJ4sSRS1GPBgx4r2A9oQ9lsNu3SzSbuToRS+ie8eFDEq3/Hm//GbZuDtj4YeLw3w8y8IJXCoOt+Oyura+sbm4Wt4vbO7t5+6eCwaZJMM95giUx0O6CGS6F4AwVK3k41p3EgeSsY3kz91hPXRiTqAUcp92PaVyISjKKV2t55N+QSaa9UdivuDGSZeDkpQ456r/TVDROWxVwhk9SYjuem6I+pRsEknxS7meEpZUPa5x1LFY258cezeyfk1CohiRJtSyGZqb8nxjQ2ZhQHtjOmODCL3lT8z+tkGF37Y6HSDLli80VRJgkmZPo8CYXmDOXIEsq0sLcSNqCaMrQRFW0I3uLLy6R5UfEuK9X7arl2m8dRgGM4gTPw4ApqcAd1aAADCc/wCm/Oo/PivDsf89YVJ585gj9wPn8AcMWPnA==</latexit>

1� �

QuantileQuantile  
lemma: It holds that                                                            

<latexit sha1_base64="USNywI6tGbJFaRmnk8nurrMusbY="></latexit>

Prob
�
R(0)  Quantile1��(R

(1), . . . , R(k),1)
�
� 1� �

test data calibration data

• Simple, general, and efficient with the right nonconformity score1:

1Tumu, Cleaveland, Mangharam, Pappas, and Lindemann, “Multi-Modal Conformal Prediction Regions by Optimizing Convex Shape Templates”, L4DC, 2024.
9

The                                      -th smallest nonconformity score
<latexit sha1_base64="bLE1JcuzdqMpXE2kujf03goACbs=">AAACGnicbVDLSgNBEJyN7/iKevQyGIQEMexKUBEEwYMeIxgNZEOYne0kQ2YfzPSKYcl3ePFXvHhQxJt48W+cTXLQaEFDUdU9011eLIVG2/6ycjOzc/MLi0v55ZXVtfXCxuaNjhLFoc4jGamGxzRIEUIdBUpoxApY4Em49frnmX97B0qLKLzGQQytgHVD0RGcoZHaBcdFuMfRO6kCf5jGJ6eu5CAkLfX3nHLJ2Xd9kMjK1FWZPGwXinbFHoH+Jc6EFMkEtXbhw/UjngQQIpdM66Zjx9hKmULBJQzzbqIhZrzPutA0NGQB6FY6WmlId43i006kTIVIR+rPiZQFWg8Cz3QGDHt62svE/7xmgp3jVirCOEEI+fijTiIpRjTLifpCAUc5MIRxJcyulPeYYhxNmnkTgjN98l9yc1BxDivVq2rx7GISxyLZJjukRBxyRM7IJamROuHkgTyRF/JqPVrP1pv1Pm7NWZOZLfIL1uc3/VegMg==</latexit>

p := d(k + 1)(1� �)e

nonconformity score (e.g., prediction error)

• Implicit data requirement: 
<latexit sha1_base64="S7wWGa9AKebnDNy7J47FADXMAss=">AAAB7XicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkqMeCBz1WsB/QhrLZTtq1m03Y3Qgl9D948aCIV/+PN/+N2zYHbX0w8Hhvhpl5QSK4Nq777RTW1jc2t4rbpZ3dvf2D8uFRS8epYthksYhVJ6AaBZfYNNwI7CQKaRQIbAfjm5nffkKleSwfzCRBP6JDyUPOqLFSK+kJJON+ueJW3TnIKvFyUoEcjX75qzeIWRqhNExQrbuemxg/o8pwJnBa6qUaE8rGdIhdSyWNUPvZ/NopObPKgISxsiUNmau/JzIaaT2JAtsZUTPSy95M/M/rpia89jMuk9SgZItFYSqIicnsdTLgCpkRE0soU9zeStiIKsqMDahkQ/CWX14lrYuqd1mt3dcq9ds8jiKcwCmcgwdXUIc7aEATGDzCM7zCmxM7L86787FoLTj5zDH8gfP5Azf6juw=</latexit>

p  k

computationally efficient



• How tight is the obtained bound? 

• Conformal prediction provides marginal coverage guarantees: 

• This is in contrast to calibration conditional coverage guarantees:

10

Marginal coverage guarantees

<latexit sha1_base64="USNywI6tGbJFaRmnk8nurrMusbY="></latexit>

Prob
�
R(0)  Quantile1��(R

(1), . . . , R(k),1)
�
� 1� �

captures randomness in the draw over test and calibration data
<latexit sha1_base64="rwpVrZXmzcFN50lYWWrQuasPbWA=">AAACB3icdVDLSgMxFM3UV62vUZeCBIvQgpSZ6dNdwYUuq9gHtGPJpGkbmnmQZIQyzM6Nv+LGhSJu/QV3/o2ZtoKKHgj35Jx7Se5xAkaFNIwPLbW0vLK6ll7PbGxube/ou3st4Ycckyb2mc87DhKEUY80JZWMdAJOkOsw0nYmZ4nfviVcUN+7ltOA2C4aeXRIMZJK6uuHVzdRzsjHJ0k1Ve2NB74Us+skH/f1rFE4rVWssgWNgmFUrWIlIVa1ZBWhqZQEWbBAo6+/9wY+Dl3iScyQEF3TCKQdIS4pZiTO9EJBAoQnaES6inrIJcKOZnvE8FgpAzj0uTqehDP1+0SEXCGmrqM6XSTH4reXiH953VAOa3ZEvSCUxMPzh4Yhg9KHSShwQDnBkk0VQZhT9VeIx4gjLFV0GRXC16bwf9KyCmalUL4sZevnizjS4AAcgRwwQRXUwQVogCbA4A48gCfwrN1rj9qL9jpvTWmLmX3wA9rbJ4gBl+M=</latexit>

R(0), R(1), . . . , R(k)

Let                                   be            i.i.d. continuous random variables.                                                           
<latexit sha1_base64="907DLwtqaEgiF/rzNTmqFMA75R4=">AAAB6nicbVBNS8NAEJ34WetX1aOXxSIIQkmkqMeCBz1WtB/QhrLZbtqlm03YnQgl9Cd48aCIV3+RN/+N2zYHbX0w8Hhvhpl5QSKFQdf9dlZW19Y3Ngtbxe2d3b390sFh08SpZrzBYhnrdkANl0LxBgqUvJ1oTqNA8lYwupn6rSeujYjVI44T7kd0oEQoGEUrPYzOvV6p7FbcGcgy8XJShhz1Xumr249ZGnGFTFJjOp6boJ9RjYJJPil2U8MTykZ0wDuWKhpx42ezUyfk1Cp9EsbalkIyU39PZDQyZhwFtjOiODSL3lT8z+ukGF77mVBJilyx+aIwlQRjMv2b9IXmDOXYEsq0sLcSNqSaMrTpFG0I3uLLy6R5UfEuK9X7arl2m8dRgGM4gTPw4ApqcAd1aACDATzDK7w50nlx3p2PeeuKk88cwR84nz+tPo1t</latexit>

k + 1
<latexit sha1_base64="1jbqKRxeYKhOdgSgrZtZNxYVc0Y=">AAACB3icbVBNS8MwGE7n15xfVY+CFIewgYxWhnoceNDjFPcBWx1pmm5haVKSVBilNy/+FS8eFPHqX/DmvzHtdtDNB8L75Hnel+R9vIgSqWz72ygsLa+srhXXSxubW9s75u5eW/JYINxCnHLR9aDElDDcUkRR3I0EhqFHcccbX2Z+5wELSTi7U5MIuyEcMhIQBJWWBubh7X1SsavpSVYdXfsjnyuZX8fVdGCW7Zqdw1okzoyUwQzNgfnV9zmKQ8wUolDKnmNHyk2gUARRnJb6scQRRGM4xD1NGQyxdJN8j9Q61opvBVzow5SVq78nEhhKOQk93RlCNZLzXib+5/ViFVy4CWFRrDBD04eCmFqKW1kolk8ERopONIFIEP1XC42ggEjp6Eo6BGd+5UXSPq05Z7X6Tb3cuJrFUQQH4AhUgAPOQQNcgyZoAQQewTN4BW/Gk/FivBsf09aCMZvZB39gfP4AJMaXng==</latexit>

R(0), R(1), . . . , R(k) It holds that                                                            
<latexit sha1_base64="Y5m9JpM1JKSSpqOCr118OpCWrpA="></latexit>

Prob(R(0)  Quantile1��(R
(1), . . . , R(k)))  1� � +

1

k + 1

captures randomness in the draw over test data
<latexit sha1_base64="djwtHB12eY6E9txLheEdxGs+49M=">AAAB7nicdVDLSgMxFM34rPVVdekmWIS6GdLp013BhS6r2Ae0Y8mkmTY0kxmSjFCGfoQbF4q49Xvc+Tdm2goqeuDC4Zx7ufceL+JMaYQ+rJXVtfWNzcxWdntnd28/d3DYVmEsCW2RkIey62FFORO0pZnmtBtJigOP0443uUj9zj2VioXiVk8j6gZ4JJjPCNZG6tzcJQV0Nhvk8sg+r1edigORjVDNKVVT4tTKTgkWjZIiD5ZoDnLv/WFI4oAKTThWqldEkXYTLDUjnM6y/VjRCJMJHtGeoQIHVLnJ/NwZPDXKEPqhNCU0nKvfJxIcKDUNPNMZYD1Wv71U/MvrxdqvuwkTUaypIItFfsyhDmH6OxwySYnmU0MwkczcCskYS0y0SShrQvj6FP5P2o5drNqV63K+cbmMIwOOwQkogCKogQa4Ak3QAgRMwAN4As9WZD1aL9bronXFWs4cgR+w3j4BwoiPPA==</latexit>

R(0) impossible to obtain 

conditional probability
<latexit sha1_base64="Xyx4q/uNoQYAOdL2pHtwfGD+fFw="></latexit>

Prob
�
R(0)  Quantile1��(R

(1), . . . , R(k),1)|R(1), . . . , R(k)
�
� 1� �



Let                                   be            i.i.d. continuous random variables.                                                           
<latexit sha1_base64="907DLwtqaEgiF/rzNTmqFMA75R4=">AAAB6nicbVBNS8NAEJ34WetX1aOXxSIIQkmkqMeCBz1WtB/QhrLZbtqlm03YnQgl9Cd48aCIV3+RN/+N2zYHbX0w8Hhvhpl5QSKFQdf9dlZW19Y3Ngtbxe2d3b390sFh08SpZrzBYhnrdkANl0LxBgqUvJ1oTqNA8lYwupn6rSeujYjVI44T7kd0oEQoGEUrPYzOvV6p7FbcGcgy8XJShhz1Xumr249ZGnGFTFJjOp6boJ9RjYJJPil2U8MTykZ0wDuWKhpx42ezUyfk1Cp9EsbalkIyU39PZDQyZhwFtjOiODSL3lT8z+ukGF77mVBJilyx+aIwlQRjMv2b9IXmDOXYEsq0sLcSNqSaMrTpFG0I3uLLy6R5UfEuK9X7arl2m8dRgGM4gTPw4ApqcAd1aACDATzDK7w50nlx3p2PeeuKk88cwR84nz+tPo1t</latexit>

k + 1
<latexit sha1_base64="1jbqKRxeYKhOdgSgrZtZNxYVc0Y=">AAACB3icbVBNS8MwGE7n15xfVY+CFIewgYxWhnoceNDjFPcBWx1pmm5haVKSVBilNy/+FS8eFPHqX/DmvzHtdtDNB8L75Hnel+R9vIgSqWz72ygsLa+srhXXSxubW9s75u5eW/JYINxCnHLR9aDElDDcUkRR3I0EhqFHcccbX2Z+5wELSTi7U5MIuyEcMhIQBJWWBubh7X1SsavpSVYdXfsjnyuZX8fVdGCW7Zqdw1okzoyUwQzNgfnV9zmKQ8wUolDKnmNHyk2gUARRnJb6scQRRGM4xD1NGQyxdJN8j9Q61opvBVzow5SVq78nEhhKOQk93RlCNZLzXib+5/ViFVy4CWFRrDBD04eCmFqKW1kolk8ERopONIFIEP1XC42ggEjp6Eo6BGd+5UXSPq05Z7X6Tb3cuJrFUQQH4AhUgAPOQQNcgyZoAQQewTN4BW/Gk/FivBsf09aCMZvZB39gfP4AJMaXng==</latexit>

R(0), R(1), . . . , R(k)

• (Pseudo) calibration conditional conformal prediction:

conditional probability mean

Calibration conditional conformal prediction

<latexit sha1_base64="YUvhP61VFGFmokl4NLbsh/cOGFI="></latexit>

Prob(R(0)  Quantile1��(R
(1), . . . , R(k),1)|R(1), . . . , R(k)) ⇠ Beta(1� �, 1/k)

It holds that1                                                            

1Vovk, “Conditional Validity of Inductive Conformal Predictors”, ACML, 2012.

Let                                   be            i.i.d. random variables.                                                           
<latexit sha1_base64="907DLwtqaEgiF/rzNTmqFMA75R4=">AAAB6nicbVBNS8NAEJ34WetX1aOXxSIIQkmkqMeCBz1WtB/QhrLZbtqlm03YnQgl9Cd48aCIV3+RN/+N2zYHbX0w8Hhvhpl5QSKFQdf9dlZW19Y3Ngtbxe2d3b390sFh08SpZrzBYhnrdkANl0LxBgqUvJ1oTqNA8lYwupn6rSeujYjVI44T7kd0oEQoGEUrPYzOvV6p7FbcGcgy8XJShhz1Xumr249ZGnGFTFJjOp6boJ9RjYJJPil2U8MTykZ0wDuWKhpx42ezUyfk1Cp9EsbalkIyU39PZDQyZhwFtjOiODSL3lT8z+ukGF77mVBJilyx+aIwlQRjMv2b9IXmDOXYEsq0sLcSNqSaMrTpFG0I3uLLy6R5UfEuK9X7arl2m8dRgGM4gTPw4ApqcAd1aACDATzDK7w50nlx3p2PeeuKk88cwR84nz+tPo1t</latexit>

k + 1
<latexit sha1_base64="1jbqKRxeYKhOdgSgrZtZNxYVc0Y=">AAACB3icbVBNS8MwGE7n15xfVY+CFIewgYxWhnoceNDjFPcBWx1pmm5haVKSVBilNy/+FS8eFPHqX/DmvzHtdtDNB8L75Hnel+R9vIgSqWz72ygsLa+srhXXSxubW9s75u5eW/JYINxCnHLR9aDElDDcUkRR3I0EhqFHcccbX2Z+5wELSTi7U5MIuyEcMhIQBJWWBubh7X1SsavpSVYdXfsjnyuZX8fVdGCW7Zqdw1okzoyUwQzNgfnV9zmKQ8wUolDKnmNHyk2gUARRnJb6scQRRGM4xD1NGQyxdJN8j9Q61opvBVzow5SVq78nEhhKOQk93RlCNZLzXib+5/ViFVy4CWFRrDBD04eCmFqKW1kolk8ERopONIFIEP1XC42ggEjp6Eo6BGd+5UXSPq05Z7X6Tb3cuJrFUQQH4AhUgAPOQQNcgyZoAQQewTN4BW/Gk/FivBsf09aCMZvZB39gfP4AJMaXng==</latexit>

R(0), R(1), . . . , R(k) It holds that1                                                            
<latexit sha1_base64="ZPlnsoquZvyFK411NvZPUDPHtYE="></latexit>

ProbK
�
Prob(R(0)  Quantile1��̄(R

(1), . . . , R(k),1) � 1� �
�
� 1� �

<latexit sha1_base64="kFUpVny03tyr4PD1ax2yomMytyQ="></latexit>

�̄ = � �
r

ln(1/�)

2k
tightened quantile

<latexit sha1_base64="CE3SjHMigpzyWi2txsgdpt5JUG8=">AAAB9HicbVDJSgNBEK2JW4xb1KOXwSBEkDAjbseABz1GMAtkhtDT6Uma9PSM3TWBMOQ7vHhQxKsf482/sbMcNPFBweO9KqrqBYngGh3n28qtrK6tb+Q3C1vbO7t7xf2Dho5TRVmdxiJWrYBoJrhkdeQoWCtRjESBYM1gcDvxm0OmNI/lI44S5kekJ3nIKUEj+V7AkHhclp0z97RTLDkVZwp7mbhzUoI5ap3il9eNaRoxiVQQrduuk6CfEYWcCjYueKlmCaED0mNtQyWJmPaz6dFj+8QoXTuMlSmJ9lT9PZGRSOtRFJjOiGBfL3oT8T+vnWJ442dcJikySWeLwlTYGNuTBOwuV4yiGBlCqOLmVpv2iSIUTU4FE4K7+PIyaZxX3KvK5cNFqXo3jyMPR3AMZXDhGqpwDzWoA4UneIZXeLOG1ov1bn3MWnPWfOYQ/sD6/AEq15EU</latexit>

� 2 (0, 1)confidence

captures randomness in the draw over calibration data
<latexit sha1_base64="H+hE7ckug4dnSKFFrGSUz9he9vg=">AAAB/3icdVDLSgMxFM34rPU1KrhxEyxCC6XMTJ/uCi50WcU+oB1LJpO2oZkHSUYoYxf+ihsXirj1N9z5N2baCip64MLJOfeSe48TMiqkYXxoS8srq2vrqY305tb2zq6+t98SQcQxaeKABbzjIEEY9UlTUslIJ+QEeQ4jbWd8lvjtW8IFDfxrOQmJ7aGhTwcUI6mkvn54dRNnzdw03xu5gRT55DnOTft6xiic1ipW2YJGwTCqVrGSEKtasorQVEqCDFig0dffe26AI4/4EjMkRNc0QmnHiEuKGZmme5EgIcJjNCRdRX3kEWHHs/2n8EQpLhwEXJUv4Uz9PhEjT4iJ56hOD8mR+O0l4l9eN5KDmh1TP4wk8fH8o0HEoAxgEgZ0KSdYsokiCHOqdoV4hDjCUkWWViF8XQr/Jy2rYFYK5ctSpn6+iCMFjsAxyAITVEEdXIAGaAIM7sADeALP2r32qL1or/PWJW0xcwB+QHv7BJkclT4=</latexit>

R(1), . . . , R(k)

11

variance



<latexit sha1_base64="tw7bdqn59jSQH01ziOs62I0rlWA="></latexit>

r1 ⇠ U([1.5, 2.5]⇥ [0.5, 1]) and r2 ⇠ U([2.5, 3.5]⇥ [4, 4.5])

<latexit sha1_base64="on2Dq1zx3T1ZtbQGYuV21+0tYTc=">AAAB6nicdVDJSgNBEK2JW4xb1KOXxiB4GmYmq7eABz1GNAskQ+jp9CRNeha6e4Qw5BO8eFDEq1/kzb+xJ4mgog8KHu9VUVXPizmTyrI+jNza+sbmVn67sLO7t39QPDzqyCgRhLZJxCPR87CknIW0rZjitBcLigOP0643vcz87j0VkkXhnZrF1A3wOGQ+I1hp6VYM7WGxZJkXjZpTdZBlWlbdKdcy4tQrThnZWslQghVaw+L7YBSRJKChIhxL2betWLkpFooRTueFQSJpjMkUj2lf0xAHVLrp4tQ5OtPKCPmR0BUqtFC/T6Q4kHIWeLozwGoif3uZ+JfXT5TfcFMWxomiIVku8hOOVISyv9GICUoUn2mCiWD6VkQmWGCidDoFHcLXp+h/0nFMu2ZWbyql5tUqjjycwCmcgw11aMI1tKANBMbwAE/wbHDj0XgxXpetOWM1cww/YLx9Amo2je0=</latexit>r1

<latexit sha1_base64="8ifG0ea2LVY3BfkoULLpL/7c5Co=">AAAB6nicdVDJSgNBEK2JW4xb1KOXxiB4GmYmq7eABz1GNAskQ+jp9CRNeha6e4Qw5BO8eFDEq1/kzb+xJ4mgog8KHu9VUVXPizmTyrI+jNza+sbmVn67sLO7t39QPDzqyCgRhLZJxCPR87CknIW0rZjitBcLigOP0643vcz87j0VkkXhnZrF1A3wOGQ+I1hp6VYMnWGxZJkXjZpTdZBlWlbdKdcy4tQrThnZWslQghVaw+L7YBSRJKChIhxL2betWLkpFooRTueFQSJpjMkUj2lf0xAHVLrp4tQ5OtPKCPmR0BUqtFC/T6Q4kHIWeLozwGoif3uZ+JfXT5TfcFMWxomiIVku8hOOVISyv9GICUoUn2mCiWD6VkQmWGCidDoFHcLXp+h/0nFMu2ZWbyql5tUqjjycwCmcgw11aMI1tKANBMbwAE/wbHDj0XgxXpetOWM1cww/YLx9Amu6je4=</latexit>r2

An academic example: sensor calibration

12

• Unknown regions: 

• Sensor measurements: 

• Sensor calibration:

<latexit sha1_base64="kFQ40TtIdSUDOd/Y7uR4w33ukV8=">AAACMHicbVDLSgMxFM3UV62vqks3wVaoIGVmoOqy4KIuXFSwD2jLkMlk2tAkMyQZoQz9JDd+im4UFHHrV5g+EK09EDiccy659/gxo0rb9quVWVldW9/Ibua2tnd29/L7B00VJRKTBo5YJNs+UoRRQRqaakbasSSI+4y0/OHVxG/dE6loJO70KCY9jvqChhQjbSQvXysqz+kqymGXIz3AiKU345L0nDNol223clqESATQpNwlKfcn5eULhk0B/xNnTgpgjrqXf+oGEU44ERozpFTHsWPdS5HUFDMyznUTRWKEh6hPOoYKxInqpdODx/DEKAEMI2me0HCq/p5IEVdqxH2TnOyrFr2JuMzrJDq87KVUxIkmAs8+ChMGdQQn7cGASoI1GxmCsKRmV4gHSCKsTcc5U4KzePJ/0nTLznm5cusWqrV5HVlwBI5BCTjgAlTBNaiDBsDgATyDN/BuPVov1of1OYtmrPnMIfgD6+sb2uulLw==</latexit>

s1 ⇠ L(r1, 0.025) and s2 ⇠ L(r2, 0.025)
<latexit sha1_base64="1MsKYSRXQedrdgYeZ7q7FA8gtEc="></latexit>

Prob(ks(0)l � r(0)l k  Quantile1��(R
(1), . . . , R(k),1), 8l 2 {1, 2}) � 1� �

<latexit sha1_base64="4O8iD+b22zQXAnt2mOvj4IpIroo="></latexit>

R(i) := max
l2{1,2}

(ks(i)l � r(i)l k)• Empirical validation: 

histogram 
<latexit sha1_base64="H+hE7ckug4dnSKFFrGSUz9he9vg=">AAAB/3icdVDLSgMxFM34rPU1KrhxEyxCC6XMTJ/uCi50WcU+oB1LJpO2oZkHSUYoYxf+ihsXirj1N9z5N2baCip64MLJOfeSe48TMiqkYXxoS8srq2vrqY305tb2zq6+t98SQcQxaeKABbzjIEEY9UlTUslIJ+QEeQ4jbWd8lvjtW8IFDfxrOQmJ7aGhTwcUI6mkvn54dRNnzdw03xu5gRT55DnOTft6xiic1ipW2YJGwTCqVrGSEKtasorQVEqCDFig0dffe26AI4/4EjMkRNc0QmnHiEuKGZmme5EgIcJjNCRdRX3kEWHHs/2n8EQpLhwEXJUv4Uz9PhEjT4iJ56hOD8mR+O0l4l9eN5KDmh1TP4wk8fH8o0HEoAxgEgZ0KSdYsokiCHOqdoV4hDjCUkWWViF8XQr/Jy2rYFYK5ctSpn6+iCMFjsAxyAITVEEdXIAGaAIM7sADeALP2r32qL1or/PWJW0xcwB+QHv7BJkclT4=</latexit>

R(1), . . . , R(k)

<latexit sha1_base64="VDwY88Apphwf+O/j0YTvClv9R80=">AAACAnicbVDLSsNAFJ3UV62vqCtxM1gEFxIS7UMXQqGILivYBzShTKaTdujkwcxEKKG48VfcuFDErV/hzr9x0mahrQfmcjjnXu7c40aMCmma31puaXlldS2/XtjY3Nre0Xf3WiKMOSZNHLKQd1wkCKMBaUoqGelEnCDfZaTtjuqp334gXNAwuJfjiDg+GgTUoxhJJfX0g+v6lZ2YxmXl/FTVUjWt5ao9gT29aBrmFHCRWBkpggyNnv5l90Mc+ySQmCEhupYZSSdBXFLMyKRgx4JECI/QgHQVDZBPhJNMT5jAY6X0oRdy9QIJp+rviQT5Qox9V3X6SA7FvJeK/3ndWHoXTkKDKJYkwLNFXsygDGGaB+xTTrBkY0UQ5lT9FeIh4ghLlVpBhWDNn7xIWmeGVTHKd6Vi7SaLIw8OwRE4ARaoghq4BQ3QBBg8gmfwCt60J+1Fe9c+Zq05LZvZB3+gff4AceaTpg==</latexit>

EC = {0.963, 0.947, 0.957}
<latexit sha1_base64="dI+6M0Ibv3jUsVtU16PKIwpP03I=">AAACCnicbVC7SgNBFJ2NrxhfUUub0SBYSNgVo5YBCwWbCOYB2SXMTmaTIbOzy8xdMSypbfwVGwtFbP0CO//GySaFJh4Y5nDOvdx7jx8LrsG2v63cwuLS8kp+tbC2vrG5VdzeaegoUZTVaSQi1fKJZoJLVgcOgrVixUjoC9b0B5djv3nPlOaRvINhzLyQ9CQPOCVgpE5x3wX2ACkOIoVH+Mbl0k0d2z6umGd+2x11iiW7bGfA88SZkhKaotYpfrndiCYhk0AF0brt2DF4KVHAqWCjgptoFhM6ID3WNlSSkGkvzU4Z4UOjdLNtgkgCztTfHSkJtR6GvqkMCfT1rDcW//PaCQQXXsplnACTdDIoSASGCI9zwV2uGAUxNIRQxc2umPaJIhRMegUTgjN78jxpnJSds3Ll9rRUvZrGkUd76AAdIQedoyq6RjVURxQ9omf0it6sJ+vFerc+JqU5a9qzi/7A+vwBcgeYMQ==</latexit>

for K 2 {100, 500, 1000}

empirical coverage

<latexit sha1_base64="Zk1mFpMCgbfgzj27blXZzFz9wrE=">AAAB/3icdVDLSgMxFM3UV62vquDGTbAIrsp0+nRXcKHLFuwD2lIyadqGZjJDckcsYxf+ihsXirj1N9z5N2baCip6IORwzr03N8cNBNdg2x9WYmV1bX0juZna2t7Z3UvvHzS1HyrKGtQXvmq7RDPBJWsAB8HagWLEcwVruZOL2G/dMKW5L69hGrCeR0aSDzklYKR++qgL7BaiekgkcMFm/cjOnhdn/XTG3JWSU3SwnbXtspMvxcQpF5w8zhklRgYtUeun37sDn4Yek0AF0bqTswPoRUQBp2ZsqhtqFhA6ISPWMVQSj+leNN9/hk+NMsBDX5kjAc/V7x0R8bSeeq6p9AiM9W8vFv/yOiEMK72IyyAEJunioWEoMPg4DgMPuGIUxNQQQhU3u2I6JopQMJGlTAhfP8X/k6aTzZWyxXohU71cxpFEx+gEnaEcKqMqukI11EAU3aEH9ISerXvr0XqxXhelCWvZc4h+wHr7BFmUllk=</latexit>

Quantile0.95

<latexit sha1_base64="4mImJOr1BlyY/9CjqwHKMK9pRrE=">AAAB6nicbVDLSgNBEOyNrxhfUY9eBoPgKeyKr2PAgx4jmgckS5idzCZDZmeXmV4hLPkELx4U8eoXefNvnCR70MSChqKqm+6uIJHCoOt+O4WV1bX1jeJmaWt7Z3evvH/QNHGqGW+wWMa6HVDDpVC8gQIlbyea0yiQvBWMbqZ+64lrI2L1iOOE+xEdKBEKRtFKD6bn9coVt+rOQJaJl5MK5Kj3yl/dfszSiCtkkhrT8dwE/YxqFEzySambGp5QNqID3rFU0YgbP5udOiEnVumTMNa2FJKZ+nsio5Ex4yiwnRHFoVn0puJ/XifF8NrPhEpS5IrNF4WpJBiT6d+kLzRnKMeWUKaFvZWwIdWUoU2nZEPwFl9eJs2zqndZvbg/r9Ru8ziKcATHcAoeXEEN7qAODWAwgGd4hTdHOi/Ou/Mxby04+cwh/IHz+QMI042q</latexit>s1

<latexit sha1_base64="i3NKwOQM3QAYflMtdaxL2riav2E=">AAAB6nicbVDLSgNBEOz1GeMr6tHLYBA8hd3g6xjwoMeI5gHJEmYnvcmQ2dllZlYISz7BiwdFvPpF3vwbJ8keNLGgoajqprsrSATXxnW/nZXVtfWNzcJWcXtnd2+/dHDY1HGqGDZYLGLVDqhGwSU2DDcC24lCGgUCW8HoZuq3nlBpHstHM07Qj+hA8pAzaqz0oHvVXqnsVtwZyDLxclKGHPVe6avbj1kaoTRMUK07npsYP6PKcCZwUuymGhPKRnSAHUsljVD72ezUCTm1Sp+EsbIlDZmpvycyGmk9jgLbGVEz1IveVPzP66QmvPYzLpPUoGTzRWEqiInJ9G/S5wqZEWNLKFPc3krYkCrKjE2naEPwFl9eJs1qxbusXNyfl2u3eRwFOIYTOAMPrqAGd1CHBjAYwDO8wpsjnBfn3fmYt644+cwR/IHz+QMKV42r</latexit>s2

conditional empirical coverage



An academic example: sensor calibration
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Code available at:  https://github.com/zhaoy37/conformal_prediction_survey_codes 

https://github.com/zhaoy37/conformal_prediction_survey_codes


Remaining agenda: conformal prediction in autonomy

(2) Statistical Reachability Analysis 
(20 minutes)

(1) Predictive Runtime Verification 
(20 minutes)

(3) Safe Control in Dynamic Environments 
(5 minutes)

14



Predictive Runtime Verification
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Predictive runtime verification
Motivation:

Challenges: 
- How do we predict the behavior of stochastic learning-enabled systems? 
- How can we use these to design efficient runtime monitors? 
- How can we provide probabilistic verification guarantees?

Stochastic systems Learning-enabled systems

Given observations                     , what is the probability that                               ?                  
Predictive Runtime Verification: 

<latexit sha1_base64="nDsN2Kj3/Kt9//EjZcnJYXHjemA=">AAAB+XicbVDLSsNAFJ3UV62vqEs3g0WoUEoivpYFF7qsYB/QhjCZTNqhkwczN6Ul9E/cuFDErX/izr9x2mahrQcuHM65l3vv8RLBFVjWt1FYW9/Y3Cpul3Z29/YPzMOjlopTSVmTxiKWHY8oJnjEmsBBsE4iGQk9wdre8G7mt0dMKh5HTzBJmBOSfsQDTgloyTXNyti1qr2BH4Oqjl04d82yVbPmwKvEzkkZ5Wi45lfPj2kasgioIEp1bSsBJyMSOBVsWuqliiWEDkmfdTWNSMiUk80vn+Izrfg4iKWuCPBc/T2RkVCpSejpzpDAQC17M/E/r5tCcOtkPEpSYBFdLApSgSHGsxiwzyWjICaaECq5vhXTAZGEgg6rpEOwl19eJa2Lmn1du3q8LNfv8ziK6ASdogqy0Q2qowfUQE1E0Qg9o1f0ZmTGi/FufCxaC0Y+c4z+wPj8AUquktM=</latexit>

(x0, . . . , xt)
<latexit sha1_base64="Pgsh1PeuQ/LGR1Y9XfhZ6BupVYQ=">AAACB3icbVDJSgNBEO1xjXGLehSkMQjxEmbE7Sh40GMEkwiZMfR0apLGnumhu0YMQ25e/BUvHhTx6i9482/sLAe3BwWP96qoqhemUhh03U9nanpmdm6+sFBcXFpeWS2trTeMyjSHOldS6auQGZAigToKlHCVamBxKKEZ3pwO/eYtaCNUcon9FIKYdRMRCc7QSu3Slo9wh3lNq3BQ8XVPXftpT1Tudv0uUHe3XSq7VXcE+pd4E1ImE9TapQ+/o3gWQ4JcMmNanptikDONgksYFP3MQMr4DetCy9KExWCCfPTHgO5YpUMjpW0lSEfq94mcxcb049B2xgx75rc3FP/zWhlGx0EukjRDSPh4UZRJiooOQ6EdoYGj7FvCuBb2Vsp7TDOONrqiDcH7/fJf0tireofVg4v98snZJI4C2STbpEI8ckROyDmpkTrh5J48kmfy4jw4T86r8zZunXImMxvkB5z3LwWZmMQ=</latexit>

Prob(⇢�(x) � 0)

performance measure

discrete-time stochastic systems
<latexit sha1_base64="9+8u0mjWaqkU5fyjR/p+WAgFLUQ=">AAACCnicbVDLSsNAFJ3UV62vqEs30SJUKCWRom6EgoIuK9gHNCFMJpN26GQSZibSErp246+4caGIW7/AnX/jpM1CWw9cOJxzL/fe48WUCGma31phaXllda24XtrY3Nre0Xf32iJKOMItFNGIdz0oMCUMtySRFHdjjmHoUdzxhleZ33nAXJCI3ctxjJ0Q9hkJCIJSSa5+OLqsjFyzOnKtqj3wIylObEFCO4RygCBNryeuXjZr5hTGIrFyUgY5mq7+ZfsRSkLMJKJQiJ5lxtJJIZcEUTwp2YnAMURD2Mc9RRkMsXDS6SsT41gpvhFEXBWTxlT9PZHCUIhx6KnO7EQx72Xif14vkcGFkxIWJxIzNFsUJNSQkZHlYviEYyTpWBGIOFG3GmgAOURSpVdSIVjzLy+S9mnNOqvV7+rlxk0eRxEcgCNQARY4Bw1wC5qgBRB4BM/gFbxpT9qL9q59zFoLWj6zD/5A+/wBN46aBQ==</latexit>

x = (x0, x1, . . .) ⇠ D



• System dynamics: stochastic, learning-enabled, and in general hard to model 
• Data-rich: large datasets describing motion of stochastic CPS usually available 
• Predictors: learning-enabled trajectory predictors (e.g., RNNs, LSTMs)

Predictive runtime verification with conformal prediction

16

We use conformal prediction to quantify uncertainty of trajectory 
predictors and design efficient predictive runtime monitors.



Uncertainty-aware runtime verification

17

Contributions: 
•  We propose two lightweight runtime verification algorithms 
•  We provide probabilistic correctness guarantees 
•  We perform a set of illustrative case studies

Online observations

xt

xt−1

xt−2

xt−3

Offline trajectory dataset

Obstacle

x̂t+1

x̂t+2

x̂t+3

x̂t+4Trajectory 
 predictor

Performance 
measure 

<latexit sha1_base64="Dama6qsgrFymKgQPSq0yITf2ShY=">AAAB+3icbVDLSsNAFJ34rPUV69LNYBHqpiRS1GXBhS4r2Ac0sUymk2boZCbMTKQl5FfcuFDErT/izr9x2mahrQcuHM65l3vvCRJGlXacb2ttfWNza7u0U97d2z84tI8qHSVSiUkbCyZkL0CKMMpJW1PNSC+RBMUBI91gfDPzu09EKir4g54mxI/RiNOQYqSNNLArnozEo5dEtOZFSGeT/HxgV526MwdcJW5BqqBAa2B/eUOB05hwjRlSqu86ifYzJDXFjORlL1UkQXiMRqRvKEcxUX42vz2HZ0YZwlBIU1zDufp7IkOxUtM4MJ0x0pFa9mbif14/1eG1n1GepJpwvFgUpgxqAWdBwCGVBGs2NQRhSc2tEEdIIqxNXGUTgrv88irpXNTdy3rjvlFt3hZxlMAJOAU14IIr0AR3oAXaAIMJeAav4M3KrRfr3fpYtK5Zxcwx+APr8wfwjZRn</latexit>

⇢�(x̂)

Conformal 
 Prediction

Calibration step
<latexit sha1_base64="4dFlvwl+0jbBBQtVHNk4wMPUgrc=">AAACIXicbVBdSwJBFJ21L7Mvq8deliQwEtkNKQkCoYd6NPALVJbZ2VkdnP1g5m4oi3+ll/5KLz0U4Vv0Zxp1hdIOXDiccy/33mOHnEkwjC8ttba+sbmV3s7s7O7tH2QPjxoyiAShdRLwQLRsLClnPq0DA05boaDYszlt2oO7qd98okKywK/BKKRdD/d85jKCQUlWttzpY4iH45vb/NAyCp2+E4AsDC0oJIYVw4U5XhgLsXZuZXNG0ZhBXyVmQnIoQdXKTjpOQCKP+kA4lrJtGiF0YyyAEU7HmU4kaYjJAPdoW1Efe1R249mHY/1MKY7uBkKVD/pM/T0RY0/KkWerTg9DXy57U/E/rx2BW+7GzA8joD6ZL3IjrkOgT+PSHSYoAT5SBBPB1K066WOBCahQMyoEc/nlVdK4LJpXxdJjKVe5T+JIoxN0ivLIRNeogh5QFdURQc/oFb2jD+1Fe9M+tcm8NaUlM8foD7TvH5XUo9A=</latexit>

x̂ := (x0, . . . , xt, x̂t+1, . . . , x̂T )

How good are these estimates?

<latexit sha1_base64="Xe8e8CVx93hf15T6NQ/WDfdvYkg=">AAACBHicbVDLSsNAFJ3UV62vqMtuBlvBjSUpoi6LblxWsA9oQ5lMJu3QyYOZGyWELtz4K25cKOLWj3Dn3zhts9DWAxcO59zLvfe4seAKLOvbKKysrq1vFDdLW9s7u3vm/kFbRYmkrEUjEcmuSxQTPGQt4CBYN5aMBK5gHXd8PfU790wqHoV3kMbMCcgw5D6nBLQ0MMsPHEY4lpFLXC44pLhqn/Y9JoBUB2bFqlkz4GVi56SCcjQH5lffi2gSsBCoIEr1bCsGJyMSOBVsUuonisWEjsmQ9TQNScCUk82emOBjrXjYj6SuEPBM/T2RkUCpNHB1Z0BgpBa9qfif10vAv3QyHsYJsJDOF/mJwBDhaSLY45JREKkmhEqub8V0RCShoHMr6RDsxZeXSbtes89rZ7f1SuMqj6OIyugInSAbXaAGukFN1EIUPaJn9IrejCfjxXg3PuatBSOfOUR/YHz+AJdnl2k=</latexit>

with probability 1� �

<latexit sha1_base64="VcOUm0dsKm4suAIBU32lz9lZdsc=">AAACH3icbVDLSgMxFM34tr5GXboJFqEuLDOi1aXQhS4rWBU6tWTS204w8yC5Iy3D/Ikbf8WNC0XEXf/G9AFq9UDg5Jx7OcnxEyk0Os7Ampmdm19YXFourKyurW/Ym1vXOk4VhzqPZaxufaZBigjqKFDCbaKAhb6EG/++OvRvHkBpEUdX2E+gGbJuJDqCMzRSy654KojvvCQQpd6+1wX6ffcChlkv3z/wEHo4isp8mUKeVfOWXXTKzgj0L3EnpEgmqLXsT68d8zSECLlkWjdcJ8FmxhQKLiEveKmGhPF71oWGoRELQTezUWhO94zSpp1YmRMhHak/NzIWat0PfTMZMgz0tDcU//MaKXZOm5mIkhQh4uOgTiopxnRYFm0LBRxl3xDGlTBvpTxginE0lRZMCe70l/+S68OyWykfXx4Vz84ndSyRHbJLSsQlJ+SMXJAaqRNOHskzeSVv1pP1Yr1bH+PRGWuys01+wRp8ATvpo8k=</latexit>

⇢�(x) � ⇢�(x̂)� C

failure probability

learned, e.g., RNN

Lindemann, Qin, Deshmukh, and Pappas, “Conformal Prediction for STL Runtime Prediction”, ICCPS, 2023.



E

A B CD

1. Always avoid E 
2. Every hour inspect A and B 
3. If battery level is low, then recharge eventually in C or D 
4. Always between 8pm and 6am turn on communication

• Boolean logic equipped with temporal operators (eventually, always, until)

18

Temporal logic specifications

A temporal logic formula     has performance measure    . 
<latexit sha1_base64="k1fpZSZPSp6s5rlt6VcmisQXhcs=">AAAB63icbVBNS8NAEJ3Ur1q/qh69LBbBU0mkVI8FD3qsYD+gDWWz3TRLdzdhdyOU0L/gxYMiXv1D3vw3btoctPXBwOO9GWbmBQln2rjut1Pa2Nza3invVvb2Dw6PqscnXR2nitAOiXms+gHWlDNJO4YZTvuJolgEnPaC6W3u956o0iyWj2aWUF/giWQhI9jk0jCJ2Khac+vuAmideAWpQYH2qPo1HMckFVQawrHWA89NjJ9hZRjhdF4ZppommEzxhA4slVhQ7WeLW+fowipjFMbKljRoof6eyLDQeiYC2ymwifSql4v/eYPUhDd+xmSSGirJclGYcmRilD+OxkxRYvjMEkwUs7ciEmGFibHxVGwI3urL66R7Vfea9cZDo9a6K+IowxmcwyV4cA0tuIc2dIBABM/wCm+OcF6cd+dj2VpyiplT+APn8wcX945N</latexit>

�
<latexit sha1_base64="RIt+Vf8OYYHKtFlPxbZ2HqKjR98=">AAAB8HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE1GPBgx4r2A9pYtlsN83SzW7Y3Qgl9Fd48aCIV3+ON/+N2zYHbX0w8Hhvhpl5YcqZNq777ZRWVtfWN8qbla3tnd296v5BW8tMEdoikkvVDbGmnAnaMsxw2k0VxUnIaSccXU/9zhNVmklxb8YpDRI8FCxiBBsrPfgqlo9+GrN+tebW3RnQMvEKUoMCzX71yx9IkiVUGMKx1j3PTU2QY2UY4XRS8TNNU0xGeEh7lgqcUB3ks4Mn6MQqAxRJZUsYNFN/T+Q40XqchLYzwSbWi95U/M/rZSa6CnIm0sxQQeaLoowjI9H0ezRgihLDx5Zgopi9FZEYK0yMzahiQ/AWX14m7bO6d1E/vzuvNW6KOMpwBMdwCh5cQgNuoQktIJDAM7zCm6OcF+fd+Zi3lpxi5hD+wPn8AelnkII=</latexit>

⇢�



The accurate algorithm

19

• Consider a trajectory predictor that maps                      to  

• For instance, long short-term memory (LSTM) networks 

• Define the nonconformity score 

   and apply conformal prediction

observations

calibration data

<latexit sha1_base64="SCmYAgSkdZTpvrsfXi00H3Fs+qs=">AAACHXicbVDLSsNAFJ34rPUVdelmsAjtwpJIURGEggtdVrEPaNIymU6aoZMHMxNpCfkRN/6KGxeKuHAj/o3TNqC2HrhwOOde7r3HiRgV0jC+tIXFpeWV1dxafn1jc2tb39ltiDDmmNRxyELecpAgjAakLqlkpBVxgnyHkaYzuBz7zXvCBQ2DOzmKiO2jfkBdipFUUlev3HaSIi2l5xcW98KOFXm0aHlIJsN0apSOfoxhJnX1glE2JoDzxMxIAWSodfUPqxfi2CeBxAwJ0TaNSNoJ4pJiRtK8FQsSITxAfdJWNEA+EXYy+S6Fh0rpQTfkqgIJJ+rviQT5Qox8R3X6SHpi1huL/3ntWLpndkKDKJYkwNNFbsygDOE4KtijnGDJRoogzKm6FWIPcYSlCjSvQjBnX54njeOyeVKu3FQK1assjhzYBwegCExwCqrgGtRAHWDwAJ7AC3jVHrVn7U17n7YuaNnMHvgD7fMbCouhSg==</latexit>

R(i) := ⇢�(x̂(i))� ⇢�(x(i))
<latexit sha1_base64="w1rtwQn4ZcVoSTO3ubTHOAk8cJM="></latexit>

C := Quantile1��(R
(1), . . . , R(k),1)

<latexit sha1_base64="nDsN2Kj3/Kt9//EjZcnJYXHjemA=">AAAB+XicbVDLSsNAFJ3UV62vqEs3g0WoUEoivpYFF7qsYB/QhjCZTNqhkwczN6Ul9E/cuFDErX/izr9x2mahrQcuHM65l3vv8RLBFVjWt1FYW9/Y3Cpul3Z29/YPzMOjlopTSVmTxiKWHY8oJnjEmsBBsE4iGQk9wdre8G7mt0dMKh5HTzBJmBOSfsQDTgloyTXNyti1qr2BH4Oqjl04d82yVbPmwKvEzkkZ5Wi45lfPj2kasgioIEp1bSsBJyMSOBVsWuqliiWEDkmfdTWNSMiUk80vn+Izrfg4iKWuCPBc/T2RkVCpSejpzpDAQC17M/E/r5tCcOtkPEpSYBFdLApSgSHGsxiwzyWjICaaECq5vhXTAZGEgg6rpEOwl19eJa2Lmn1du3q8LNfv8ziK6ASdogqy0Q2qowfUQE1E0Qg9o1f0ZmTGi/FufCxaC0Y+c4z+wPj8AUquktM=</latexit>

(x0, . . . , xt)
<latexit sha1_base64="8LtgHQFUhqdPGtYczu66z3WUNhw=">AAACCXicbVDJSgNBEO1xjXGLevTSGISIIcyI2zHgQY8RskESQk9PT6ZJz0J3jRiGuXrxV7x4UMSrf+DNv7GTjKCJDwoe71VRVc+OBFdgml/GwuLS8spqbi2/vrG5tV3Y2W2qMJaUNWgoQtm2iWKCB6wBHARrR5IR3xasZQ+vxn7rjknFw6AOo4j1fDIIuMspAS31C7jU9Qgk92k/gWMrLXc9JwRV/hHrR/1C0ayYE+B5YmWkiDLU+oXPrhPS2GcBUEGU6lhmBL2ESOBUsDTfjRWLCB2SAetoGhCfqV4y+STFh1pxsBtKXQHgifp7IiG+UiPf1p0+AU/NemPxP68Tg3vZS3gQxcACOl3kxgJDiMexYIdLRkGMNCFUcn0rph6RhIIOL69DsGZfnifNk4p1Xjm7PS1Wr7M4cmgfHaASstAFqqIbVEMNRNEDekIv6NV4NJ6NN+N92rpgZDN76A+Mj28ziZoN</latexit>

(x̂t+1, . . . , x̂T )

predictions of
<latexit sha1_base64="o3kf0TMFEqWczDavBdLJBTmjmLo=">AAACDnicbVDLSsNAFJ3Ud31VXboJFkFRSiK+loILXVZoa6EJYTK5tUMnD2ZupCXkC9z4K25cKOLWtTv/xmnahVYPXDicc+/MvcdPBFdoWV9GaWZ2bn5hcam8vLK6tl7Z2GypOJUMmiwWsWz7VIHgETSRo4B2IoGGvoBbv3858m/vQSoeRw0cJuCG9C7iXc4oasmr7DoIAyzeySQEebY38DI8sPNDpxfEqA4HXmM/9ypVq2YVMP8Se0KqZIK6V/l0gpilIUTIBFWqY1sJuhmVyJmAvOykChLK+vQOOppGNATlZsUaubmrlcDsxlJXhGah/pzIaKjUMPR1Z0ixp6a9kfif10mxe+5mPEpShIiNP+qmwsTYHGVjBlwCQzHUhDLJ9a4m61FJGeoEyzoEe/rkv6R1VLNPayc3x9WLq0kci2Sb7JA9YpMzckGuSZ00CSMP5Im8kFfj0Xg23oz3cWvJmMxskV8wPr4Bt0qciA==</latexit>

(xt+1, . . . , xT )

<latexit sha1_base64="R1BdB0tmQXZiKzTvyd5ES3BGSWE="></latexit>

Prob(⇢�(x̂)� ⇢�(x)  C) � 1� �

<latexit sha1_base64="i/O/rRU+MTN0uyy508rp5QNRqt8=">AAACI3icbVBNSwMxFMzW7/q16tFLsAoetOyKqHgqeKjHClaFtpRs+tYNZpMleSvU4n/x4l/x4kEpXjz4X0xrEbUOBIaZeby8iTIpLAbBu1eYmJyanpmdK84vLC4t+yurF1bnhkOda6nNVcQsSKGgjgIlXGUGWBpJuIxuTgb+5S0YK7Q6x24GrZRdKxELztBJbf+4Km5BUUZjoQTCbqKNuNOK2gz4d4xuNrNEbO5QgTTRsmMpJgzbfikoB0PQcRKOSImMUGv7/WZH8zwFhVwyaxthkGGrxwwKLuG+2MwtZIzfsGtoOKpYCrbVG954T7ec0qGxNu4ppEP150SPpdZ208glU4aJ/esNxP+8Ro7xUasnVJYjKP61KM4lRU0HhdGOMMBRdh1h3Aj3V8oTZhhHV2vRlRD+PXmcXOyVw4Py/tleqVId1TFL1skG2SYhOSQVckpqpE44eSBP5IW8eo/es9f33r6iBW80s0Z+wfv4BDYopAQ=</latexit>

Given a finite-horizon specification �, it holds that
<latexit sha1_base64="FCQQW6whpJjQKUsMls6cfVIsjDE="></latexit>

Prob(⇢�(x) � ⇢�(x̂)� C) � 1� �

mission horizon

Lindemann, Qin, Deshmukh, and Pappas, “Conformal Prediction for STL Runtime Prediction”, ICCPS, 2023.



We use two different learning-enabled lane keeping controllers: 

• Imitation learning3 (          ) 

• Learned control barrier functions4 (              )       

CARLA: learning-enabled lane keeping controller

ILfull
<latexit sha1_base64="BHBnzV5LdLUjRytSjHsapYODfk4=">AAAB/nicbZDLSsNAFIYn9VbrLSqu3AwWwVVJqqDLggsVXFSwF2hDmEyn7dDJJMyciCUEfBU3LhRx63O4822ctllo6w8DH/85hznnD2LBNTjOt1VYWl5ZXSuulzY2t7Z37N29po4SRVmDRiJS7YBoJrhkDeAgWDtWjISBYK1gdDmptx6Y0jyS9zCOmReSgeR9TgkYy7cPusAeIb25zfwZ9RMhMt8uOxVnKrwIbg5llKvu21/dXkSTkEmggmjdcZ0YvJQo4FSwrNRNNIsJHZEB6xiUJGTaS6frZ/jYOD3cj5R5EvDU/T2RklDrcRiYzpDAUM/XJuZ/tU4C/Qsv5TJOgEk6+8jchyHCkyxwjytGQYwNEKq42RXTIVGEgkmsZEJw509ehGa14p5Wqndn5dpVHkcRHaIjdIJcdI5q6BrVUQNRlKJn9IrerCfrxXq3PmatBSuf2Ud/ZH3+AE9all8=</latexit>

CBFfull
<latexit sha1_base64="XiUkINKYs8CMpKZmKTggUz7ld4Y=">AAAB/3icbZDLSsNAFIYn9VbrLSq4cRMsgquSVEGXxYK6rGAv0IYwmU7aoZNJmDkRS8zCV3HjQhG3voY738Zpm4W2/jDw8Z9zmHN+P+ZMgW1/G4Wl5ZXVteJ6aWNza3vH3N1rqSiRhDZJxCPZ8bGinAnaBAacdmJJcehz2vZH9Um9fU+lYpG4g3FM3RAPBAsYwaAtzzzoAX2AtH55lXkzDBLOM88s2xV7KmsRnBzKKFfDM796/YgkIRVAOFaq69gxuCmWwAinWamXKBpjMsID2tUocEiVm073z6xj7fStIJL6CbCm7u+JFIdKjUNfd4YYhmq+NjH/q3UTCC7clIk4ASrI7CN9nwWRNQnD6jNJCfCxBkwk07taZIglJqAjK+kQnPmTF6FVrTinlertWbl2ncdRRIfoCJ0gB52jGrpBDdREBD2iZ/SK3own48V4Nz5mrQUjn9lHf2R8/gDMNpaf</latexit>

3Ross and Bagnell, “Efficient reduction for imitation learning”, AISTATS, 2010. 
4Lindemann, Robey, Jiang, Tu, and Matni, “Learning Robust Output Control Barrier Functions from Expert Demonstrations”, OJ-CSYS, 2024.

ILfull
<latexit sha1_base64="BHBnzV5LdLUjRytSjHsapYODfk4=">AAAB/nicbZDLSsNAFIYn9VbrLSqu3AwWwVVJqqDLggsVXFSwF2hDmEyn7dDJJMyciCUEfBU3LhRx63O4822ctllo6w8DH/85hznnD2LBNTjOt1VYWl5ZXSuulzY2t7Z37N29po4SRVmDRiJS7YBoJrhkDeAgWDtWjISBYK1gdDmptx6Y0jyS9zCOmReSgeR9TgkYy7cPusAeIb25zfwZ9RMhMt8uOxVnKrwIbg5llKvu21/dXkSTkEmggmjdcZ0YvJQo4FSwrNRNNIsJHZEB6xiUJGTaS6frZ/jYOD3cj5R5EvDU/T2RklDrcRiYzpDAUM/XJuZ/tU4C/Qsv5TJOgEk6+8jchyHCkyxwjytGQYwNEKq42RXTIVGEgkmsZEJw509ehGa14p5Wqndn5dpVHkcRHaIjdIJcdI5q6BrVUQNRlKJn9IrerCfrxXq3PmatBSuf2Ud/ZH3+AE9all8=</latexit>

CBFfull
<latexit sha1_base64="XiUkINKYs8CMpKZmKTggUz7ld4Y=">AAAB/3icbZDLSsNAFIYn9VbrLSq4cRMsgquSVEGXxYK6rGAv0IYwmU7aoZNJmDkRS8zCV3HjQhG3voY738Zpm4W2/jDw8Z9zmHN+P+ZMgW1/G4Wl5ZXVteJ6aWNza3vH3N1rqSiRhDZJxCPZ8bGinAnaBAacdmJJcehz2vZH9Um9fU+lYpG4g3FM3RAPBAsYwaAtzzzoAX2AtH55lXkzDBLOM88s2xV7KmsRnBzKKFfDM796/YgkIRVAOFaq69gxuCmWwAinWamXKBpjMsID2tUocEiVm073z6xj7fStIJL6CbCm7u+JFIdKjUNfd4YYhmq+NjH/q3UTCC7clIk4ASrI7CN9nwWRNQnD6jNJCfCxBkwk07taZIglJqAjK+kQnPmTF6FVrTinlertWbl2ncdRRIfoCJ0gB52jGrpBDdREBD2iZ/SK3own48V4Nz5mrQUjn9lHf2R8/gDMNpaf</latexit>
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: cross-track error ce

1) Can we predict unsafe behavior? 
2) Can we find the safest controller? 



Accurate method: empirical evaluation

•  Recall that we aim for:

21

Empirical coverage
CBFfull

<latexit sha1_base64="XiUkINKYs8CMpKZmKTggUz7ld4Y=">AAAB/3icbZDLSsNAFIYn9VbrLSq4cRMsgquSVEGXxYK6rGAv0IYwmU7aoZNJmDkRS8zCV3HjQhG3voY738Zpm4W2/jDw8Z9zmHN+P+ZMgW1/G4Wl5ZXVteJ6aWNza3vH3N1rqSiRhDZJxCPZ8bGinAnaBAacdmJJcehz2vZH9Um9fU+lYpG4g3FM3RAPBAsYwaAtzzzoAX2AtH55lXkzDBLOM88s2xV7KmsRnBzKKFfDM796/YgkIRVAOFaq69gxuCmWwAinWamXKBpjMsID2tUocEiVm073z6xj7fStIJL6CbCm7u+JFIdKjUNfd4YYhmq+NjH/q3UTCC7clIk4ASrI7CN9nwWRNQnD6jNJCfCxBkwk07taZIglJqAjK+kQnPmTF6FVrTinlertWbl2ncdRRIfoCJ0gB52jGrpBDdREBD2iZ/SK3own48V4Nz5mrQUjn9lHf2R8/gDMNpaf</latexit>

ILfull
<latexit sha1_base64="BHBnzV5LdLUjRytSjHsapYODfk4=">AAAB/nicbZDLSsNAFIYn9VbrLSqu3AwWwVVJqqDLggsVXFSwF2hDmEyn7dDJJMyciCUEfBU3LhRx63O4822ctllo6w8DH/85hznnD2LBNTjOt1VYWl5ZXSuulzY2t7Z37N29po4SRVmDRiJS7YBoJrhkDeAgWDtWjISBYK1gdDmptx6Y0jyS9zCOmReSgeR9TgkYy7cPusAeIb25zfwZ9RMhMt8uOxVnKrwIbg5llKvu21/dXkSTkEmggmjdcZ0YvJQo4FSwrNRNNIsJHZEB6xiUJGTaS6frZ/jYOD3cj5R5EvDU/T2RklDrcRiYzpDAUM/XJuZ/tU4C/Qsv5TJOgEk6+8jchyHCkyxwjytGQYwNEKq42RXTIVGEgkmsZEJw509ehGa14p5Wqndn5dpVHkcRHaIjdIJcdI5q6BrVUQNRlKJn9IrerCfrxXq3PmatBSuf2Ud/ZH3+AE9all8=</latexit>

Two specifications:

C = 0.04C = 0.092. Controller reactivity

<latexit sha1_base64="Fnm8myoL2TmSjFJwtwYtdx87qaA=">AAACBnicbVBJSwMxGM3Urdat6lGEwSJ4KjNSFwSh4EGPFewCnaFkMl/b0MxC8o1Yhjl58a948aCIV3+DN/+N6XLQ1gchj/e+JXleLLhCy/o2cguLS8sr+dXC2vrG5lZxe6ehokQyqLNIRLLlUQWCh1BHjgJasQQaeAKa3uBq5DfvQSoehXc4jMENaC/kXc4oaqlT3HcQHnA8J5XgZ6njg0B6cWmVrZOsUyzpewxznthTUiJT1DrFL8ePWBJAiExQpdq2FaObUomcCcgKTqIgpmxAe9DWNKQBKDcdr8/MQ634ZjeS+oRojtXfHSkNlBoGnq4MKPbVrDcS//PaCXbP3ZSHcYIQssmibiJMjMxRJqbPJTAUQ00ok1y/1WR9KilDnVxBh2DPfnmeNI7L9mm5clspVa+nceTJHjkgR8QmZ6RKbkiN1Akjj+SZvJI348l4Md6Nj0lpzpj27JI/MD5/ACAimOY=</latexit>

� := 0.05

95/100 95/100

98/100 92/100

C = 0.06C = 0.321. Overall safety
<latexit sha1_base64="9xxPijUFX04n/zPuu9RHOcwt+tI=">AAACHHicbVDLSsNAFJ3UV62vqEs3wSK0C0vie1l047KCrYUmDZPppBk6yYSZibSEfIgbf8WNC0XcuBD8G6dtFrb1wIXDOfdy7z1eTImQpvmjFZaWV1bXiuuljc2t7R19d68lWMIRbiJGGW97UGBKItyURFLcjjmGoUfxgze4GfsPj5gLwqJ7OYqxE8J+RHyCoFSSq5/aPGDd1I4D4lpZxQ6gTIdZN62QalY9njWHuezqZbNmTmAsEisnZZCj4epfdo+hJMSRRBQK0bHMWDop5JIgirOSnQgcQzSAfdxRNIIhFk46eS4zjpTSM3zGVUXSmKh/J1IYCjEKPdUZQhmIeW8s/ud1EulfOSmJ4kTiCE0X+Qk1JDPGSRk9wjGSdKQIRJyoWw0UQA6RVHmWVAjW/MuLpHVSsy5q53dn5fp1HkcRHIBDUAEWuAR1cAsaoAkQeAIv4A28a8/aq/ahfU5bC1o+sw9moH3/Aj/xoXM=</latexit>

⇢�1(x̂(i))� ⇢�1(x(i))
<latexit sha1_base64="9xxPijUFX04n/zPuu9RHOcwt+tI=">AAACHHicbVDLSsNAFJ3UV62vqEs3wSK0C0vie1l047KCrYUmDZPppBk6yYSZibSEfIgbf8WNC0XcuBD8G6dtFrb1wIXDOfdy7z1eTImQpvmjFZaWV1bXiuuljc2t7R19d68lWMIRbiJGGW97UGBKItyURFLcjjmGoUfxgze4GfsPj5gLwqJ7OYqxE8J+RHyCoFSSq5/aPGDd1I4D4lpZxQ6gTIdZN62QalY9njWHuezqZbNmTmAsEisnZZCj4epfdo+hJMSRRBQK0bHMWDop5JIgirOSnQgcQzSAfdxRNIIhFk46eS4zjpTSM3zGVUXSmKh/J1IYCjEKPdUZQhmIeW8s/ud1EulfOSmJ4kTiCE0X+Qk1JDPGSRk9wjGSdKQIRJyoWw0UQA6RVHmWVAjW/MuLpHVSsy5q53dn5fp1HkcRHIBDUAEWuAR1cAsaoAkQeAIv4A28a8/aq/ahfU5bC1o+sw9moH3/Aj/xoXM=</latexit>

⇢�1(x̂(i))� ⇢�1(x(i))

Measure of uncertainty 
and trust during runtime

<latexit sha1_base64="0FxNNzCEhQcFDJjJYxdZblHACYY=">AAACCHicbVDLSgMxFM3UV62vUZcuDBZBoZSZ4mtZdKHLCvYBnTJk0jttMJMZkoxQpl268VfcuFDErZ/gzr8xfSx8HbhwOOfe5N4TJJwp7TifVm5ufmFxKb9cWFldW9+wN7caKk4lhTqNeSxbAVHAmYC6ZppDK5FAooBDM7i9GPvNO5CKxeJGDxLoRKQnWMgo0Uby7d1LP2u7TsljItSDw5FXwkPqw9DjgCvlyrFvF52yMwH+S9wZKaIZar794XVjmkYgNOVEKfN4ojsZkZpRDqOClypICL0lPWgbKkgEqpNNDhnhfaN0cRhLU0Ljifp9IiORUoMoMJ0R0X312xuL/3ntVIdnnYyJJNUg6PSjMOVYx3icCu4yCVTzgSGESmZ2xbRPJKHaZFcwIbi/T/5LGpWye1I+vj4qVs9nceTRDtpDB8hFp6iKrlAN1RFF9+gRPaMX68F6sl6tt2lrzprNbKMfsN6/AOHsl/s=</latexit>

G[10,1) |ce|  2.25

<latexit sha1_base64="FQPh25hIwBPvwtaXWGfF9JlxlPU=">AAACCnicbVDLSsNAFJ34rPVVdelmtAgKUpJi1WXRhS4r2FZoQphMb+rQySTMTISQdu3GX3HjQhG3foE7/8bpY+HrwIXDOffO3HuChDOlbfvTmpmdm19YLCwVl1dW19ZLG5stFaeSQpPGPJY3AVHAmYCmZprDTSKBRAGHdtA/H/ntO5CKxeJaZwl4EekJFjJKtJH80s6Fn3cc+9BlItTZwdA9xPsD6sPA7QF2KtUa9ktlu2KPgf8SZ0rKaIqGX/pwuzFNIxCacqKUeT7RXk6kZpTDsOimChJC+6QHHUMFiUB5+fiUId4zSheHsTQlNB6r3ydyEimVRYHpjIi+Vb+9kfif10l1eOrlTCSpBkEnH4UpxzrGo1xwl0mgmmeGECqZ2RXTWyIJ1Sa9ognB+X3yX9KqVpzjSu3qqFw/m8ZRQNtoF+0jB52gOrpEDdREFN2jR/SMXqwH68l6td4mrTPWdGYL/YD1/gWieZhR</latexit>

G[10,1) (|ce| � 1.25
<latexit sha1_base64="Bh4UlwbVHaqSp1E57jkYBBoWu28=">AAACFXicbZDLSgMxFIYz9VbrbdSlm2ARFEqZKVZdFgV1WcG2QmcYMulpG5q5kGSEMu1LuPFV3LhQxK3gzrcxvQja+kPg4z/ncHJ+P+ZMKsv6MjILi0vLK9nV3Nr6xuaWub1Tl1EiKNRoxCNx5xMJnIVQU0xxuIsFkMDn0PB7F6N64x6EZFF4q/oxuAHphKzNKFHa8syCwwK9ByS+9NKmVSi7w6sfcAp4QD0YOBywXSyVjzwzbxWtsfA82FPIo6mqnvnptCKaBBAqyomUTduKlZsSoRjlMMw5iYSY0B7pQFNjSAKQbjq+aogPtNPC7UjoFyo8dn9PpCSQsh/4ujMgqitnayPzv1ozUe0zN2VhnCgI6WRRO+FYRXgUEW4xAVTxvgZCBdN/xbRLBKFKB5nTIdizJ89DvVS0T4rlm+N85XwaRxbtoX10iGx0iiroGlVRDVH0gJ7QC3o1Ho1n4814n7RmjOnMLvoj4+MbyAGcrA==</latexit>

=) F[0,5]G[0,5] |ce|  1.25)

<latexit sha1_base64="FCQQW6whpJjQKUsMls6cfVIsjDE="></latexit>

Prob(⇢�(x) � ⇢�(x̂)� C) � 1� �



The need for interpretability

x̂t+1

x̂t+2

x̂t+3

x̂t+4

Prediction region

x̂t+1

x̂t+2

x̂t+3

x̂t+4Trajectory 
 predictor

xt

xt−1

xt−2

xt−3

• Monitors can detect safety violations, but fail to identify causes of violations

• Idea: obtain interpretability by quantifying uncertainty at the state prediction level

ILfull
<latexit sha1_base64="BHBnzV5LdLUjRytSjHsapYODfk4=">AAAB/nicbZDLSsNAFIYn9VbrLSqu3AwWwVVJqqDLggsVXFSwF2hDmEyn7dDJJMyciCUEfBU3LhRx63O4822ctllo6w8DH/85hznnD2LBNTjOt1VYWl5ZXSuulzY2t7Z37N29po4SRVmDRiJS7YBoJrhkDeAgWDtWjISBYK1gdDmptx6Y0jyS9zCOmReSgeR9TgkYy7cPusAeIb25zfwZ9RMhMt8uOxVnKrwIbg5llKvu21/dXkSTkEmggmjdcZ0YvJQo4FSwrNRNNIsJHZEB6xiUJGTaS6frZ/jYOD3cj5R5EvDU/T2RklDrcRiYzpDAUM/XJuZ/tU4C/Qsv5TJOgEk6+8jchyHCkyxwjytGQYwNEKq42RXTIVGEgkmsZEJw509ehGa14p5Wqndn5dpVHkcRHaIjdIJcdI5q6BrVUQNRlKJn9IrerCfrxXq3PmatBSuf2Ud/ZH3+AE9all8=</latexit>

Alert!!!
<latexit sha1_base64="ofXLJPglSk1wena2PbxhJZrlYU0=">AAACAXicdVDLSsNAFJ34rPVVdSO4GSxCXVjS9OlGCl3osoJ9QBPLZDpthk4ezEzEEuLGX3HjQhG3/oU7/8ZJW0FFD1w4nHMv995jB4wKqesf2sLi0vLKamotvb6xubWd2dltCz/kmLSwz3zetZEgjHqkJalkpBtwglybkY49biR+54ZwQX3vSk4CYrlo5NEhxUgqqZ/ZN7njX0dm4NA4ZzpIRrfx8UnjTO9nsnr+tFYxygbU87peNYqVhBjVklGEBaUkyII5mv3MuznwcegST2KGhOgV9EBaEeKSYkbitBkKEiA8RiPSU9RDLhFWNP0ghkdKGcChz1V5Ek7V7xMRcoWYuLbqdJF0xG8vEf/yeqEc1qyIekEoiYdni4Yhg9KHSRxwQDnBkk0UQZhTdSvEDuIISxVaWoXw9Sn8n7SNfKGSL1+WsvXzeRwpcAAOQQ4UQBXUwQVoghbA4A48gCfwrN1rj9qL9jprXdDmM3vgB7S3Ty08lr4=</latexit>

⇢�(x̂)� C > 0

Where and when is the car unsafe?

<latexit sha1_base64="2H6E5hLFxYDdCInHzKi2IyGU5XY=">AAACD3icbVC7SgNBFJ31GeMramkzGBQtDLsSVLAJ2lhGMA/IhjA7uUmGzM4uM3clYckf2PgrNhaK2Nra+TdOHoWvc7lwOOdeZu4JYikMuu6nMze/sLi0nFnJrq6tb2zmtrarJko0hwqPZKTrATMghYIKCpRQjzWwMJBQC/pXY792B9qISN3iMIZmyLpKdARnaKVW7sBHGGBa1lEwOhz4QlH/YlpHfheod+y3QSJr5fJuwZ2A/iXejOTJDOVW7sNvRzwJQSGXzJiG58bYTJlGwSWMsn5iIGa8z7rQsFSxEEwzndwzovtWadNOpG0rpBP1+0bKQmOGYWAnQ4Y989sbi/95jQQ7581UqDhBUHz6UCeRFCM6Doe2hQaOcmgJ41rYv1LeY5pxtBFmbQje75P/kupJwTstFG+K+dLlLI4M2SV75JB45IyUyDUpkwrh5J48kmfy4jw4T86r8zYdnXNmOzvkB5z3LwdBm2A=</latexit>

Prob(x 2 ) � 1� �
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• Define the nonconformity score 

   and apply conformal prediction

23

Multi-step prediction regions: 

<latexit sha1_base64="7AIMCK8Wv0w34vMJKQLNM29NApo="></latexit>

C⌧ := Quantile1��/(T�t)(R
(1)
⌧ , . . . , R(k)

⌧ ,1)

Example: Intersection with pedestrians in CARLA

2.5 second ahead prediction error 4 second ahead prediction error

Lindemann, Cleaveland, Shim, and Pappas, “Safe Planning in Dynamic Environments using Conformal Prediction”, RA-L, 2023.

Size of prediction regions scales with   .
<latexit sha1_base64="OBmdzc1ls1g/C0vdaFOF1Hm6i20=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoPgKexKUI8BD3pMIC9IljA76U3GzM4uM7NCCPkCLx4U8eonefNvnCR70MSChqKqm+6uIBFcG9f9dnIbm1vbO/ndwt7+weFR8fikpeNUMWyyWMSqE1CNgktsGm4EdhKFNAoEtoPx3dxvP6HSPJYNM0nQj+hQ8pAzaqxUb/SLJbfsLkDWiZeREmSo9YtfvUHM0gilYYJq3fXcxPhTqgxnAmeFXqoxoWxMh9i1VNIItT9dHDojF1YZkDBWtqQhC/X3xJRGWk+iwHZG1Iz0qjcX//O6qQlv/SmXSWpQsuWiMBXExGT+NRlwhcyIiSWUKW5vJWxEFWXGZlOwIXirL6+T1lXZuy5X6pVS9T6LIw9ncA6X4MENVOEBatAEBgjP8ApvzqPz4rw7H8vWnJPNnMIfOJ8/tBiM5g==</latexit>

T

calibration data
Uncertainty representation of state predictions

<latexit sha1_base64="FJkQEpJd/iglc4UALdesnbsVAv4=">AAACGnicbVDLSsNAFJ34rPUVdekmWIS6sCTiC0EouNBlFfuAJobJdNoOnTyYuZGWtN/hxl9x40IRd+LGv3HaZlFbD1w4c869zL3HiziTYJo/2tz8wuLScmYlu7q2vrGpb21XZBgLQssk5KGoeVhSzgJaBgac1iJBse9xWvU6V0O/+kiFZGFwD72IOj5uBazJCAYlubp159qA44ckzw4GF5d2vzvxPrTbGJLuYEKy+66eMwvmCMYssVKSQylKrv5lN0IS+zQAwrGUdcuMwEmwAEY4HWTtWNIIkw5u0bqiAfapdJLRaQNjXykNoxkKVQEYI3VyIsG+lD3fU50+hrac9obif149hua5k7AgioEGZPxRM+YGhMYwJ6PBBCXAe4pgIpja1SBtLDABlWZWhWBNnzxLKkcF67RwcnucK16ncWTQLtpDeWShM1REN6iEyoigJ/SC3tC79qy9ah/a57h1TktndtAfaN+/PJahCg==</latexit>

R(i)
⌧ := kx(i)

⌧ � x̂(i)
⌧ k

<latexit sha1_base64="OkUp4vSgLcFduIgKJzXajBAfw78="></latexit>

Prob(kx⌧ � x̂⌧k  C⌧ , 8⌧ 2 {t+ 1, . . . , T}) � 1� �
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• Conservatism can be avoided using the nonconformity score1

1Cleaveland, Lee, Pappas, and Lindemann, “Conformal Prediction for Time Series using Linear Complementarity Programming”, AAAI, 2024.

Efficient uncertainty representations
<latexit sha1_base64="7AIMCK8Wv0w34vMJKQLNM29NApo="></latexit>

C⌧ := Quantile1��/(T�t)(R
(1)
⌧ , . . . , R(k)

⌧ ,1)

<latexit sha1_base64="1w2eYm0YDZrp+QwSbkoGffknRSU="></latexit>

R(i) := max(↵t+1R
(i)
t+1, . . . ,↵TR

(i)
T )

• Recall, we compute

Example:
normalization constant (next slide)

1.25 second ahead prediction error 1.8 second ahead prediction error

<latexit sha1_base64="KJESBlOVGeYvH9xIlIoM2384tK4="></latexit>

C = Quantile1��(R
(1), . . . , R(k),1)

<latexit sha1_base64="d7A5e79FH0TvRgtkDc8tOvHM5SI="></latexit>

Prob(kx⌧ � x̂⌧k  C/↵⌧ , 8⌧ 2 {t+ 1, . . . , T}) � 1� �



25Cleaveland, Lee, Pappas, and Lindemann, “Conformal Prediction for Time Series using Linear Complementarity Programming”, AAAI, 2024.

Efficient uncertainty representations

• Normalization constants                     computed as the solution of<latexit sha1_base64="sVzKwsBtXQ0mp6yyGN2wIMP7G1w=">AAACAXicbVDLSgMxFM34rPU16kZwEyyCi1JmpKjLggtdVugLOsOQyWQ6oZlkSDJCKXXjr7hxoYhb/8Kdf2PazkJbD1w4Oedecu8JM0aVdpxva2V1bX1js7RV3t7Z3du3Dw47SuQSkzYWTMheiBRhlJO2ppqRXiYJSkNGuuHwZup3H4hUVPCWHmXET9GA05hipI0U2MceYlmCArfqJZHQqlq8W4FdcWrODHCZuAWpgALNwP7yIoHzlHCNGVKq7zqZ9sdIaooZmZS9XJEM4SEakL6hHKVE+ePZBRN4ZpQIxkKa4hrO1N8TY5QqNUpD05kinahFbyr+5/VzHV/7Y8qzXBOO5x/FOYNawGkcMKKSYM1GhiAsqdkV4gRJhLUJrWxCcBdPXiadi5p7Wavf1yuN2yKOEjgBp+AcuOAKNMAdaII2wOARPINX8GY9WS/Wu/Uxb12xipkj8AfW5w/VZ5aG</latexit>↵1, . . . ,↵T

<latexit sha1_base64="/KlpHS7h2AUNqqpNQYSpi/XD3Nw="></latexit>

min
↵1,...,↵T

Quantile1��(R
(1), . . . , R(k),1)

s.t. R(i) = max(↵1R
(i)
1 , . . . ,↵TR

(i)
T )

TX

j=1

↵j = 1

↵j � 0

“normalization budget”

minimize quantile

nonconformity score

 This optimization problem is a mixed integer linear complementarity program.

a linear complementarity program

• Recall the nonconformity score
<latexit sha1_base64="1w2eYm0YDZrp+QwSbkoGffknRSU="></latexit>

R(i) := max(↵t+1R
(i)
t+1, . . . ,↵TR

(i)
T )

How to choose these optimally?

a mixed integer linear program
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The interpretable algorithm

<latexit sha1_base64="q29yVeGNLDosxc6DYdFRlNhrAbc="></latexit>

B⌧ := {x s.t. kx� x̂⌧k  C⌧}

Compute worst case performance:
<latexit sha1_base64="HTSCKZ3GImQY9vhrJ8eef1FK1rM="></latexit>

⇢̄�(x̂) := sup
xt+12Bt+1,...,xT2BT

⇢�(x)

 we can compute            efficiently           
<latexit sha1_base64="uZ6144TUgjMXDsWVg2WxOguROHM=">AAACAXicbVDLSsNAFJ3UV62vqBvBzWAR6qYkUtRlwYUuK9gHNLFMptNm6GQmzEzEEuLGX3HjQhG3/oU7/8Zpm4W2HrhwOOde7r0niBlV2nG+rcLS8srqWnG9tLG5tb1j7+61lEgkJk0smJCdACnCKCdNTTUjnVgSFAWMtIPR5cRv3xOpqOC3ehwTP0JDTgcUI22knn3gBUimngxFdufFIa14IdLpQ3bSs8tO1ZkCLhI3J2WQo9Gzv7y+wElEuMYMKdV1nVj7KZKaYkaykpcoEiM8QkPSNZSjiCg/nX6QwWOj9OFASFNcw6n6eyJFkVLjKDCdEdKhmvcm4n9eN9GDCz+lPE404Xi2aJAwqAWcxAH7VBKs2dgQhCU1t0IcIomwNqGVTAju/MuLpHVadc+qtZtauX6Vx1EEh+AIVIALzkEdXIMGaAIMHsEzeAVv1pP1Yr1bH7PWgpXP7IM/sD5/ANqhlyw=</latexit>

⇢̄�(x̂)

<latexit sha1_base64="i/O/rRU+MTN0uyy508rp5QNRqt8=">AAACI3icbVBNSwMxFMzW7/q16tFLsAoetOyKqHgqeKjHClaFtpRs+tYNZpMleSvU4n/x4l/x4kEpXjz4X0xrEbUOBIaZeby8iTIpLAbBu1eYmJyanpmdK84vLC4t+yurF1bnhkOda6nNVcQsSKGgjgIlXGUGWBpJuIxuTgb+5S0YK7Q6x24GrZRdKxELztBJbf+4Km5BUUZjoQTCbqKNuNOK2gz4d4xuNrNEbO5QgTTRsmMpJgzbfikoB0PQcRKOSImMUGv7/WZH8zwFhVwyaxthkGGrxwwKLuG+2MwtZIzfsGtoOKpYCrbVG954T7ec0qGxNu4ppEP150SPpdZ208glU4aJ/esNxP+8Ro7xUasnVJYjKP61KM4lRU0HhdGOMMBRdh1h3Aj3V8oTZhhHV2vRlRD+PXmcXOyVw4Py/tleqVId1TFL1skG2SYhOSQVckpqpE44eSBP5IW8eo/es9f33r6iBW80s0Z+wfv4BDYopAQ=</latexit>

Given a finite-horizon specification �, it holds that
<latexit sha1_base64="gtwDh/JlqR/65FVpgX5bcMnV4jw="></latexit>

Prob(⇢�(x) � ⇢̄�(x̂)) � 1� �

x̂t+1

x̂t+2

x̂t+3

x̂t+4

Prediction region

x̂t+1

x̂t+2

x̂t+3

x̂t+4Trajectory 
 predictor

xt

xt−1

xt−2

xt−3

Robust perf. 
measure 

<latexit sha1_base64="j9NLhrUe3zdOClMpsCZlIy3DzV0=">AAACE3icbVC7SgNBFJ31GeNr1dJmMQjRIuxKUMuAhZYRzAOyMcxObrJDZh/M3JWEZf/Bxl+xsVDE1sbOv3HyKDTxwIXDOffO3Hu8WHCFtv1tLC2vrK6t5zbym1vbO7vm3n5dRYlkUGORiGTTowoED6GGHAU0Ywk08AQ0vMHV2G88gFQ8Cu9wFEM7oP2Q9zijqKWOeeoiDHHyTuqJBLLU9ahMXelH2b0b+zwruj7FdJiddMyCXbInsBaJMyMFMkO1Y3653YglAYTIBFWq5dgxtlMqkTMBWd5NFMSUDWgfWpqGNADVTie7ZNaxVrpWL5K6QrQm6u+JlAZKjQJPdwYUfTXvjcX/vFaCvct2ysM4QQjZ9KNeIiyMrHFAVpdLYChGmlAmud7VYj6VlKGOMa9DcOZPXiT1s5JzXirflguV61kcOXJIjkiROOSCVMgNqZIaYeSRPJNX8mY8GS/Gu/ExbV0yZjMH5A+Mzx9Zu5+4</latexit>

⇢̄�(x̂)

<latexit sha1_base64="H3bkj6HtbC+Gau6QxkGoVgE+UYQ="></latexit>

⇢̄µ(x̂, ⌧) :=

(
h(x⌧ ) if ⌧  t

inf⇣2B⌧ h(⇣) otherwise

Predicates:
already observed<latexit sha1_base64="CKbthqZfiaCxeDWN7XewapFVzDY=">AAACAHicbVBNS8NAEN3Ur1q/qh48eAkWwVNJpKjHggc9VrC10ISw2UzbpZsPdifSEnLxr3jxoIhXf4Y3/43bNgdtfTDweG9mZ+f5ieAKLevbKK2srq1vlDcrW9s7u3vV/YOOilPJoM1iEcuuTxUIHkEbOQroJhJo6At48EfXU//hEaTicXSPkwTckA4i3ueMopa86pGDMMbZO5mEIM/GnoM0zb1qzapbM5jLxC5IjRRoedUvJ4hZGkKETFCleraVoJtRiZwJyCtOqiChbEQH0NM0oiEoN5stzs1TrQRmP5a6IjRn6u+JjIZKTUJfd4YUh2rRm4r/eb0U+1duxqMkRYjYfFE/FSbG5jQNM+ASGIqJJpRJrv9qsiGVlKHOrKJDsBdPXiad87p9UW/cNWrNmyKOMjkmJ+SM2OSSNMktaZE2YSQnz+SVvBlPxovxbnzMW0tGMXNI/sD4/AFLvpeH</latexit>x⌧

not yet observed<latexit sha1_base64="CKbthqZfiaCxeDWN7XewapFVzDY=">AAACAHicbVBNS8NAEN3Ur1q/qh48eAkWwVNJpKjHggc9VrC10ISw2UzbpZsPdifSEnLxr3jxoIhXf4Y3/43bNgdtfTDweG9mZ+f5ieAKLevbKK2srq1vlDcrW9s7u3vV/YOOilPJoM1iEcuuTxUIHkEbOQroJhJo6At48EfXU//hEaTicXSPkwTckA4i3ueMopa86pGDMMbZO5mEIM/GnoM0zb1qzapbM5jLxC5IjRRoedUvJ4hZGkKETFCleraVoJtRiZwJyCtOqiChbEQH0NM0oiEoN5stzs1TrQRmP5a6IjRn6u+JjIZKTUJfd4YUh2rRm4r/eb0U+1duxqMkRYjYfFE/FSbG5jQNM+ASGIqJJpRJrv9qsiGVlKHOrKJDsBdPXiad87p9UW/cNWrNmyKOMjkmJ+SM2OSSNMktaZE2YSQnz+SVvBlPxovxbnzMW0tGMXNI/sD4/AFLvpeH</latexit>x⌧

Boolean/temporal operators:    Defined in their standard way using nested min/max
Lindemann, Qin, Deshmukh, and Pappas, “Conformal Prediction for STL Runtime Prediction”, ICCPS, 2023.



<latexit sha1_base64="WRJpeORL+C15JyrLySxeZKvwakk=">AAACGHicbVDLTsJAFJ3iC/FVdelmIjGBhdgaX0uiG5eYyCOhhUyHgU6YTpuZqYE0/Qw3/oobFxrjlp1/4wBdIHqSm5ycc2/uvceLGJXKsr6N3Mrq2vpGfrOwtb2zu2fuHzRkGAtM6jhkoWh5SBJGOakrqhhpRYKgwGOk6Q3vpn7ziQhJQ/6oxhFxAzTgtE8xUlrqmmeO8MNO4kQ+TUuOj1QySjtJiZbT8umiNcrErlm0KtYM8C+xM1IEGWpdc+L0QhwHhCvMkJRt24qUmyChKGYkLTixJBHCQzQgbU05Coh0k9ljKTzRSg/2Q6GLKzhTFycSFEg5DjzdGSDly2VvKv7ntWPVv3ETyqNYEY7ni/oxgyqE05RgjwqCFRtrgrCg+laIfSQQVjrLgg7BXn75L2mcV+yryuXDRbF6m8WRB0fgGJSADa5BFdyDGqgDDJ7BK3gHH8aL8WZ8Gl/z1pyRzRyCXzAmP7SkoCs=</latexit>

⇢�(x̂(i))� ⇢�(x(i))Accurate method

<latexit sha1_base64="DjjvGcHB4eyZddFVr6evYPQ5D7o="></latexit>

Prob(⇢�(X) � ⇢�(x̂)� C) � 1� �• We aim for:

Interpr. method

Empirically: 100/100 Empirically: 96/100
• We aim for:

<latexit sha1_base64="2u2K+yrnCX/ubQx9vvwL//lx61Y="></latexit>

Prob(⇢�(X) � ⇢̄�(x̂)) � 1� �
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(+) No retraining when specifications change 

(+) Easy to implement and understand

(+) Accurate 
(+) Data-efficient 
(-) Not interpretable 

(-) Conservative 
(-) May require lots of data 
(+) Interpretable

Indirect: Direct:

Both:

F-16 case study: accurate vs interpretable method

5Heidlauf, Collins, Bolender, and Bak, “Verification challenges in F-16 ground collisions avoidance and other automated maneuvers”, 2018.

 High-fidelity F-16 simulator with ground collision avoidance5 



Distribution Shifts



1Cauchois, Gupta, Ali, and Duchi, “Robust validation: Confident predictions even when distributions shift”, JASA, 2024.

• Robust conformal prediction1: Let  and  as well as .R(1), . . . , R(k) ∼ ℛ R(0) ∼ ℛ0 Df(ℛ0, ℛ) ≤ ϵ

28

Safe control when the distribution shifts

Assumption: design and deployment conditions are -close in f-divergenceϵ

It holds that Prob(R(0) ≤ C̃) ≥ 1 − δ with C̃ := Quantile1−δ̃(ϵ)(R
(1), . . . , R(k)) .

(solution of convex optimization problem) 
adjusted confidence level

<latexit sha1_base64="AGOxJoOfQUoYD6YLy7dX6QV/NCM=">AAACGXicbVA9SwNBEN3zM8avqKXNYRBiE+4kqIVFwELLCOYDciHs7U2SJXt7x+6cGI78DRv/io2FIpZa+W/cJFdo4oOBx3szuzPPjwXX6Djf1tLyyuraem4jv7m1vbNb2Ntv6ChRDOosEpFq+VSD4BLqyFFAK1ZAQ19A0x9eTfzmPSjNI3mHoxg6Ie1L3uOMopG6BcdDeMDpO6mCYJx6yEUAqReAQDoueRBrLiJ5cpkp3ULRKTtT2IvEzUiRZKh1C59eELEkBIlMUK3brhNjJ6UKORMwznuJhpiyIe1D21BJQ9CddLrR2D42SmD3ImVKoj1Vf0+kNNR6FPqmM6Q40PPeRPzPayfYu+ikXMYJgmSzj3qJsDGyJzHZAVfAUIwMoUxxs6vNBlRRhibMvAnBnT95kTROy+5ZuXJbKVavszhy5JAckRJxyTmpkhtSI3XCyCN5Jq/kzXqyXqx362PWumRlMwfkD6yvH+Rmohk=</latexit>

�̃(✏) < � Increased data requirements

• Design and deployment conditions may be different, i.e., the distribution may “shift”

data from simulators

no safety guarantees

Examples: changing environments



2Zhao, Hoxha, Fainekos, Deshmukh, and Lindemann, “Robust Conformal Prediction for STL Runtime Verification under Distribution Shift”, ICCPS, 2024.

Direct

Robust predictive runtime verification

29

• Bounding the distribution shift:
nonconformity score R

<latexit sha1_base64="g8klhih2iKIIuCaLg1/6NIWB8no=">AAACE3icbVDLSgMxFM3UV62vqks3wSJUkTIjRV0WLOiygn1AZyiZ9E4bmnmQZIQy9B/c+CtuXCji1o07/8ZMO4vaeiBwcs693HuPG3EmlWn+GLmV1bX1jfxmYWt7Z3evuH/QkmEsKDRpyEPRcYkEzgJoKqY4dCIBxHc5tN3RTeq3H0FIFgYPahyB45NBwDxGidJSr3hW73ll2ydqSAlP6pOeeT73O7U5YBsiyXhaXDIr5hR4mVgZKaEMjV7x2+6HNPYhUJQTKbuWGSknIUIxymFSsGMJEaEjMoCupgHxQTrJ9KYJPtFKH3uh0C9QeKrOdyTEl3Lsu7oy3Vcueqn4n9eNlXftJCyIYgUBnQ3yYo5ViNOAcJ8JoIqPNSFUML0rpkMiCFU6xoIOwVo8eZm0LirWZaV6Xy3VbrM48ugIHaMystAVqqE71EBNRNETekFv6N14Nl6ND+NzVpozsp5D9AfG1y+CdJ35</latexit>

Df (D0,D)  ✏

test trajectory <latexit sha1_base64="rn2+ayDf4ERRsHoAOwhvKbMMNME=">AAACB3icbVDLSsNAFJ3UV62vqEtBgkVwVRIp6rLgQpcV7APaUCbT23bo5MHMjbSE7Nz4K25cKOLWX3Dn3zhNs9DWAwNnzrmPmeNFgiu07W+jsLK6tr5R3Cxtbe/s7pn7B00VxpJBg4UilG2PKhA8gAZyFNCOJFDfE9Dyxtczv/UAUvEwuMdpBK5PhwEfcEZRSz3zuIswwWxOIqGfJpNepugLFWnaM8t2xc5gLRMnJ2WSo94zv7r9kMU+BMgEVarj2BG6CZXImYC01I0VRJSN6RA6mgbUB+Um2f7UOtVK3xqEUp8ArUz93ZFQX6mp7+lKn+JILXoz8T+vE+Pgyk14EMUIAZsvGsTCwtCahWL1uQSGYqoJZZLrt1psRCVlqKMr6RCcxS8vk+Z5xbmoVO+q5dpNHkeRHJETckYccklq5JbUSYMw8kieySt5M56MF+Pd+JiXFoy855D8gfH5A03kmuQ=</latexit>xreal calibration trajectories 
<latexit sha1_base64="U+ilrpHF8R1v9kH8i2A+eTF+ZXA=">AAACEHicbVC7SgNBFJ2NrxhfUUubxSAmEMKuBLUMWGgZwTwgiWF29iYZMvtg5q4kLPsJNv6KjYUitpZ2/o2TR6GJBwbOnHPvnTvHCQVXaFnfRmpldW19I72Z2dre2d3L7h/UVRBJBjUWiEA2HapAcB9qyFFAM5RAPUdAwxleTfzGA0jFA/8OxyF0PNr3eY8zilrqZk/bCCOczokluEk8uo/zdiEptgdugKo4uQ4LSdLN5qySNYW5TOw5yZE5qt3sV9sNWOSBj0xQpVq2FWInphI5E5Bk2pGCkLIh7UNLU596oDrxdJHEPNGKa/YCqY+P5lT93RFTT6mx5+hKj+JALXoT8T+vFWHvshNzP4wQfDZ7qBcJEwNzko7pcgkMxVgTyiTXu5psQCVlqDPM6BDsxS8vk/pZyT4vlW/Lucr1PI40OSLHJE9sckEq5IZUSY0w8kieySt5M56MF+Pd+JiVpox5zyH5A+PzBz81nVo=</latexit>

x(1), . . . , x(k)

<latexit sha1_base64="odBv7qM4Q16k/jQSAboXlFtH6LU=">AAACE3icbVDLSgMxFM3UV62vqks3wSJUkTIjRV0WFHRZxT6gMwyZ9E4bmnmQZIQy9B/c+CtuXCji1o07/8ZM20VtPRA4Oede7r3HizmTyjR/jNzS8srqWn69sLG5tb1T3N1ryigRFBo04pFoe0QCZyE0FFMc2rEAEngcWt7gKvNbjyAki8IHNYzBCUgvZD6jRGnJLZ5cu37ZDojqU8LT+5Frns78jm0O2IZYMp4Vl8yKOQZeJNaUlNAUdbf4bXcjmgQQKsqJlB3LjJWTEqEY5TAq2ImEmNAB6UFH05AEIJ10fNMIH2mli/1I6BcqPFZnO1ISSDkMPF2Z7SvnvUz8z+skyr90UhbGiYKQTgb5CccqwllAuMsEUMWHmhAqmN4V0z4RhCodY0GHYM2fvEiaZxXrvFK9q5ZqN9M48ugAHaIystAFqqFbVEcNRNETekFv6N14Nl6ND+NzUpozpj376A+Mr1+vMJ4V</latexit>

Df (R0,R)  ✏

<latexit sha1_base64="Okw9DPX9jDo++iBH37MAs1HR3bw=">AAACCnicbVC7TsMwFHV4lvIqMLIEKqSyVAmqgLESA4wF0YfURpXj3rZWnYfsG9QqyszCr7AwgBArX8DG3+CmGaDlSJaOz7n3+vq4oeAKLevbWFpeWV1bz23kN7e2d3YLe/sNFUSSQZ0FIpAtlyoQ3Ic6chTQCiVQzxXQdEdXU7/5AFLxwL/HSQiORwc+73NGUUvdwlEHYYzpnFhCL4nvSuNuqukrFclp0i0UrbKVwlwkdkaKJEOtW/jq9AIWeeAjE1Sptm2F6MRUImcCknwnUhBSNqIDaGvqUw+UE6crJOaJVnpmP5D6+Gim6u+OmHpKTTxXV3oUh2rem4r/ee0I+5dOzP0wQvDZ7KF+JEwMzGkuZo9LYCgmmlAmud7VZEMqKUOdXl6HYM9/eZE0zsr2eblyWylWr7M4cuSQHJMSsckFqZIbUiN1wsgjeSav5M14Ml6Md+NjVrpkZD0H5A+Mzx/Wu5ul</latexit>

R(xreal)
<latexit sha1_base64="6w2LpFPxG0912LustDBguW4c4/Q=">AAACF3icbZDLSgMxFIYz9VbrrerSzWARWihlRoq6LLjQZRV7gbaWTOa0Dc1cSM5IyzBv4cZXceNCEbe6821MLwttPRD4+f5zkpPfCQVXaFnfRmpldW19I72Z2dre2d3L7h/UVRBJBjUWiEA2HapAcB9qyFFAM5RAPUdAwxleTvzGA0jFA/8OxyF0PNr3eY8zihp1s6U2wgin98QS3CS+zY/u47xdSArF9sANUBVnZDghSTebs0rWtMxlYc9Fjsyr2s1+td2ARR74yARVqmVbIXZiKpEzAUmmHSkIKRvSPrS09KkHqhNP90nME01csxdIfXw0p/T3REw9pcaeozs9igO16E3gf14rwt5FJ+Z+GCH4bPZQLxImBuYkJNPlEhiKsRaUSa53NdmASspQR5nRIdiLX14W9dOSfVYq35Rzlat5HGlyRI5JntjknFTINamSGmHkkTyTV/JmPBkvxrvxMWtNGfOZQ/KnjM8f2G2fEg==</latexit>

R(x(1)), . . . , R(x(k)),

follows by data processing inequality

• Enables the design of robust runtime verification algorithms2,3:

robust monitor 
achieves coverage

vanilla monitor 
undercovers

Best Paper  
Award Finalist

<latexit sha1_base64="dTPZ1v3PwpNrqEz3tQH8ShgwjNQ=">AAAB83icdVDLSsNAFJ3UV62vqks3g0VwY0jS2taFUHChywr2AU0ok8mkHTqZhJmJUEJ/w40LRdz6M+78GydtBRU9cOFwzr3ce4+fMCqVZX0YhZXVtfWN4mZpa3tnd6+8f9CVcSow6eCYxaLvI0kY5aSjqGKknwiCIp+Rnj+5yv3ePRGSxvxOTRPiRWjEaUgxUlpy7TM3IEyhS8tsDssVy7xo1p1zB1qmZTWcaj0nTqPmVKGtlRwVsER7WH53gxinEeEKMyTlwLYS5WVIKIoZmZXcVJIE4QkakYGmHEVEetn85hk80UoAw1jo4grO1e8TGYqknEa+7oyQGsvfXi7+5Q1SFTa9jPIkVYTjxaIwZVDFMA8ABlQQrNhUE4QF1bdCPEYCYaVjKukQvj6F/5OuY9p1s3Zbq7Sul3EUwRE4BqfABg3QAjegDToAgwQ8gCfwbKTGo/FivC5aC8Zy5hD8gPH2CbPBkNs=</latexit>

1� � = 0.8

3Zhao, Zhu, Hoxha, Fainekos, Deshmukh, and Lindemann, “Distributionally Robust Predictive Runtime Verification under Spatio-Temporal Logic Specifications”, TCPS (subm), 2025.



Safe Control in Dynamic Environments



Compute control inputs so that the system avoids 
dynamic agents with a probability of at least          .                         

<latexit sha1_base64="a5IFsDKUkKHOl2QE1n+514rzKMU=">AAAB73icbVBNS8NAEJ34WetX1aOXxSJ4sSRS1GPBgx4r2A9oQ9lsNu3SzSbuToRS+ie8eFDEq3/Hm//GbZuDtj4YeLw3w8y8IJXCoOt+Oyura+sbm4Wt4vbO7t5+6eCwaZJMM95giUx0O6CGS6F4AwVK3k41p3EgeSsY3kz91hPXRiTqAUcp92PaVyISjKKV2t55N+QSaa9UdivuDGSZeDkpQ456r/TVDROWxVwhk9SYjuem6I+pRsEknxS7meEpZUPa5x1LFY258cezeyfk1CohiRJtSyGZqb8nxjQ2ZhQHtjOmODCL3lT8z+tkGF37Y6HSDLli80VRJgkmZPo8CYXmDOXIEsq0sLcSNqCaMrQRFW0I3uLLy6R5UfEuK9X7arl2m8dRgGM4gTPw4ApqcAd1aAADCc/wCm/Oo/PivDsf89YVJ585gj9wPn8AcMWPnA==</latexit>

1� �

Renganathan et. al.(2022)

Potdar et. al.(2018)

Challenges:  
• Stochastic and dynamic agents 

• Complex learning-enabled predictors

How can we quantify uncertainty of learning-enabled predictors and design safe control laws?

Existing work (references omitted):  
• “Vanilla” motion planner (e.g., graph/sampling-based) 

• Reactive control (e.g., navigation functions, DWA, CBF) 

• Predictive interactive and non-interactive methods 

   (e.g., deep RL, GP-based control)

ignores dynamic agents

no predictions, 
simple systems

no safety guarantees, or
simplifying assumptions

The safe control problem in dynamic environments

uncertainty quantification 
within control difficult



Contributions: 
•  Computationally lightweight algorithm 
•  Probabilistic safety guarantees 
•  Deals with distribution shifts

Conformal 
 Prediction

Offline trajectory dataset

Online observations
Trajectory 
 predictor

Dynamics
<latexit sha1_base64="upxWI93JIBlYVDyWVAMFwJ9vFeo=">AAAB+3icbVBNS8NAEN3Ur1q/Yj16CRahopREinoRil48VrAf0Iaw2W7apZtN2J1IS8hf8eJBEa/+EW/+G7dtDlp9MPB4b4aZeX7MmQLb/jIKK6tr6xvFzdLW9s7unrlfbqsokYS2SMQj2fWxopwJ2gIGnHZjSXHoc9rxx7czv/NIpWKReIBpTN0QDwULGMGgJc8sT7wUTp3sOqhOPDhLPDjxzIpds+ew/hInJxWUo+mZn/1BRJKQCiAcK9Vz7BjcFEtghNOs1E8UjTEZ4yHtaSpwSJWbzm/PrGOtDKwgkroEWHP150SKQ6Wmoa87QwwjtezNxP+8XgLBlZsyESdABVksChJuQWTNgrAGTFICfKoJJpLpWy0ywhIT0HGVdAjO8st/Sfu85lzU6vf1SuMmj6OIDtERqiIHXaIGukNN1EIETdATekGvRmY8G2/G+6K1YOQzB+gXjI9v7BeTug==</latexit>

xt+1 = f(xt, ut)

Model Predictive Control
<latexit sha1_base64="WCEbTN0BAaTkrMMH5tTOngrE+P8=">AAACBnicbVDLSgMxFM3UV62vUZciBItQQcuMFHVZdOOygn1AZyiZzG0bzGSGJCOW0pUbf8WNC0Xc+g3u/BvTaRfaeuBeDufcS3JPkHCmtON8W7mFxaXllfxqYW19Y3PL3t5pqDiVFOo05rFsBUQBZwLqmmkOrUQCiQIOzeDuauw370EqFotbPUjAj0hPsC6jRBupY+/XZByUaOnheHDk9QA7WXdPvBC4Jh276JSdDHieuFNSRFPUOvaXF8Y0jUBoyolSbddJtD8kUjPKYVTwUgUJoXekB21DBYlA+cPsjBE+NEqIu7E0JTTO1N8bQxIpNYgCMxkR3Vez3lj8z2ununvhD5lIUg2CTh7qphzrGI8zwSGTQDUfGEKoZOavmPaJJFSb5AomBHf25HnSOC27Z+XKTaVYvZzGkUd76ACVkIvOURVdoxqqI4oe0TN6RW/Wk/VivVsfk9GcNd3ZRX9gff4ANEGXDw==</latexit>

Prob(c(x, y) � 0) � 1� �

safety constraint

<latexit sha1_base64="7pLyP9Ka1ScnBGW99eBvg7X8Mbk=">AAACJHicbVDLSgMxFM34tr6qLt0Ei1AXlhkRFdwILnRZwbZCp5RMetuGZjJDckcsw3yMG3/FjQsfuHDjt5hOu1DrCYHDOffe3JwglsKg6346M7Nz8wuLS8uFldW19Y3i5lbdRInmUOORjPRtwAxIoaCGAiXcxhpYGEhoBIOLkd+4A21EpG5wGEMrZD0luoIztFK7eOYj3GM+Jw0k44MszZW0qqMgKw99oSj1z8aH7vs9oN6B3wGJLGsXS27FzUGniTchJTJBtV188zsRT0JQyCUzpum5MbZSplFwCVnBTwzEdgfWg6alioVgWmm+XEb3rNKh3Ujbq5Dm6s+OlIXGDMPAVoYM++avNxL/85oJdk9bqVBxgqD4+KFuIilGdJQY7QgNHOXQEsa1sLtS3meacbS5FmwI3t8vT5P6YcU7rhxdH5XOLydxLJEdskvKxCMn5JxckSqpEU4eyBN5Ia/Oo/PsvDsf49IZZ9KzTX7B+foGfrykpQ==</latexit>

Prob(y 2 ) � 1� �

How good are these estimates?

Safe Control in Dynamic Environments 

learned, e.g., RNN

Safe control: 
Design controllers that avoid dynamic agents with a probability of at least          .                         

<latexit sha1_base64="a5IFsDKUkKHOl2QE1n+514rzKMU=">AAAB73icbVBNS8NAEJ34WetX1aOXxSJ4sSRS1GPBgx4r2A9oQ9lsNu3SzSbuToRS+ie8eFDEq3/Hm//GbZuDtj4YeLw3w8y8IJXCoOt+Oyura+sbm4Wt4vbO7t5+6eCwaZJMM95giUx0O6CGS6F4AwVK3k41p3EgeSsY3kz91hPXRiTqAUcp92PaVyISjKKV2t55N+QSaa9UdivuDGSZeDkpQ456r/TVDROWxVwhk9SYjuem6I+pRsEknxS7meEpZUPa5x1LFY258cezeyfk1CohiRJtSyGZqb8nxjQ2ZhQHtjOmODCL3lT8z+tkGF37Y6HSDLli80VRJgkmZPo8CYXmDOXIEsq0sLcSNqCaMrQRFW0I3uLLy6R5UfEuK9X7arl2m8dRgGM4gTPw4ApqcAd1aAADCc/wCm/Oo/PivDsf89YVJ585gj9wPn8AcMWPnA==</latexit>

1� �

an efficient statistical tool



Lindemann, Cleaveland, Shim, and Pappas, “Safe Planning in Dynamic Environments using Conformal Prediction”, RA-L, 2023.

Results: 

• 99.985 % correct one-step ahead predictions (at least 99.83 % expected)  

• 99/100 test runs without constraint violation (at most 5 expected) 

Case Study: CARLA

Comparison with Gaussian Process: 

• Largely undercovers



CPS PI Meeting Tutorial

Part Two:	
	

Model-free Methods for Verification using Conformal Prediction

Jyo Deshmukh, 	

CS, ECE @ School of Advanced Computing, 	
Viterbi School of Engineering 	

University of Southern California (USC)



CPS PI Meeting Tutorial

 Computationally promising method for safety proofs of dynamical systems	
 Active area of research in hybrid systems/formal methods community	

Many tools such as SpaceEx, C2E2, DryVr, Cora, Flow*, ReachNN, Polar, Sherlock, …	
 Useful tool to understand model behavior (simulation on steroids): 	

 not just simulated system behavior, but behavior in an uncertain neighborhood 

Why should we care about reachability analysis?

Image credit: M. Althoff, Reachability Analysis and its Application to the Safety Assessment of Autonomous Cars

2
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Given	
 set of initial states 	
 system dynamics: 	
 time horizon 	
Compute	
 over-approximation of reachable states over time 	
 compute  	



where: 

𝐼𝑛𝑖𝑡
𝑠𝑡+1 = 𝑓(𝑠𝑡)

𝑇

𝑇
𝑅𝑒𝑎𝑐h𝑇(𝐼𝑛𝑖𝑡)

∀𝑡 ∈ [0,𝑇], ∀𝑠(0) ∈ 𝐼𝑛𝑖𝑡,  𝑠(𝑡) ∈ 𝑅𝑒𝑎𝑐h𝑇(𝐼𝑛𝑖𝑡)
∀𝑡 ∈ [1,𝑇]𝑠𝑡  = 𝑓(𝑠𝑡−1)

Reachability Analysis

𝐼𝑛𝑖𝑡

Actual 
reach set

Over-approximation

3
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 Rich literature in the hybrid systems community	
 Represent set of reachable states with a convenient geometric shape	
 Algorithms to propagate geometric shapes through dynamics and guards	

 What do we do when the controller is a neural network?	
 Tools like Sherlock, Verisig, ReachNN, Polar, Alpha-Beta-Crown, etc.

Reachability for deterministic dynamical systems

𝑢𝑡πθ

Some horrid 
dynamics 	 𝑓
𝑠𝑡+1 = 𝑓(𝑠𝑡, 𝑎𝑡)

+

𝑤𝑡

𝑎𝑡

(Neural Network)	
Controller

Plant/Environment 
Dynamics

External	
 reference/	
disturbance

Control 	
Input

System State

Could be 
unknown!

 What do you do when you do not know the dynamics?	

4
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Data-driven reachability1: High-level idea 

𝐼𝑛𝑖𝑡 𝐬𝑡 𝐬𝑡+1

Set Propagation 
through Time-
unrolled NN 
dynamics	

(NN reachability)

Over-approximated 
flowpipe or reachset of the 

time-unrolled NN

Conformal Prediction 
to calculate 

probabilistic bounds 
on prediction error 
of NN dynamics

𝐑∗ ⊕

Probabilistic 
Reach Set

Learn 
surrogate 
model

1. Hashemi, Lindemann, Deshmukh, Data-Driven Reachability Analysis of 	
Stochastic Dynamical Systems with Conformal Inference, Proc. of CDC 2023	

5
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 Sample initial state 	
 Obtain trajectory  for all  	

 Define NN  : input  and output ; parameters: 	
 Train NN to minimize standard MSE loss function	

 Training itself: standard back-propagation	
 Can also train to minimize error for the entire -step prediction, i.e., 	

  [Avoids error propagation of the one-step predictions]

𝑠0 ∈ 𝐼𝑛𝑖𝑡
𝜎𝑠0

= 𝑠0,  𝑠1, , …𝑠𝑇−1,  𝑠𝑇;  𝐷 = {⟨s𝑡,  s𝑡+1⟩}  𝑡

𝑓̂(𝑠; 𝜃) 𝑠𝑡 𝑠𝑡+1 𝜃

𝜃∗ = argmin 
1

|D | ∑
(𝐬𝑡,𝐬𝑡+1)∈𝐷

𝐬𝑡+1  − 𝑓̂(𝐬𝑡; 𝜃)
2

𝑇
𝐷 = {⟨𝑠0,  (𝑠1, …,  𝑠𝑇)⟩𝑖

 }

Training the neural surrogate model

6
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 Many tools: NNV1, alpha-beta-CROWN2, Marabou3, …	
 VNN-comp: several tools that compete on reachability benchmarks	

 NNV : 	
 star sets (efficient representation of polyhedral sets)	
 layer-by-layer forward propagation of sets	
 has both an exact (slow but accurate) and an abstract (fast but inaccurate) method	
 Navid Hashemi and Dung Tran were interns at Toyota R&D at the same time ☺

NN reachability (forward image computation)

𝒳 𝒴

[1] D. Tran, et al. "NNV: the neural network verification tool for deep neural networks and learning-enabled cyber-physical systems." CAV 2020	
[2] S. Wang, et al., “ Beta-CROWN: Efficient bound propagation with per-neuron split constraints for complete and incomplete neural network verification, Neurips 2021	
[3] Katz, Guy, et al. "The marabou framework for verification and analysis of deep neural networks, CAV 2019.	

7



CPS PI Meeting Tutorial

NN reachability to compute reach-set 

𝐼𝑛𝑖𝑡 𝑋0

𝑓̂
𝑋1 𝑋𝑇−1 𝑋𝑇

s0* 𝑓̂ 𝑓̂

 Reach-set 	
 NN reachability guarantee:	

 for every trajectory  s.t. 	
  Flow-pipe 

  = 𝑋0 ∪ 𝑋1 ∪ … ∪ 𝑋𝑇

𝜎̂𝐬0 = 𝐬0, 𝐬̂1, …, 𝐬̂𝑇 𝐬̂𝑡+1 = 𝑓̂(𝐬𝑡)
𝜎̂𝐬0 ∈   𝑋

8
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Conformal prediction1,2:	

 By this time, you are experts in CP

NN model is not the actual system: use Conformal Prediction

1. Shafer, G., & Vovk, V. (2008). A tutorial on conformal prediction. Journal of Machine Learning Research, 9(3).	
2. Qin, X., Xia, Y., Zutshi, A., Fan, C., & Deshmukh, J. V. Statistical verification of cyber-physical systems using surrogate models and 
conformal inference. Proc. of ICCPS 2022

9



CPS PI Meeting Tutorial

 Collect trajectories 	
  : prediction error for the component in the trajectory	

 =   component = dimension + time-step

 Define   as the nonconformity score	

max normalized error over any component for  trajectory	
 normalizing with ’s helps take care of unequal error scales across components

 ompute -quantile of 	
 Let  be the flow-pipe computed by NNV	

  is a -confidence flow-pipe, 	

 i.e., 

𝑚  𝜎𝐬0,1
, 𝜎𝐬0,2

, …,  𝜎𝐬0,𝑚

𝑅𝑗
𝑖 𝑗𝑡h 𝑖𝑡h 
𝑅𝑗

𝑖 σs0,𝑖(𝑗) − 𝜎̂s0,𝑖(𝑗)
𝑅𝑖 = max

𝑗
𝛼𝑖𝑅

𝑗
𝑖

𝑖𝑡h

𝛼𝑖

𝐷𝑐𝑎𝑙 = {𝑅1, …,  𝑅𝑚},  c  (1 − 𝛿) 𝐷𝑐𝑎𝑙 = 𝑅∗
𝑋

𝑋∗ = 𝑋 ⊕ [ 𝑅∗

𝛼1
, … . ,

𝑅∗

𝛼𝑛𝑇 ] (1 − 𝛿)

𝑃(𝜎𝑠0
∈ 𝑋∗) > 1 − 𝛿

Conformal prediction to compute -confidence flowpipes(1 − 𝛿)

10
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 Assumes that the trajectory distribution remains the same	
 Big assumption: distributions often shift between the lab and the real-world	

 How to reason about the distribution shift:	
 In robust control, amount of noise is an input parameter,	
Distribution shift can be an input parameter! [a burden on the designer]	

 But can we estimate it?	
 Compute kernel density approximation using data	
 Compute your favorite divergence metric on the empirical PDFs	
 Approximate the distribution shift

What’s under the rug?

1. Hashemi, Lindemann, Deshmukh, Data-Driven Reachability Analysis of  Stochastic Dynamical Systems with Conformal Inference, Proc. of CDC 2023	

11
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 Sample  i.i.d. residual errors 	
 Sorted sampled prediction errors, wlog, assume 	
 For user-provided failure probability , pick  , where 	
 Then, conformal prediction guarantees that: 	

 If total variation distance between  and is , then:	

𝑚 𝑅1, …,  𝑅𝑚 ∼ ℛtraining

𝑅1 < 𝑅2 < ⋯ < 𝑅𝑚
𝛿 𝑅ℓ ℓ = ⌈(1 − 𝛿)(𝑚 + 1)⌉

𝑃(𝑅 < 𝑅ℓ) > 1 − 𝛿

ℛtraining ℛdeploy  𝜏

ℓ = ⌈(1 +
1
𝑚 )(1 − 𝛿 + 𝜏)(𝑚 + 1)⌉

Robust Conformal Prediction1

𝑇𝑉( ), = 𝜏

1. Cauchois, Maxime, Suyash Gupta, Alnur Ali, and John C. Duchi. "Robust validation: Confident predictions even when distributions shift." 

12

By this time, you are also experts in robust CP
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 NN surrogate challenges:	
How do we decide structure of the NN? 	
How do we limit the undesirable sensitivity of NNs?	
How do we really train it for less conservatism in CP-based reach-set inflation?	

 Structural constraints: Bound the Lipschitz constant of the NN	
 What loss to use? [MSE has issues!]	

 Many errors are very low, but one very high error  mean value is low, but the quantile is bad!	
 To reduce conservatism when inflating reach sets: -quantile of error should be small	
 Then why not just use -quantile as the objective function?	
 We can … 

⇒
(1 − 𝛿)

(1 − 𝛿)

Training Better Surrogate Models

13
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 Idea inspired by work in quantile regression (QR)	
 Define  : is some large number	
  sets up a trainable parameter1 

QR result: minimizing  makes  the -quantile of 

  sets up minimizing [Technically the -quantile of the sum of all component-wise errors]	

ℒ = 𝑐ℒ1 + ℒ2 𝑐 
ℒ1 𝑞

ℒ1 =  
𝑚

∑
𝑖=1

 (1 − 𝛿) ⋅ RELU(𝑅𝑖 − 𝑞)
𝑅𝑖 if 𝑅𝑖 > 𝑞,    0 otherwise

+ 𝛿 ⋅ RELU(𝑞 − 𝑅𝑖)
𝑞 if 𝑞 > 𝑅𝑖,     0 otherwise

ℒ1 𝑞 (1 − 𝛿) 𝑅1, …,  𝑅𝑛𝑇

ℒ2 𝑞  (1 − 𝛿)

ℒ2 = 𝑞( 1
𝛼1

+ … +
1

𝛼𝑛𝑇 )

Quantile loss

1 In the paper, this formula looks different. In this tutorial, to be uniform, we call the mis-coverage level , while in the paper it is called  1 − 𝛿 𝛿̄

14
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Solution: Robust Model-free Reachability Analysis1

𝐼𝑛𝑖𝑡 s0

s1
s2...
sK

Set Propagation	
using NNV2

Over-approximated 
flowpipeRobust Conformal 

Prediction to calculate 
probabilistic bounds on 

residual error for 
trained NN

𝛅 ⊕

Learn 
surrogate 
model

Distributionally Robust 
Probabilistic Reach Set

Challenges:	
 Training the model well	

 Can use quantile loss	
 Reducing conservatism	

 Please read the papers ☺	

1. Hashemi, N., Lindemann, L., & Deshmukh, J. V.  Statistical reachability analysis of 
stochastic cyber-physical systems under distribution shift, EMSOFT/IEEE TCAD 
2024.

15
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Model-free Reachability Results1
 Trained ReLU NN (MSE vs. Quantile Loss) 
 Failure probability = 0.01 
 Exact star Reachability with NNV  
 Calibration dataset = 40K trajectories

1. Hashemi, Navid, Xin Qin, Lars Lindemann, and Jyotirmoy V. Deshmukh. "Data-Driven 
Reachability Analysis of Stochastic Dynamical Systems with Conformal Inference." In 2023 62nd 
IEEE Conference on Decision and Control (CDC), pp. 3102-3109. IEEE, 2023.

Distribution shift

16
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Alanwar et al.	
 identify Markovian dynamics and then learn do reachability on identified models	
 do not currently quantify uncertainty in model learning	
Devonport, Arcak, ACC 2020:	
 Use Gaussian Processes to separate reachable states from unreachable ones	
 May require solving high-dimensional optimization problems over GPs	
Lin, Bansal, ICRA 2023:	
 Use neural PDE solvers to do Hamilton-Jacobi method-based reachability	
Fan, Qi, Mitra, Vishwanathan, CAV 2017:	
 Use PAC-learning methods to learn discrepancy functions and use simulation-guided reachability	
Devonport, Yang, El Ghaoui, Arcak, CDC 2021:	
 Model nonlinear systems using level sets of Christoffel functions and give high-accuracy probabilistic reach sets 

Related work on data-driven reachability

17
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 Scaling to s of states	
 May need to scale NN set propagation to 1000s of inputs	
 May need to identify important states and prune away others (dimensionality reduction such as PCA)	

 Sensors!	
 System state may not be observable directly except through sensors	
 Might need to model system dynamics with Recurrent Neural Networks (RNNs)	

 What if sampling is expensive?	
 Need to learn from limited data, give guarantees from limited data: very hard problems	

 Conformal prediction approach is a frequentist approach	
 How can we combine with Bayesian reasoning?

1000

Dynamical Systems Reachability: Challenge Problems

18
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 Conformal Prediction is a versatile tool to get probabilistic guarantees	
 Define non-conformity score	
 Sample calibration data in an iid fashion	
 Get guarantees in , where  = size of calibration dataset	

 Calibration set size scales linearly with ~ , for a -guarantee	

 Can reason about distribution shifts (if is given or can be estimated)	
 Versatile to solve many different problems	

 Predictive monitoring	
 Verification/Reachability analysis	
 Planning	

 Marginal guarantees: 	
 Guarantees to be interpreted over an implicit marginalization over all possible calibration sets	
 Can get conditional guarantees in some cases

𝑂(𝑚log𝑚) 𝑚
1
𝛿

(1 − 𝛿)

Reflections
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Thank You!
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