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Our vision for autonomous CPS

Control systems that operate autonomously in complex and open-ended environments.

Autonomous driving Robotics Wildfire prevention Disaster recovery
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Autonomous CPS are a reality!
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But are they safe?
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Learning-enabled CPS are fragile

The Waymo's First W scilencealert
~ Wed 8 Nov 2023 18.17 GMT Responder D b ‘ .
Gﬂl‘dlﬂll N Progpmm Deceives S e Viral Footage of Robot Headbutting
Cruise recalls all self-driving cars after |,4onendent Safety Woman Raises Safety Questions
griSIY accident and California ban Confirmation TECH 28 February 2025 By CARL STRATHEARN, THE CONVERSATION

MIT November 18’ 2020 NEWS FEATURE - 09 OCTOBER 2019 nature IEEE sPectrum 11 NOV 2024
Tech_nology Why deep-learning Alsare so easy tofool It's Surprisingly Easy to Jailbreak LLM-Driven
Review Robots >Researchers induced bots to ignore their
g . safeguards without exception
The way we train Al is ‘
fundamentally flawed
It’s no secret that machine-learning models tuned and tweaked to near-perfect .
performance in the lab often fail in real settings. ". Medlum Oct 1,2021
Neural nets do not know, what they don’t know-.




Learning-enabled components in CPS

Sensing, Perception, Prediction

SysID, Planning, Control
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state estimates h(a/\j, U,) > _a(h(i))
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Uncertainty quantification for learning-enabled CPS

How do we reason about safety , . o
Sensing, Perception, Prediction

of hich-dimensional systems?
S : y SysID, Planning, Control
an N

state estimates h(f&u) > —a(h(@))

How do we reason about noise

safety of stochastic system?

X Learned controls y

\.  ResNet-18 Y,

Controls

dynamic environment A

disturbance

Existing work (references omitted):
+ SMT/MILP techniques or hybrid systems reachability «———— Scalability issues

» SDP/LP relaxations or compositional approaches «———— 0verly conservative

[ Can we use statistical tools to formally reason about safety of learning-enabled systems? J




Conformal prediction for learning-enabled CPS

Conformal prediction: sismple, general, and efficient

Goal: Prob(z F¢) >1-9

Formal Verification and

Scalability
e Simulation /testing -
Control with Conformal
§ /fﬁ - Mallstiieibler: e Statistical verification . P u u
,£ L,j e Reinforcement learning Survey arthIG red I Ctlon
({)/ e Imitation learning
.i:; Adantive contr PRACTICAL SAFETY GUARANTEES FOR AUTONOMOUS SYSTEMS
— e Adaptive control
g e Scenario optimization
o Authors: Lars Lindemann, Yiqi Zhao, Xinyi Yu,
P e Reachability analysis George J. Pappas, and Jyotirmoy V. Deshmukh
D) . e b
Hg e Model predictive control https://arx1v Org/pdf/2409.00536
: e Stability /invariance proof
=
< e Behavioral systems theory
e e Model checking
= |
e Theorem proving
: ) >
Less formal /exhaustive Formal proot

Verifiability


https://arxiv.org/pdf/2409.00536

Conformal Prediction



Conformal prediction in a nutshell

no assumptions needed

Uncertainty quantification under minimal assumptions: V4
* Distribution-free (u,z) ~D
* No assumptions on the predictor needed z = p(u)

X

Assumption: Availability of i.i.d. calibration data {(u¥, 2(9) no assumptions needed

Goal':
For a failure probability of 4 € (0, 1), we want to obtain a prediction region C' s.t. \
Prob(z € C(u)) > 1 -9

Example”:
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'Vovk and Shafer, “A Tutorial on Conformal Prediction”, JMLR, 2008.

2Angel()poulos, “A Gentle Introduction to Conformal Prediction and Distribution-Free Uncertainty Quantification”, subm., 2021.



Conformal prediction in a nutshell

test data\ calibration data  nonconformity score (e.g., prediction error)

Quantile
lemma:

. R(k) k + 1 1.1.d. random variables. It holds thaf
Prob(R(O) < Quantilel_(;(R(l), ....R¥) oo)) >1—0

N J

The p := [ (k+ 1)(1 — d) | -th smallest nonconformity score == computationally efficient

* Implicit data requirement: p < k

» For regression, the nonconformity score R := |2\ — p(u'?)| results in

Prob(z € |u(u) — Quantile; _s, u(u) + Quantile,; _5]) >1—6

Ellipsoid Prediction Regions

» Simple, general, and efficient with the right nonconformity score!:

773 Spenchmark | Area: 53.41
I 1 4

X (m) 9
1Tumu, Cleaveland, Mangharam, Pappas, and Lindemann, “Multi-Modal Conformal Prediction Regions by Optimizing Convex Shape Templates™, L4DC, 2024.




Marginal coverage guarantees

* How tight 1s the obtained bound?

(Let R(O), R(l), . ,R(k) be k£ + 1 1.1.d. continuous random variables. It holds that \

1
Prob(R") < Quantile,; ;(R™,...,R™)) <1 -4 - P
* Conformal prediction provides marginal coverage guarantees:
Prob (R(O) < Quantilel_(;(R(l), . ,R(k), oo)) >1—9
%
captures randomness 1n the draw over test and calibration data R(O), R(1>, e R)

* This 1s 1n contrast to calibration conditional coverage guarantees: . .
conditional probability

e
Prob(R") < Quantile; s(R™,...,R™ oo)|RW, ... . R¥)) >1 -6
X
captures randomness in the draw over test data R(?) = impossible to obtain



Calibration conditional conformal prediction

120
\

Let R, RM ... R®™ be k + 1 i.id. continuous random variables. It holds that! .

Prob(R®) < Quantile, _5(R™, ..., R® oo)|RM), ... R (1) RW. ... R¥)) ~ Beta(l — ¢, 1/k)

/' 4l

conditional probablhty mean variance

* (Pseudo) calibration conditional conformal prediction:

4 )

Let R(O), R(l), .. ,R(k) be £ + 1 i.i.d. random variables. It holds that!

Probg (Prob(R(O) < Quantile, _5(R™Y,...,R™ 00) > 1 — 5) >1-0

| " s

tightened quantile § = § — \/ m(zllg P) confidence 8 € (0,1)
captures randomness 1n the draw over calibration data R(l), A R(F)

1Vovk, “Conditional Validity of Inductive Conformal Predictors”, ACML, 2012.



An academic example: sensor calibration

 Unknown regions: 71 ~ U([1.5,2.5] x [0.5,1]) and ro ~ U([2.5,3.5] x |4,4.5]) oo

e Sensor measurements: s1 ~ £(71,0.025) and sp ~ L(rz,0.025)

» Sensor calibration: Prob(Hsl(O) — rl0)|| < Quantile, (R, ..., R®™) oo),Vie {1,2}) >1—§

\R(Z -

max_(||s;” — 7))

 Empirical validation: 1€{1,2}

Quantile;, 4~

140
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An academic example: sensor calibration

Code available at: https://github.com/zhaoy37/conformal prediction survey codes



https://github.com/zhaoy37/conformal_prediction_survey_codes

Remaining agenda: conformal prediction in autonomy

(1) Predictive Runtime Verification (3) Sate Control 1n Dynamic Environments
(20 minutes) (5 minutes)

Time Series Prediction Regions

t=1.5s t=2.5s t=3.5s t=4.5s t=5.4s
0.4 4 10 -
1.5 1 6 -
3 o
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-0.2 4 y 2. ) ° -5 - o
-1.0 - - -4 A
t=1.5s t=2.5s -3 - t=3.5s t=4.5s t=5.4s
-0.4 4 = Region t=1.5s | Area: 0.15 =1.5 1 —— Region t=2.5s | Area: 0.89 — Region t=3.5s | Area: 2.24 -6 1 —— Region t=4.5s | Area: 8.68 -10 4 = Region t=5.4s | Area: 20.17
- . — . o X | P . — . — .
C--3 LCP Region | Area: 0.10 -2.04 £ZI3 LCP Region | Area: 1.28 CZZ3 LCP Region | Area: 7.97 -84 I3 LCP Region | Area: 27.96 CZ23 LCP Region | Area: 63.63
T T Y T T T L -s Y Y T T T T T T T T
-04 -02 00 0.2 0.4 -2 1 -2 0 5 0 5 -10 -5 0 5 10

(2) Statistical Reachability Analysis
(20 minutes)



Predictive Runtime Verification



Predictive runtime verification

M ° ° Y t = 0.00 sec Mode: Waiting
O lva lon ° h = 6200.00 ft V = 540.00 ft/sec e
a= 2.12 deg #=10.00 deg - \ 2 b = s
e =L - eglse simulation time:  0:00-02 2 ‘: ? - I- 4 'Li e
Speed: Lio/h |l . W P BT " ‘:‘ h?; Y 2 _J - 3 - '—'_\_ —=2 ° ° °
N e 1screte-time stochastic systems
GNSS: (-0.001349, -0.001423) R -— -
Height: -on - ———
70000 o . s ————
6750 arake <= — '
£6500 \ ok D
26250 e L = :EO, :E]_, R
6000
T . o el
55007 e
5250 = g 0631800
0000000000 , o .
o Vi) 250500 0, - :73366502\% .
=750.1 9 000 e
: r help.
Stochastic systems Learning-enabled systems
\

Predictive Runtime Verification:
~Given observations (2o, ...,x:), what is the probability that Prob(p?(z) > 0) 2

\ )

performance measure

Challenges:

- How do we predict the behavior of stochastic learning-enabled systems?
- How can we use these to design efficient runtime monitors?
- How can we provide probabilistic verification guarantees?

15



Predictive runtime verification with conformal prediction

i »o s i B
\ ~ T« ’ L
‘. ' . @coco.robot
'3 N
l - .

made for
delivery

* System dynamics: stochastic, learning-enabled, and 1n general hard to model
* Data-rich: large datasets describing motion of stochastic CPS usually available
* Predictors: learning-enabled trajectory predictors (e.g., RNNs, LSTMs)

We use conformal prediction to quantify uncertainty of trajectory
predictors and design efficient predictive runtime monitors.
16



Uncertainty-aware runtime verification

Conformal
Prediction

Offline trajectory dataset

learned, e.g., RNN 4 . (T0y -+ s Tty Tta1y e IT) Calibration step

Online observations

AN

Lt42 L4

Performange p?(z) > p®(z) — C

— A/"\/— R
g Tti1 B1g \ measure ,0¢ a:) with probability 1 —
Contributions: How good are these estimates?
* We propose two lightweight runtime verification algorithms failure probability

* We provide probabilistic correctness guarantees
* We perform a set of 1llustrative case studies

Lindemann, Qin, Deshmukh, and Pappas, “Conformal Prediction for STL Runtime Prediction”, ICCPS, 2023.



Temporal logic specifications

{ A temporal logic formula ¢ has performance measure p° }

* Boolean logic equipped with temporal operators (eventually, always, until)

1. Always avoid E

%H;e ey 2. Every hour mspect A and B
g 2 o 3. If battery level 1s low, then recharge eventually in C or D
! - 4. Always between 8pm and 6am turn on communication




The accurate algorithm

mission horizon
* xT{

» Consider a trajectory predictor that maps (zo, ..., %¢) to (T¢r1, - -
observations \predictions of (Tt41s---,2T)
 For instance, long short-term memory (LSTM) networks ? ® »
A A
i 1 - g} /

» Define the nonconformity score R(?) := qu(f(i)ﬂ%pi@;ﬂ\\ L
calibration data

and apply conformal prediction C' := Quantile, (R, ..., R¥) o)

mdp Prob(p” (i) — p?(x) < C) > 16

\

Given a finite-horizon specification ¢, it holds that Prob(p?(z) > p®(2) —C) >1—§

N J

Lindemann, Qin, Deshmukh, and Pappas, “Conformal Prediction for STL Runtime Prediction”, ICCPS, 2023.



CARLA: learning-enabled lane keeping controller

wp?2

We use two different learning-enabled lane keeping controllers:

* Imitation learning3 ( - )

» Learned control barrier functions* (CBF g1 )

4 1) Can we predict unsafe behavior?

2" |2) Can we find the safest controller?

\ \__

S—-——

,,,,,,,,,,,,,

’Ross and Bagnell, “Efficient reduction for imitation learning”, AISTATS, 2010.

20

4Lindemann, Robey, Jiang, Tu, and Matni, “Learning Robust Output Control Barrier Functions from Expert Demonstrations”, OJ-CSYS, 2024.



Accurate method: empirical evaluation

0 :
» Recall that we aim for:  Prob(p?(z) > p®(2) — C) >1—-864

Two specifications:

1. Overall safety
G[lO,oo) ‘Ce‘ < 2.25

Measure of uncertainty

17.5 A p
15.0

" (zf)) pgbl(ﬁﬂfi)

Empirical coverage

70 { P

D1 (41
60-p m

(#) 4 p** (xt?)

0.075-0.050-0.0250.000 0.025 0.050 0.075 0.100 O

and trust during runtime

o

21



The need for interpretability

* Monitors can detect safety violations, but fail to identify causes of violations

Alert!!!
p?(2) — C >0

Where and when is the car unsafe?

* Idea: obtain interpretability by quantifying uncertainty at the state prediction level

Trajectory
predictor

e Tty3

Prediction region

Lt—3

Prob(x €¢@) >1—6
22



Uncertainty representation of state predictions

| | . calibration data
* Define the nonconformity score RS) — Hxﬁzﬂf

and apply conformal prediction C- := Quantile; /®(R§1), . ,Rg’“), 00)

Multi-step prediction regions: Prob(||x, — 2,|| < C., Vre{t+1,...,T})>1-9

Example: Intersection with pedestrians in CARLA

701 mmm Histogram of Rssso 801 mEmm Histogram of Rsgso

60 1

T=30
Css|s0

50

40 A

30

Si1ze of prediction regions scales with /.

20

10+

O_

| . 0-
0.2 0.4 0.6 0.8 1.0 0.0 0.5 1.0 1.5 2.0

2.5 second ahead prediction error 4 second ahead prediction error

23

Lindemann, Cleaveland, Shim, and Pappas, “Safe Planning in Dynamic Environments using Conformal Prediction”, RA-L, 2023.



Efficient uncertainty representations

R .= max(othRgl, ol ozTRgf)) # Prob(||z, — z,|| < C/a,, Vre{t+1,....T})>1—-6

LN N N

> . . — 1 (1) (k)
normalization constant (next slide) ¢ = Quantiler=gy ..., BT, 00)

Example:
0.4
—— Our approach —— Our approach
1.50 1 . 0.3 , 0.4 :
< SRE Union bound : Union bound
1.25 1 ) : ®I\C A 021 e Prediction Errors e Prediction Errors
1.00 // /(] | \ \‘\‘ 0.2 -
1 / [ | -4 -+ 0.1 .
0.75 1 [/ [ - “ 0.0 o 0.0
l’ [ | 7 o*
oso4{ | |\ 57 =Ved ’
\ Actual locations . =0.2
0.25 1 >~ « Predicted locations 0.2
.00 4 - Qur approach -0.3 - -0.4
- UJnion bound
- . . 2 r .2 L2 » _0.4-4 T Y T T T T T Y T T T T
0.0 0.5 1.0 1.5 2.0 -0.4 -0.2 0.0 0.2 0.4 -06 -04 -02 00 02 04 06
1.25 second ahead prediction error 1.8 second ahead prediction error

24

'Cleaveland, Lee, Pappas, and Lindemann, “Conformal Prediction for Time Series using Linear Complementarity Programming”, 4A4AAI, 2024.



Efficient uncertainty representations

* Recall the nonconformity score R .= max(othRgl, . ,ozTRgf))

N N

How to choose these optimally?

* Normalization constants &1, ..., @ computed as the solution of
min  Quantile; s(R"W,..., R%) o0) <«——minimize quantile
st. R = max(ouRgi), e ozTRé’f)) <«——nonconformity score

a linear complementarity program /

a mixed integer linear program Z a; =1
7=1

Oéj>0

<« normalization budget”

( This optimization problem 1s a mixed integer linear complementarity program. J

Cleaveland, Lee, Pappas, and Lindemann, “Conformal Prediction for Time Series using Linear Complementarity Programming™, 44A1, 2024.



The interpretable algorithm

R B~

o - g_ | Trajectory | /,ng\‘l’i‘ Robust perf.
R - | o - . A — _¢ A
g | predictor i1 hore! measurep” ()

Prediction region

)

Compute worst case performance: p? (%) := Sup p? (x
\BT ={xs.t. ||z —2.| <C,}

Ti41EBty1,..., xT EBT

~

Given a finite-horizon specification ¢, it holds that Prob(p?(z) > p?(2)) > 1 —§

J

* Wwe can compute ﬁ¢(i) efficiently
s already observed

Predicates: h(z,) <t
D : ! - ., not yet observed

infees,. h(C)  otherwise «

Boolean/temporal operators: Defined in their standard way using nested min/max

Lindemann, Qin, Deshmukh, and Pappas, “Conformal Prediction for STL Runtime Prediction”, ICCPS, 2023.



N:=012¢g ps = 0.00 deg/sec

F-16 case study: accurate vs interpretable method

IR
T A * High-fidelity F-16 simulator with ground collision avoidance>
Yid) —250_500_75'0_ o L
o 1400 - Nz N

Interpr. method | Accurate method _ ") - p?@']);]

1500 - | M,.--""..—':’:T 1000 - l 1500 .

10001 ”"‘,..-":J . o EC=30.55 1000 -

o ™ 600 - ' =
5001 L. ° co0 | o
. 400 - :
o{ . . Robustness ground truth p?(x,230) . Robustness ground truth p?(x,230)
-~ Predicted robustness p%(x, 230) 2007 o Predicted robustness p?(x, 230)
-500{ * 0

0 20 40 60 80 100 ~150 -100  -50 0 50 100 0 20 40 60 80 100
Trajectories Nonconformity Score Trajectories

* We aim for: Prob(p?(X) > p?(£)) >1—6  «We aim for: Prob(p?(X) > p?(2) —C)>1-4

—» Empirically: 100/100 — Empirically: 96/100
Indirect: (-) Conservative Direct: (+) Accurate
(-) May require lots of data (+) Data-efficient
(+) Interpretable (-) Not interpretable
Both: (+) No retraining when specifications change

(

5Heidlauf, Collins, Bolender, and Bak, “Verification challenges in F-16 ground collisions avoidance and other automated maneuvers™, 2018.

-) Easy to implement and understand



Distribution Shifts



Safe control when the distribution shifts

* Design and deployment conditions may be different, 1.e., the distribution may “shift”

Examples: changing environments data from simulators

W —

<+——no safety guarantees

Assumption: design and deployment conditions are e-close in f-divergence

~a
* Robust conformal prediction!: Let RV ... RY® ~ % and RY) ~ R, as well as DRy, X) < €.

It holds that Prob(R®”) < €) > 1 — & with € := Quantile, 5 (R,...,R%).

/

mmp [ncreased data requirements

adjusted confidence level & (€) <o
(solution of convex optimization problem)

1Cauchois, Gupta, Al1, and Duchi, “Robust validation: Confident predictions even when distributions shift”, JASA, 2024. 28



Robust predictive runtime verification

* Bounding the distribution shift: follows by data processing inequality
nonconformity score R /

D¢(Dy,D) < e ———— D¢(Rog,R) <€
RN /

test trajectory Treal ~ calibration trajectories R(Treal) Rz, ..., R(zx®),
(1) (k)
AN/

¢ design of

rspective “s((®))

(] [ [ ] [ ]
robust runtime verification algorithms23:
W T @ swgelighs
~ FPS:59.81,::{110timc:672ms ° 8
, NVIDIA GeForce RTX 4070 Laptop GPU: 2.2 GiB used, 4.8 GiB available § ' . e '
o~V < Direct ° = e s
| {1—0=0.8

> RTX-R

e Enables th

robust monitor

(o))

&~ achieves coverage

Occurrence
=N

2.

Best Paper
Award Finalist

v

iZhao, Hoxha, Fainekos, Deshmukh, and Lindemann, “Robust Conformal Prediction for STL Runtime Verification under Distribution Shift”, ICCPS, 2024. 79

vanilla monitor

065 0.70 0.75

undGI'C OVGI’S Coverage

0.80 0.85

Zhao, Zhu, Hoxha, Fainekos, Deshmukh, and Lindemann, “Distributionally Robust Predictive Runtime Verification under Spatio-Temporal Logic Specifications”, TCPS (subm), 2025.



Safe Control in Dynamic Environments



The sate control problem in dynamic environments

! Compute control inputs so that the system avoids :

~dynamic agents with a probability of at least 1 — 4.

Challenges:

» Stochastic and dynamic agents — uncertainty quantification

 Complex learning-enabled predictors within control difiicult

Existing work (references omitted): — ignores dynamic agents

* “Vanilla” motion planner (e.g., graph/sampling-based) no predictions,

/

* Reactive control (e.g., navigation functions, DWA, CBF) simple systems

e Predictive interactive and non-interactive methods

no safety guarantees, or
(e.g., deep RL, GP-based control) — Ys

simplifying assumptions

{How can we quantify uncertainty of learning-enabled predictors and design safe control laws?}




Safe Control in Dynamic Environments

/Safe control:
Design controllers that avoid dynamic agents with a probability of at least 1 — 0.

Offline trajectory datgset an efficient statistical tool

& A » Conformal Dynamics
k % Prediction Ter1 = f(2e, ug)

safety constraint

learned, e.g., RNN
Online observations

Trajectory » Model\Predictive Control
/,/y-i‘)\\ﬂ predictor Prob(c(z,y) > 0) > 1 -6
e Yi—1 Prediction region
Prob(y c@) >1—9 e
Contributions:
How good are these estimates? » Computationally lightweight algorithm

* Probabilistic safety guarantees
* Deals with distribution shifts



Case Study: CARLA

Results:
* 99.985 % correct one-step ahead predictions (at least 99.83 % expected)

* 99/100 test runs without constraint violation (at most 5 expected)

Comparison with Gaussian Process:

» Largely undercovers

Lindemann, Cleaveland, Shim, and Pappas, “Safe Planning in Dynamic Environments using Conformal Prediction™, R4-L, 2023.



Part Two:

Model-free Methods for Verification using Conformal Prediction

Jyo Deshmukh,

CS, ECE @ School of Advanced Computing,
Viterbi School of Engineering
University of Southern California (USC)

USC Viterbi

School of Engineering CPS PI Meeting Tutorial

Department of Computer Science




Why should we care about reachability analysis?

Computationally promising method for safety proofs of dynamical systems

Active area of research in hybrid systems/formal methods community
Many tools such as SpaceEx, C2ZE2, DryVr, Cora, Flow*, ReachNN, Polar, Sherlock, ...

Useful tool to understand model behavior (simulation on steroids):
not just simulated system behavior, but behavior in an uncertain neighborhood

planned path  ——> L other car
J |

autonomous car \ { l

¥ J//z \ -
). stochastic reachable set

Image credit: M. Althoff, Reachability Analysis and its Application to the Safety Assessment of Autonomous Cars

USC Viterbi
School of Engincering CPS PI Meeting Tutorial 2

Department of Computer Science




Reachability Analysis

Given
set of initial states Init
system dynamics: s,,; = f (St) . X
time horizon T’

Compute
Actual

over-approximation of reachable states over time T’ SR

compute Reach(Init)
Vi € |0,T|,Vs(0) € Init, s(t) € Reachy(Init)
where: Vi € [1,T] s, = f(s,_1)

Over-approximation

USC Viterbi

School of Engineering CPS PI Meeting Tutorial 3

Department of Computer Science




Reachability for deterministic dynamical systems

Rich literature in the hybrid systems community
Represent set of reachable states with a convenient geometric shape
Algorithms to propagate geometric shapes through dynamics and guards

What do we do when the controller is a neural network?
Tools like Sheal)ock, Verisig, ReachNN, Polar, Alpha-Beta-Crown, etc.
t

External Control Some horrid
reference/ Y » Input .
_ o . dynamics f
disturbance > 0 t
Siv1 = (s, a,)
(Neural Network) Plant/Environment
Controller Dynamics
a;
System State
What do you do when you do not know the dynamics?
USC Viterbi
School of Engineering CPS PI Meetlng Tutorlal 4

Department of Computer Science



Data-driven reachabilityl: High-level idea

1. Hashemi, Lindemann, Deshmukh, Data-Driven Reachability Analysis of
Stochastic Dynamical Systems with Conformal Inference, Proc. of CDC 2023

\b 4
? Over-approximated
flowpipe or reachset of the
time-unrolled NN

Probabilistic
Reach Set

Learn
surrogate
model

USC Viterbi

School of Engineering C P S PI M eeting Tutorial 5
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Training the neural surrogate model

Sample initial state s, € Init

Obtain trajectory Oy = S0» S1s5-+-ST_1> ST D = {(st, st+1>} for all ¢
N\

Define NN f(s; 0) : input s, and output s, |; parameters: 0

Train NN to minimize standard MSE loss function

1
0* = argmin
BT X

D]
(S4-St+1)eD
Training itself: standard back-propagation

N\

St+1 — f(st; 9) ,

Can also train to minimize error for the entire 7-step prediction, i.e.,

D= {<SO, (5ps .. ST)>

.

l

} [Avoids error propagation of the one-step predictions]
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NN reachability (forward image computation)

Many tools: NNV1, alpha-beta-CROWN?2, Marabous, ...
VNN-comp: several tools that compete on reachability benchmarks

NNV :
star sets (efficient representation of polyhedral sets)
layer-by-layer forward propagation of sets
has both an exact (slow but accurate) and an abstract (fast but inaccurate) method
Navid Hashemi and Dung Tran were interns at Toyota R&D at the same time ©

[1] D. Tran, et al. "NNV: the neural network verification tool for deep neural networks and learning-enabled cyber-physical systems." CAV 2020
[2] S. Wang, et al., “ Beta-CROWN: Efficient bound propagation with per-neuron split constraints for complete and incomplete neural network verification, Neurips 2021
[3] Katz, Guy, et al. "The marabou framework for verification and analysis of deep neural networks, CAV 2019.
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NN reachability to compute reach-set

/
XT
| | | .
Reach-set = X, U XU ... U X,
NN reachability guarantee:
: A A A n N

for every trajectory o5, = Sq, Sy, ..., STS.t. §;41 = f(st)

N\ .

o5, € Flow-pipe X

USCXIF?Er}ng CPS PI Meeting Tutorial 8
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NN model is not the actual system: use Conformal Prediction

Conformal prediction?.2:

By this time, you are experts in CP

1. Shafer, G., & Vovk, V. (2008). A tutorial on conformal prediction. Journal of Machine Learning Research, 9(3).
2. Qin, X,, Xia, Y., Zutshi, A., Fan, C., & Deshmukh, J. V. Statistical verification of cyber-physical systems using surrogate models and
conformal inference. Proc. of ICCPS 2022
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Conformal prediction to compute (1 — 6)-confidence flowpipes

yeeuy O

Collect m trajectories o, , 0, S
0,1 0,m

S0,2
R/ : prediction error for the j*"component in the i"" trajectory
R.j:‘

l

GSO,I-(j> — gso,i(j) H component = dimension + time-step

Define R, = maxal-Rl], as the nonconformity score

J
max normalized error over any component for i"” trajectory

normalizing with «;’s helps take care of unequal error scales across components
D, ={R,..... R,}, compute (1 — §)-quantile of D,,, = R,
Let X be the flow-pipe computed by NNV
R R, |. . .
,....,—| isa (1l — 6)-confidence flow-pipe,
a X1
ie., P(O‘SO € X*) >1-0

%k

X*"=X6&

USCViterbi
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What'’s under the rug?

Assumes that the trajectory distribution remains the same
Big assumption: distributions often shift between the lab and the real-world

How to reason about the distribution shift:
In robust control, amount of noise is an input parameter,
Distribution shift can be an input parameter! [a burden on the designer]

But can we estimate it?
Compute kernel density approximation using data
Compute your favorite divergence metric on the empirical PDFs
Approximate the distribution shift

1. Hashemi, Lindemann, Deshmukh, Data-Driven Reachability Analysis of Stochastic Dynamical Systems with Conformal Inference, Proc. of CDC 2023
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Robust Conformal Prediction!?

By this time, you are also experts in robust CP

8 /\”\w\/l/\,/\'\/\/\ -

» If total variation distance between % and & .10y IS 7, then:

training

£ = [(1 +i>(1 — o0+ 1)(m+ 1)}
m

1. Cauchois, Maxime, Suyash Gupta, Alnur Ali, and John C. Duchi. "Robust validation: Confident predictions even when distributions shift."
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Training Better Surrogate Models

NN surrogate challenges:
How do we decide structure of the NN?
How do we limit the undesirable sensitivity of NNs?
How do we really train it for less conservatism in CP-based reach-set inflation?

Structural constraints: Bound the Lipschitz constant of the NN

What loss to use? [MSE has issues!]
Many errors are very low, but one very high error = mean value is low, but the quantile is bad!
To reduce conservatism when inflating reach sets: (1 — 6)-quantile of error should be small
Then why not just use (1 — 6)-quantile as the objective function?
We can ...

USC Viterbi
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Quantile loss

Idea inspired by work in quantile regression (QR)
Define & = cZ| + £, : ¢ is some large number

Z| sets up a trainable parameter! g
m

Z= ), d —5)-R]EVLU(Ri—q2+§-RELU(q—Ri)

>4

i=1 R;if R; > q, 0 otherwise qif ¢g> R;, 0 otherwise

QR result: minimizing &, makes g the (1 — §)-quantile of R;, ..., R,y

32 sets up mlnlmlzmg { [Technically the (1 — 6)-quantile of the sum of all component-wise errors]

(G
04 %

11n the paper, this formula looks different. In this tutorial, to be uniform, we call the mis-coverage level 1 — §, while in the paper it is called 6

USC Viterbi
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Solution: Robust Model-free Reachability Analysis?

Challenges:

»  Training the model well
> Can use quantile loss

»  Reducing conservatism
> Please read the papers ©

Learn
surrogate
model

Set Propagation

using

Over-approximated
flowpipe

Distributionally Robust

Sl 1. Hashemi, N., Lindemann, L., & Deshmukh, J. V. Statistical reachability analysis of
Probabilistic Reach Set stochastic cyber-physical systems under distribution shift, EMSOFT/IEEE TCAD
2024.
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Model-free Reachability Results!

Trained ReLU NN (MSE vs. Quantile Loss)
(@1 = cos(zg) cos(zg)zs + (sin(z7) sin(zg) cos(ze) — cos(z7) sin(zg))zs _ ; by =
+(cos(z7) sin(xg) cos(zg) + sin(z7) sin(zg))zes + v1 I,_ 0.2 0.27 ) Failure probability = 0.01
&2 = cos(zs) sin(z9)es + (sin(z7) sin(zs) sin(ze) + cos(zr) cos(zo))s 0.2 0.2 Exact star Reachability with NNV
+(cos(z7) sin(zs) sin(xg) — sin(z7) cos(zg))xs + v2 —0.2 0.2
23 = sin(zg)z4 — sin(z7) cos(zs)zs — cos(z7) cos(zs)ze + v3 Y i . . _ . .
&4 = 21225 — T1106 — 9.81sin(zs) + va _g-g 8-; Calibration dataset = 40K trajectories
) T5 = T10T6 — T12T4 + 9.81 cos(zs) sin(z7) + vs o5 0.2 o
T6 = x11T4 — T10T5 + 9.81 cos(zg) cos(z7) — 9.81 — u1 /1.4 + v { So o | S50 || ! . : :
7 = x10 + (sin(z7)(sin(zs)/ cos(zg)))z11 + (cos(z7)(sin(zs)/ cos(zg)))z12 + vr 0 0 DlStrlbutlon Shlft
&g = cos(z7)x11 — sin(z7)T12 + vs 0 0
9 = (sin(z7)/ cos(zsg))z11 + (cos(:c-/)/cos(:cg)):z:lz + vg o
0 — . 0.5
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1. Hashemi, Navid, Xin Qin, Lars Lindemann, and Jyotirmoy V. Deshmukh. "Data-Driven
Reachability Analysis of Stochastic Dynamical Systems with Conformal Inference." In 2023 62nd
IEEE Conference on Decision and Control (CDC), pp. 3102-3109. IEEE, 2023.
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Related work on data-driven reachability

Alanwar et al.
identify Markovian dynamics and then learn do reachability on identified models

do not currently quantify uncertainty in model learning

Devonport, Arcak, ACC 2020:

Use Gaussian Processes to separate reachable states from unreachable ones
May require solving high-dimensional optimization problems over GPs

Lin, Bansal, ICRA 2023:

Use neural PDE solvers to do Hamilton-Jacobi method-based reachability

Fan, Qi, Mitra, Vishwanathan, CAV 2017:

Use PAC-learning methods to learn discrepancy functions and use simulation-guided reachability

Devonport, Yang, El Ghaoui, Arcak, CDC 2021

Model nonlinear systems using level sets of Christoffel functions and give high-accuracy probabilistic reach sets
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Dynamical Systems Reachability: Challenge Problems

Scaling to 1000s of states

May need to scale NN set propagation to 1000s of inputs
May need to identify important states and prune away others (dimensionality reduction such as PCA)

Sensors!

System state may not be observable directly except through sensors
Might need to model system dynamics with Recurrent Neural Networks (RNNs)

What if sampling is expensive?

Need to learn from limited data, give guarantees from limited data: very hard problems
Conformal prediction approach is a frequentist approach

How can we combine with Bayesian reasoning?

USC Viterbi
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Reflections

Conformal Prediction is a versatile tool to get probabilistic guarantees
Define non-conformity score
Sample calibration data in an iid fashion

Get guarantees in O(mlogm), where m = size of calibration dataset

Calibration set size scales linearly with NE' for a (1 — 0)-guarantee

Can reason about distribution shifts (if is given or can be estimated)

Versatile to solve many different problems
Predictive monitoring
Verification/Reachability analysis
Planning

Marginal guarantees:
Guarantees to be interpreted over an implicit marginalization over all possible calibration sets
Can get conditional guarantees in some cases
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Thank You!
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