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Abstract: Cyber-Physical Systems (CPS) are vulnerable to sensor attacks such as spoofing and data injection. This project aims to
improve CPS safety, resilience and capability of maintaining normal functionalities by stateful detection and recovery. Our main

contributions include using both model-based and learning-based approaches to (1) detect and diagnose the attack, and (2) recover
the CPS to predefined target states, using a specific recovery controller.
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When the plant model exhibits errors in state estimation,
we use Seq2Seq models to reduce these errors.

Figure 3: MPC-based recovery controller in complex dynamics [1]

With a trustworthy model of system dynamics (plant), we can first
checkpoint the states, and roll forward from the last uncompromised Experimental Results
state to do LP/LQR/MPC-based recovery control.
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recoverable even there will be attacks. Figure 7: security toolbox Figure 9: Performance of our recovery method (MPC) compared

to state-of-the-art on the three simulators [1]
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Broader Impact on Society

+ Our project considerably contributes to
maintaining proper CPS functions, safety
and resilience, and therefore safeguards
vital sectors in applications such as
autonomous vehicles and power grids.

Broader Impact on Education Quantified Potential Impact

+ Our solution can be actively integrated into -
courses, teaching students on CPS safety
topics, as well as workforce training.

CPS application market is huge,
reportedly 86 billion USD in 2022, with an
annual growth rate of 7.6%. *

« Our techniques can improve resiliency of
CPS applications against sensor attacks.

* Source: Futuremarketinsights. 2022. Cyber-physical Systems Market. https://www.futuremarketinsights.com/reports/cyber-physical-systems-market
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