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Figure 2: Pre-trained GPT-2 evaluated on 50 datasets from
Pushshift.io consistently underperforms fine-tuned GPT-2.

more recent information to be added/updated without re-
training, improving attribution and enabling faster adapta-
tion/customization. On the other hand, fine-tuning is gener-
ally considered to be necessary for deeper adaptation of LLM
behaviors such as changing writing style/tones and adding
new domain-specific knowledge, terminologies, etc. Today’s
RAG approaches also increase the context length of LMs
and thus inference costs, especially when knowledge from
multiple sources is needed to be assembled [18, 60]. These
costs fundamentally limit the amount of new information that
can be incorporated at inference time in practice. Intuitively,
adding a small amount of information to the context can work
well for some tasks such as generating answers to specific
questions. Yet, fine-tuning will likely be more effective in
learning from a large amount of data, merging knowledge
from multiple domains, etc.
Need for Parametric Training in RAG. Studies in RAG
found that off-the-shelf parametric models often struggle to
leverage additional retrieved information at inference time
[54] and parametric fine-tuning is still needed. For more effec-
tive RAG models, the encoder model that generates embed-
ding vectors for search and the decoder model that generates
outputs need to be trained/fine-tuned [28, 31], making our
work still relevant.
Models w/o RAG. While generative models can often ben-
efit from retrieved data at inference time, many ML models
will likely remain mostly parametric. For example, it is not
clear how retrieval augmentation can be used to allow image
classification models to leverage classified images. For such
parametric models, we need the parametric IFC capability.

2.5 Comparison with Differential Privacy
Differential Privacy (DP) [16] is another method to ensure
privatization of sensitive data. A randomized algorithm is
said to be differentially private if it produces similar output
regardless of whether the sensitive data was included in the
algorithm’s database. Unlike IFC which allows users with
different access policies to selectively benefit from different
subsets of security domains within the protected data, DP lim-
its all users from benefiting from all protected data. Moreover,
IFC achieves zero leakage, unlike DP which still leaks data
(captured by its privacy parameters, e.g., !).

Furthermore, DP typically aims to protect individual data
samples (i.e., example-level DP), and the privacy protection
becomes weaker when a group of samples are correlated and

must be protected together [37] (e.g. multiple texts in a secu-
rity domain). Applying DP to protect a group of data requires
group-level DP [17], which amplifies the privacy parameter
! by the size of the group and thus hurts utility proportional
to the size of the group. Recent studies on DP-finetuning
of GPT-2 [7, 41, 55] have shown noticeable accuracy loss
of between 1% and 40%, even with example-level DP, at a
moderate privacy parameter (! = 8). The utility loss will be
drastically amplified when a group of data in each security
domain must be protected together, as our security domains
are large (3K–900K samples per domain in Pushshift dataset).

Nevertheless, we note that DP may be more applicable
than IFC in certain scenarios. For example, if there are a
very large number of security domains, say one domain per
each user for millions or billions of users, user-level DP can
be a natural way to guarantee data privacy with moderate
utility loss. In comparison, achieving IFC using our approach
would require training one adapter per user, which can be
prohibitively expensive to scale.

2.6 Limitations of Naive IFC Solutions
Here, we discuss a few simple approaches to leverage sensi-
tive training data with access restrictions in parametric mod-
els, and discuss why these coarse-grained approaches avail-
able today are unlikely to be sufficient in practice.
Train Only on Public Data. One simple option is to use
a model trained only on public data, which intuitively can-
not leak any sensitive data. However, models trained only on
public data cannot perform specific tasks well compared to
fine-tuned models. Figure 2 shows the perplexity (the mea-
sure of accuracy; lower is better) of GPT-2 on data from 50
different subreddits (security domains) from Pushshift.io. We
see that the model fine-tuned on (potentially sensitive) addi-
tional data significantly outperforms the same model trained
with only public data.
Fine-tune a Model for Each Access Policy. We can fine-tune
a new model for each possible access policy. For m domains,
this requires fine-tuning at most 2m different models. The
exponential growth makes this approach impractical unless m
is very small.
Fine-tune One Model for Each Security Domain. Another
option is to fine-tune one model for each security domain
(only train m models), and choose one of the models that
a user has access to at run-time. However, our experiment
later (Section 4.5) shows that this approach is sub-optimal,
and a user with access to multiple domains can significantly
improve the model’s output quality by using multiple domains
at the same time.

2.7 Our Approach: IFC through Modular Ar-
chitecture

At a high-level, IFC for a parametric model needs the follow-
ing three components:
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Broader Impact (society): 
• CPS with safety/performance reqmts: 

self-driving cars, delivery robots, etc.
• Enable longer operations with robust 

solutions to rare events

Challenge: 
Deployment of autonomous vehicles requires addressing 
rare events with hardware/software/algorithm solutions:
• perception errors, environmental anomalies, cyber-attacks

Scientific Impact: 
• Directly addresses rare events broadly applicable to CPS
• Solutions inherently coupled in HW+ SW/algorithms
• Balance Safety & Performance

Broader Impact (educ & outreach): 
• Data/examples for course projects
• Undergrads: Lab “intersection” to 

test/validate collisions
• LSAMP, CURIE, CATALYST, 4-H

Broader Impact (metrics): 
• Probabilistic guarantees of safety
• Convergence speed/accuracy of 

collision probability, contingency plans
• % rare events impacting safety

Solution: Safety Assured (with guarantees), Performance Driven (adapt), Self-Improving (learn over time) architectures

Information Flow Control (IFC) for ML: 
• Remove (unlearn) bad data without 

full re-training via transformers

Physics + deep learning predictions: 
• Closed loop, physics driven forecasting
• Deep Learning UQ to detect outliers

Param Description

m Number of security domains
k Number of experts to activate

r Number of tokens to process
after which we re-evaluate top-k experts

c Number of tokens in sample text
s Number of clusters used for gate-cluster
! Factor by which we penalize the experts of small domains

Table 1: Description of the hyper-parameters.

*�� 
%&#&

�/
$&,

!�)
��$

!%� %��

�+'
�()*

&%"

-&(
#�%�

-)
��


���

��


�&
($

�#
!0�

�
��
('
#�
.!
*/

�+##/��!%�
�+%����		���
�(�%)�&($�(

�		���	����
�(�%)�&($�(
������	����
���'*�(
�	��	��
���
��
�
��

Figure 6: Accuracy of different expert model architectures (Sec-
tion 3.3). The number of trainable parameters is shown in the leg-
end. The y-axis shows the perplexity normalized with respect to
pre-trained only model. A lower value represents a bigger drop in
perplexity, and thus a larger improvement.

Parametric IFC schemes and hyper-parameters. We eval-
uate the three proposed algorithms for gating: gate-known,
gate-pairwise, and gate-cluster together with output en-
sembling as our aggregation scheme (unless noted otherwise).
For gate-known, we use the subreddit group/code-repository
that the query was originally from as the user-provided do-
main label l. Table 1 summarizes the hyper-parameters for
our IFC schemes. We use the following as the default values:
k = 3, r = 500k, c = 10k, s = 10, and ! = 0.4. An ablation
study over these hyper-parameters is provided in Appendix B

4.2 Impact of Expert Architecture
To evaluate different expert architecture choices (discussed
in Section 3.3), we trained all 5 architectures with GPT-2
on the 5 largest domains in the Pushshift dataset, and eval-
uated the performance of the respective experts on the vali-
dation sets of said domains. Figure 6 shows the results. The
y-axis represents the normalized perplexity with respect to the
pretrain-only model. A lower value represents a higher drop
in perplexity and therefore a larger improvement in accuracy.

We notice that all five architecture options lead to a 30% to
70% perplexity improvement depending on the domain, with
the fully fine-tuned expert outperforming other architectures,
albeit by a maximum margin of 0.1%. However, as seen in the
legend, the fully fine-tuned expert also uses considerably more
trainable parameters than the other architectures. In contrast,
the adapter uses the smallest number of trainable parameters,
but still performs quite well (only 0.1% worse in the worst
case scenario). Given this, for the following experiments, we
use adapters as our expert architecture.
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Figure 7: The normalized perplexity as a function of the number
of accessible domains for our parametric IFC scheme. Perplexity is
normalized to the pre-trained model, and each point and error bar
represents the geometric mean/standard deviation over all domains
→ gating algorithms → access policies. “FT Access Policy” repre-
sents perplexities evaluated for a random subset of access policies
where the model was fully fined tuned on all accessible data for
each policy. The horizontal line and shaded regions represent the
geometric mean/standard deviation of the insecure, fully fine-tuned
model.

4.3 Model Accuracy
To understand the accuracy impact of the IFC scheme, we
evaluate the perplexity of the language model using the test
sets of all 50 domains in the Pushshift dataset and 79 domains
in the Codeparrot dataset under a large number of access poli-
cies. For this study, we randomly selected 500 access policies
from all 250 possible combinations for the Pushshift dataset,
and 790 out of 279 for the Codeparrot dataset. The policies
cover all possible number of accessible domains (1 to 50 and
1 to 79 respectively). There are about 10 policies for a given
number of accessible domains. Since the 79 domains in Code-
parrot span 5 different programming languages, we depict our
results for each programming language individually.

Each of the graphs in Figures 7, 8, 9, 10, and 11 shows how
the normalized perplexity varies as more domains become
accessible for the Pushshift dataset and repositories in the
CodeParrot dataset. The y-axis shows the perplexity normal-
ized to the pre-train only model (lower is better). We divide all
the evaluated access policies into bins indicating the number
of accessible domains. Each point in the figures shows the
geometric mean over multiple access policies and multiple
domains for a given number of accessible domains. We also
show the geometric mean of the normalized perplexity of the
fully fine-tuned (insecure) model, which uses the training data
from all domains. The shaded regions and error bars represent
one geometric standard deviation.
Impact of the Number of Accessible Domains. Figures 7
and 8 show that over all possible gating schemes and access
policies, the accuracy with IFC improves as the number of
accessible domains increases. Even with just one accessible
domain in the Pushshift dataset (Figure 7), the perplexity is
reduced by 11.5% on average compared to the model that
is pre-trained on public data only. When all domains are
accessible, the perplexity is reduced by about 38%, close to
the ideal 48% improvement of the fully fine-tuned model. For
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