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Motivation: 

- Information and knowledge play a key role in 

interaction between the CPS defender and attacker.

- Assurance needed for mission-critical CPSs.

- Possibility to use advanced cyber defense with 

deception for CPS defense.

CPS Attack-defend games on graphs: 
- Games on graphs with partial information 𝑇 =
(𝑆, 𝐴1𝑈𝐴2, 𝑃, 𝑠0, 𝑂1, 𝑂2)

- Missions in temporal logic objective.

- Asymmetric information: partial observations, 

incomplete knowledge about the interaction.

- Joint perception and control against cyber-

physical attacks: correctness, security, privacy.
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Research thrusts:
Thrust I: imperfect information CPS games and 

symbiotic defense.

Thrust II: Asymmetric information CPS games.

Thrust III: CPS games against coordinated 

attackers and preference-aware defense.
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- Hypergame theory for 

synthesizing CPS deception.

- Bi-level optimization for 

proactive defense game and 

adaptive incentive design. 

- Information-theory and 

formal methods for mission-

privacy and security.

Key innovation 2: Reactive sensor 

revealing for mitigating CPS-attack
Defense with deception to sensor attack:

Key innovation 1: Active perception 

for fault detection and prediction [7,10]

Motivation: Early detection of abnormal behaviors in 

dynamical systems using strategic sensor queries.  

Broader Impacts:
• Course development:

- Formal methods for CPS

 

• Enhance the security of CPS applications. Provide 
tools for practitioners to assess the safety and 
security issues.
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- Maximizing information leakage for adversarial 

intent recognition and abnormality detection.

- (Ongoing) fault prognosis with noisy sensors.

- Improve inference 

accuracy despite 

incorrect prior.
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Defender’s action and 
sensor queries

probabilistic outcomes
Attacker decides 
which sensors to 

compromise.

Two-player game: 

Joint control and active 

perception against 

sensor attacks.

- S0-Green, S1-Red, S2-Blue, S3-Purple.

Initially, sensors S1 and S3 are hidden. 
Sensor revealing: 

“When to query which 

hidden sensor to ensure 

satisfying a temporal 

logic task despite sensor 

attacks?” 
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