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Smart grids are a result of advancement in technology.

Potentially increases the surface for cyber-attacks.

Dec. 2015 Ukraine blackout is an example of recent cyber-attack.
Power systems consists of several substations.

Substations have their own RTUs (Remote Terminal Units).

Components in power systems can be remotely controlled through these
RTUs.

Attackers take advantage of technology advancements and compromise the
RTUs to destabilize the system.

Compromising all the substations is difficult because of the time and effort
required by the attacker.

Challenge is to identify the critical substations to attack and defend based on
attacker and defender budgets.
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+ System:

+ U: set of buses, G: set of generators, T: set of transformers, L: set of loads, R: set of
transmission lines, P: set of protection assembly components (distance relays, over-
current relays and circuit breakers).

* Modeling substations

“ LetS={S,,....... ,Sm} be the substations.
« S, €PVie{l,....,m}
Uiz S =P

* Load loss function
* Loads are defined by L;, wherei = 1ton, neN
“ Current flowing through each load is defined by:
I,wherel = 1ton, neN
* Load loss is calculated as:

J(4p) :Z?=1Li;VIl:0
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+ Attack Model:
« First, attacker launches a cyber-attack on substations S’ € S.
+ Then, attacker launches a cyber-attack Ap on protection assemblies P’ € §'.
« Attacker has budget B;where |S’| < Bg.
* Uniform, unit cost for attacking a substation.

+ Attacker’s Goal:

+ Goal of the attacker is to maximize the load loss
argmaxg maxp c ¢ J(Ap)
s.t.  |S'| < B
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+ Defense Model:

+ Defender can protect the substations Ds from cyber-attacks.
+ Defender has a budget B, where |Dg| < Bp
+ Defender's Goal:

* Goal of the defender is to minimize the load loss
argminp; maxscs-psmaxpcg J(Ap)
s.t. |Ds| < Bp
|S'| < Bs

s @ FORCES

FOUNDATIONS OF RESILIENT
CYBER-PHYSICAL SYSTEMS

9/6/2017



T e

*  OpenDSS, a steady state simulator is used to compute the results.

+  Algorithms used for attack and defense.

Algorithm 1 Algorithm for Finding Worst-Case Attack Algorithm 2 Algorithm for Finding the Defense

1
2
3

Input: G, Bs, Bp
Initialize: L, + 0,Tw + 0, 5w +— 0,Lg + 0
forp=1,...,Bg do
if S, == 0 then
S4 + Substation_comps(()
end if
else:
S4 + Substation_comps(Sy)
for all i € S do
S Sd(i)
To, Lm + Worst_Case_Attack(Gp, St, Bp)
if Ly > Ly then
L+ L,
Tw+To
Sw+1
if (Lg — Lw) == 0 then
break
end if
else:
Ly + Lu
end if
end for
end for

: return Sy, 1o, Loy

I: Input: G, Bs, Bp,Ds

2. Initialize: S); < 0, Sp + 0, L., + 100

3 Swo, Swi, Sws + Get_Attack(Gp, Bs, Bp,0,0)
& fori=1,...,Dg do

5 Ly + 100

6: if Sp! =0 then

7 Sws + Get_Attack(Gp, Bs,Bp,Sp,0)
8 end if

0 for all p € 5, do

10: Swos Swis Ssub + Get_ﬁttack{Gp, Bs,Bp,Sp,p)
11 if S,,; < Ly then

12: L}u — S

13: S;+p

14: end if

15: end for

16 Sp+ Spus,

17: end for

18: return Sp
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Defense vs. Attack

IEEE-14 Bus System: Attack Budget = 2
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IEEE-39 Bus System: Attack Budget =2
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x - Initial attacks

l delay

¥ - Stage1 Line Outages
15.86%

Ultimate Load
Loss: 15.867%
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+ Attack A(k) is launched at timestep k

* Define attack history as H (k) = {A(3)}Z}
+ F(H(k)) provides system state x(k), where F'(H (k)) is the network config

+ Worst-case attack:
T

A(1),.., A(T)I; (A(k), z(F))

s.t. a(k) = F(H(k))

> Ak < B
k=1

VK e{l,....,T}: A(k)nA(K) =0
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* Dynamic vs Static
* Dynamic attack results in more load loss

IEEE-39 Bus System IEEE-57 Bus System
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Time Analysis for Attacks Time Analysis for Defense
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