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 Smart grids are a result of advancement in technology.

 Potentially increases the surface for cyber-attacks.

 Dec. 2015 Ukraine blackout is an example of recent cyber-attack.

 Power systems consists of several substations.

 Substations have their own RTUs (Remote Terminal Units).

 Components in power systems can be remotely controlled through these 
RTUs.

 Attackers take advantage of technology advancements and compromise the 
RTUs to destabilize the system.

 Compromising all the substations is difficult because of the time and effort 
required by the attacker.

 Challenge is to identify the critical substations to attack and defend based on 
attacker and defender budgets.

Introduction
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 System:
 𝑈: set of buses, 𝐺: set of generators, 𝑇: set of transformers, 𝐿: set of loads, R: set of

transmission lines, P: set of protection assembly components (distance relays, over-
current relays and circuit breakers).

 Modeling substations

 Let S = {𝑆1 , . . . . . . . , 𝑆𝑚} be the substations.

 𝑆𝑖 ⊆ P, ∀ i є {1, . . . . , m}

 𝑖=1ڂ
𝑚 𝑆𝑖 = P

 Load loss function
 Loads are defined by 𝐿𝑖, 𝑤ℎ𝑒𝑟𝑒 𝑖 = 1 𝑡𝑜 𝑛, 𝑛 є ℕ

 Current flowing through each load is defined by:

𝐼𝑙, 𝑤ℎ𝑒𝑟𝑒 𝑙 = 1 𝑡𝑜 𝑛, 𝑛 є ℕ

 Load loss is calculated as:

𝐽 𝐴𝑃 = σ𝑖=1
𝑛 𝐿𝑖 , ∀ 𝐼𝑙 = 0

Power System Model
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 Attack Model: 

 First, attacker launches a cyber-attack on substations 𝑆′ ⊆ 𝑆.

 Then, attacker launches a cyber-attack 𝐴𝑃 on protection assemblies 𝑃′ ⊆ 𝑆′.

 Attacker has budget 𝐵𝑆 where |𝑆′| ≤ 𝐵𝑆 .

 Uniform, unit cost for attacking a substation.

 Attacker’s Goal:

 Goal of the attacker is to maximize the load loss
𝑎𝑟𝑔𝑚𝑎𝑥𝑆′ 𝑚𝑎𝑥𝑃′ ⊆ 𝑆′ 𝐽 𝐴𝑃

s.t. 𝑆′ ≤ 𝐵𝑆

Static Attack Model
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 Defense Model:

 Defender can protect the substations 𝐷𝑆 from cyber-attacks.

 Defender has a budget 𝐵𝐷 , where |𝐷𝑆| ≤ 𝐵𝐷 .

 Defender's Goal:

 Goal of the defender is to minimize the load loss

𝑎𝑟𝑔𝑚𝑖𝑛𝐷𝑆
𝑚𝑎𝑥𝑆′⊆𝑆−𝐷𝑆

𝑚𝑎𝑥𝑃′⊆𝑆′ 𝐽 𝐴𝑃

s.t. 𝐷𝑆 ≤ 𝐵𝐷

𝑆′ ≤ 𝐵𝑆

Static Defense Model
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 OpenDSS, a steady state simulator is used to compute the results.

 Algorithms used for attack and defense.

Simulator and Approach
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Results for Static Attack and Defense

 Defense vs. Attack
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Static Attack Scenario

Ultimate Load 
Loss: 15.86%

- Initial attacks

- Stage1 Line Outages 
15.86%

delay

http://icseg.iti.illinois.edu/ieee-39-bus-system/
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Dynamic Attack Scenario

Ultimate Load 
Loss: 42.78%

- Initial attacks

- Stage1 Line Outages + Stage1 attack

- Stage2 Line Outages
15.86%

- Stage3 Line Outages
42.78%

delay

delay

delay

http://icseg.iti.illinois.edu/ieee-39-bus-system/
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Dynamic Attack Model






 Worst-case attack:
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Dynamic vs Static Attack Results

 Dynamic vs Static

 Dynamic attack results in more load loss
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Static Attack and Defense Run Time


