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The Fourth Industrial Revolution for large-scale CPS: The Insurance

How to: measure, quantify, manage risks in large scale CPS

m Present:
m cyber risks assessment is largely expert opinion-based
m data is scarce
m insurance pricing is adhoc

m Future: IDS risk framework +— FORCES meeting, 06-2016
m Developing sound valuation theory for CPS risks (control theory; statistics)
m Taking into account strategic risk nature (game theory)

m Future: Foundations of insurance +— Today’s talk

m Insurance contracts for large scale CPS with IDS risks
m Effects on the magnitude of risk (microeconomic theory)
m Policies (mandated vs. best practices) (10, public policy)

Today’s talk:

Insurance contracts
for large scale cyber-(physical) systems with IDS
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m From Cyber Risks to Cyber-Physical Risks
[From Internet to Internet of Things]

Enhanced mobile broadband

Gigabytes in a second —| %

Smart home/building

3Dvideo, UHD screens

‘Work and play in the cloud
o=

Augmented reality

Industry automation

9 Mission critical application
= Self driving car
Future IMT
5 o
Massive machine type
communications

Ultra-reliable and low latency

communications

m World Economic Forum [WEF], World Economic Forum, Global Risk Reports, 2017

g—_) FORCES

FOUNDATIONS OF RESILIENT
GCYBER-PHYSICAL SYSTEM

DA


https://www.weforum.org/reports

[disruptions of labor market — social instability]

L e
Figure 3.1.3: Emerging Technclogies Perceived as Needing Better Govemance

prossnce of linked sensars

1
o
3y 2016,

A gradual disruption!? (oxymoron?)
Risk quantification and design of liability
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(incl. insurance evaluation of institutional changes and social insurance)
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The Fourth Industrial Revolution and large-scale CPS

m Transport (road, rail, waterways, airports)
m Energy (electricity, heat, fuel supply: gas, liquid and solid)

m Digital communications (fixed, mobile)
m Water (supply, waste water treatment, flood protection)

m MIT Forum and Infosys Risk Group, survey based wi iobal Risk survey, 06-2016
The nature of risk is changing [92.54 percent of companies]

CPS = IDS risks + disruptive technologies + insufficient governance —
an important question: how to design liability (risk sharing)
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https://news.mit.edu/2016/mit-forum-infosys-risk-group-release-risk-survey-findings-0606

Motivating example: auto-insurance of driverless cars

Today: Flat rate $2.5 min; Tomorrow: will depend on a vehicle and CIT

m vehicle features (+ internal CIT)
m vehicle interactions with external environment

m humans
m vehicles (multiple types: w/ human-driven, semi-automated and driverless)
m road (physical environment and conditions; traffic rules)

Implications of liability on technology
Google patent: Adhesive layer to protect pedestrians

FIG. 6A FIG. 6B
Photograph: United States Patent and Trademark Office [patent granted on 05-17-2016]
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Approximate U.S. premiums:®

$11.0 billion (assuming
35% annual growth)

Approximate global premiums:’
$85 billion

of-sale intrusions
ent card skimmers

AMERICAN ACADEMY OF ACTUARIES

Data: Contingencies Magazine, American Academy of Actuaries [Spring, 2016]

Verizon 2015 data breach investigations report

29.4%
25.1%
20.6%
15.3%
4.1%
3.9%
0.8%
0.7%
0.1%


http://www.contingenciesonline.com/contingenciesonline/jobseeker2016
https://msisac.cisecurity.org/whitepaper/documents/1.pdf

Data
2005
2008
2009
2010
2011
2012
2013
2014
2015
2020

: US gross cyber premiums (bln $)

[2.5] (“conservative" prediction)
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1.3

2

25-275
7 - 11 (prediction)

Betterley report 2010-2014, 2015, Marsh, Munich RE

[hopes for 2016]

... and emotions: 2010

Cyber risk is irreversible and geometrically
expanding in 2010.

Cyber Insurance would very soon become a
dominant instrument of risk transfer -
reinventing an insurance market to transform
from the physical to the virtual axes of risk.
World Economic forum, 2010
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http://betterley.com/samples/cpims15_nt.pdf
https://www.marsh.com/us/services/cyber-risk.html
https://www.munichre.com/HSB/cyber-insurance/index.html
https://www.weforum.org
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Game between P (insurer) & A (potential insuree)

V =(1-p)UW) +pU(W — D)

[no insurance « = (0,0)]
Contract o = (aq,a2)

V=(1-p)UW—aq1)+pUW—D+ay) [withinsurance x = (x1,a2) # (0,0)

state s = {d, n} (damage or no damage)
P prob. of an accident (damage D from an accident)
W agent’s wealth in state s

=W no damage
Wyg=W—-D damage D
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G offers a contract « = (aq,a2) to A
accepts « = (aq,a2)
or rejects (akaa = (0,0))
draws s from a dist. w/ known density
P & A observe s (d or n)
ayoffs
P&A H‘E and VA
I, =« ifs=n
P_ n 1
= {ns=—a2 it s=d

VA {U,,z U(W — ay)

ifs=n
Us=UW-D+uap) ifs=d
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Contract w = (aq, ap)

Hp_{l'ln=rx1 ifs=n VAZ{U"=U(W—“1)

Me=—a ifs—d Us = U(W - D +1z)

° = (1 — p)as — paz
VA {(1 - p)U(W) + pU(W — D) if uninsured, a = (0,0)
(1=p)UW —ay) +pU(W —D+az) ifa=(xq,a2) # (0,0)
Under perfect competition: I1” = 0, for any &, € (0, D)
(1—p)/p=waz/aq or wy =pay |actuarially fair contract]
Risk averse agent buys full coverage (2, = D). Same utility in both states (d, n):
VA=UW—-pD) and (a1,a2) = (pD, (1 —p)D)
Next: Two agent types; differ only by the prob. of an accident
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state s = {d, n} (damage or no damage) L

s
P prob. of an accident (damage D)
w agent's initial wealth
X random loss (damage); = L(or=D)
F dist. F(x, a)
f cont.density of F: f(x; a) on support [0, X]
a A s action (ex. effort to reduce loss x) [new]
v(a) V() <0;v/"(-) > 0 [new] cost of effort
u agent’s utility in state s; o/ (-) > 0; 4/ (-) < 0
11 insurer profit
v agent’s utility: 2 polar cases: separable Vsep & pecuniary Vpec
Vsep separable: V = u(w) — v(a) «— standard assumption
Vpec pecuniary: V = u(w — a)
r insurance premium =aq
1(x) coverage (if loss = x); /(x) < x =ap
I contract (r, /(x)) =a
wn w—r
wg w—r—x+I(x)
Assumptions

m Increase in effort a reduces loss in a sense of first order stochastic

dominance M"—a’;_ﬁl < 0; strictly positive if positive measure of a.

m concavity of F in a (for any x) 62—’;2’2"1) <0
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Optimal contract (r, or user

max V=

X
0= g fo o xs s aova
s.t. user IC and insurer IR (non-negative profit from offering contract (r, /(x)))
X
a = argmax {/u(w —r—x+1(x))f(x; a)dx — v(e)} [user IC].
0

User IC may have multiple solutions. Insurer IR:

r— [ 1(x)f(x;a)dx >0
/

[insurer IR].
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Proposition

Remark

The individual's share of loss is non-decreasing in the size of the loss
x — I(x) is non-decreasing in x (because u'(x) is strictly decreasing)

Less than full coverage is optimal with MH = deductible is required.
Terminology

x — I(x) = individual’'s share of loss = coinsurance = deductible

DA



MH: the channels: reducing loss vs prob. of loss |

Two channels:

m reducing prob. occurrence of each realization x,

m reducing the amount of loss x, while keeping the dist. of prob.of losses
constant. (exogenous prob. of loss) ex. earthquake

Ehrlich & Becker 1972 terminology:

| Self pI’OteCtion = reducing prOb. Of an aCCident <— standard in cyber security papers
(ex. dangerous driving (speeding)),

m self insurance = reducing the amount of loss; the prob. of loss is fixed
exogenously (ex. earthquake, electricity blackout (customers))

Arnott & Stiglitz 1991 - example of (i);
Reduction of prob. of an accident and optimal deductible [used in majority of
cyber insurance papers]

) L
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Conventional vs cyber: the case of self protection

max

(ri(x).a

r—pj(aj,a_;)I(r) > 0. [insurerIR]
Simplification to a known fixed loss x = L, but make prob. of loss
interdependent: p; = p(a;, a_;) := B(sj,s_j)

Reminder: Standard case of modeling the reduction of prob. of an incident
(self-protection): User objective is max ; j(x)),a V

{(1 —(pg—a))uw—r)+ (py — a)/u(w— r—x+1(x))f(x)dx — v(a)} .
0
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ith insurance, user objective is max,

(ri(r)),si

max {(1—B(sj,s_;))u(w—r)+B(s;,s_j)u(w—r—L+1(r)) —h(s;)}
s.t. insured IC and insurer IR

r—B(sj,s_j)I(r) > 0.
In IDS case:

[insurer IR]

B,'(S1'...Sn) =1 _Si+Silfé['{q(1 - SI)} .
j#i

Bi:1_3i+siqn{(1 - 85—

(1)
(1-si)
— 2
0 )
where g, := q(n)n and 5 denotes average network security:
1 n
5= — Sj.
n =
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Competitive contracts: the definition |

Each insurer offers a single contract in a class of admissible contracts, or
does nothing. A Nash eq = a set of admissible contracts s.t.:
m all contracts at least break even

m given incumbent-insurer contracts, no contract by an entrant-insurer will
make a strictly positive profit

m given the set of existing offered contracts, no incumbent can increase his
profits by altering his offered contract

Such contracts are called competitive because
m entry and exit are free
m no barrier to entry
m no scale economies are present

Following Rothschild-Stiglitz (1976): individual insurer cannon affect the aggregates;
thus, each insurer takes network security as given.
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offers a contract a = (a1, a2) to A

‘ accepts « =

(a1, a2)
or rejects (aka « = (0, 0)); invests in security

draws s from a dist. w/ (computable) density
P & A observe s (d or n)

gayoffs
I1° and VA

First (ex ante), network nodes (players) observe all contracts offered by cyber insurers;

second, each node chooses which contract to accept (if any); third (ex post), the nodes
choose their security level(s), (in both cases, with cyber contract or without). Contracts
include a stipulation prohibiting to buy extra cyber insurance
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Notation

pc:=rLe:=1(r)—r.
Let there exist some offered contract (o, L¢).
Proposition

For a given network security 3, and contract (p¢, L¢), with Le > 0, individual
optimum s = st (8, pc, L) is strictly lower than his optimal security
s =5%(5,0,0) with L = 0 (no insurance):

s'(3 pe, L) < s7(3,0,0).
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Step 2: Properties of contracts viable for the insurers

Zero profit condition [given network security 3]:
pc = pc(S,‘, g, Lc) = B,‘(S,‘, E)LC,

Proposition
From user optimality, for any given network security s, and in symmetric
equilibrium (identical), there exists a unique corresponding viable contract

(pe. Le) = (pL(s), LL(s)), and the derivatives dsc and dpc are negative.

t / /
% — [R + AC1B LC] < O, (3)
as BAgy — U (W —pe— L+ Le)
and . t
dP / aL /
s =B'L; +Bd— and B" < 0. (4)
C FORCES




mgx{B~U(W—L—pc-|-Lc)+(1 —B)-UW —pc) —h(s)}.

From (3) or (4), and player optima: in eq., connect L; and s

[BAct + U'(W —pc — L+ Le)]  sqR— BAB'Lo

[BAgt — U(W —po— L+ Lg)] B[R +AqBL
where R, B, pc and p¢ are:

N AC))
P fat s

B=[1-s(1-q) - (s%q].

Pc = BLc,

Aot i= [U (W —pg— (L—Lg)) — U (W —pg)] > 0.

P —
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Summary: Game theoretic framework

m Cyber-(physical) Insurance contracts

player choices are continuous

m large scale IDS risks

m strategic security investments

m in the presence of moral hazard and adverse selection

m Novelty:

analytical solution for optimal contracts

modest requirements on data (aggregate data is sufficient for players)
tools to evaluate effects of different technologies

tools to evaluate policies

ready for applications in concrete CPS environments
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Academic outlook on cyber-risks and cyber-insurance

CYBERSPACE

POPULATION: 700,000,000 AND GROWING
. .

2010
Google

CANPAGN MINED /
s IR 2012
HUMAN RIGHTS JECRETIE TR
WERICHS WAL Y ORGANSATIONS B vt &
WA COLEEE i HACKEDAFTER

THEWORLD BANK RURNING CRITICA
moorkers N INVESTIGHTION

Open questions

m Risk metrics: a hard question

m Data: scant and unreliable
Technology advancement = [market is
not in steady state]

m Adverse Selection: Lemon market
(aka missing market) [econ jargon]

m Moral Hazard: difficulties with
deductible

ex. prob. evals are expert based; Global Risks Report 2016
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https://www.weforum.org/reports/the-global-risks-report-2016/
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Players (dominant + fringe)
AIG || Munuch RE Group || Lloyd’s || Marsh || Beazley Group|| + 60+
Recent events

m UK govt'2015: World cyber-insurance center

m Marsh’2016: Cyber ECHO (capita

m Lloyd’s’2016: Standards (core data requirements for cyber-insurance]

m Beazley & Munich RE’2016: Alliance (eyber and data breach insurance]

Treading (dangerous) waters?
From healthcare & mortgage risks to cyber risks?

Cyber-Insurance market is demand driven (lemon issues unresolved(?))

Cyber-Insurance is (almost) here
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http://www.aig.com/business/insurance/cyber-insurance
https://www.munichre.com/HSB/cyber-insurance/index.html
http://www.lloyds.com/news-and-insight/news-and-features/emerging-risk/emerging-risk-2015/a-quick-guide-to-cyber-risk
https://www.marsh.com/us/services/cyber-risk.html
https://www.beazley.com/specialty_lines/professional_liability/tmb.html
https://www.gov.uk/government/news/cyber-security-insurance-new-steps-to-make-uk-world-centre
http://www.insurancejournal.com/news/international/2016/01/27/396511.htm
https://www.lloyds.com/news-and-insight/press-centre/press-releases/2016/01/lloyds-leads-development-of-core-data-requirements-for-cyber-insurance
https://www.beazley.com/news/news/beazley_and_munich_re_to_offer_enterprise-wide_cyber_.html

