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Provenance capture at Process level

Provenance capture at Operation level

Easy tracking of data dependence and usage
Efficient filter, summarization or compression of provenance graph

Proposed Provenance Model _
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Controls whether and how other actors may utilize process, <policy ID=1> Controls the <policy ID=1>
operation and communication records <domain> konark </domain - capture and storage of provenance records <domain> konark </domain>
<target> - user queries and views of provenance

<obligations>
<obligation>

<operation> inform the actor </operation>
<temporal constraint> 10 days </temporal constraint>
<fulfill on> access </fulfill on>

</obligation>
</obligations>

<subject> anyuser </subject>

<record> process </record>

<restriction> anyuser.role == professor AND
process.timestamp < 1.1.2011

</restriction>

</target>
<condition> system.machineid == hector
AND purpose == research
</condition>
<effect> necessary permit </effect>
</policy>

<effects>
<effect>

<record> operation </record>
< action> include </action>

</effect>
</effects>

<actor ID> 3 </actor ID>
<target>
<subject> actor </subject>
<restriction> actor.role == student AND
process.Executable ID == 2A1
</restriction>

</target>
<condition> system.machineid == hector
</condition>
<effects> ... ... </effects>
</policy>

Fundamental Queries

e Retrieve the commands in a particular manipulation
e Remove commands before/after a specified time

e Find the ancestors of a given data object
e Find the data objects that are the results of a flow pattern

e Compress or summarize the provenance graph

e Generate the sequences of processes in a workflow
e Find all the operations to a process

e Implementation of the provenance model

e Utilization of the model in real world data processing systems

e |[nvestigating how to link multiple provenance of different granularities




