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Problems Addressed:
▷ Need to Protect Big Data Against Cyber Attacks

○ Big Data is critical for many organizations
○ New cyber attacks against big data storage systems 

▷ Need to Comply with New Regulations

○ E.g., EU  General Data Protection Directive

▷ No simple and effective way to protect big data while complying 
with regulations across multiple databases

Broader Impacts:
• Transitioning to practice by creating a practical big data 

firewall.
• During our project, we identified important security 

vulnerabilities in existing NoSQL databases and 
reported those vulnerabilities.

• Students who participated in the project to learned 
both big data analytics and cybersecurity related 
techniques.

• Research results are disseminated in many different 
forums and publications. Award ID#:

Proposed Solution:

A data firewall to protect sensitive data against 
cyberattacks and comply with regulations:
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