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EAGER: A Framework For Economical
Cyber Security Inspection and Assurance

Innovative Vulnerability Scanning & Patching Framework

POMDP-Directed Inspection

Old attempts at complete inspections
mostly failed because hosts were turned off

TABLE 2 Counts of transitions from a major university for Linux hosts under four actions (a) Auto-patching, @) Research-
Accept, (c) Research-compensate and @ Remediation

(= Auto-patching iy Research-Acce pt
From\to Low  Medium  High  Critical Fromito Low Medium High Critical
1.00
Low 16075 1404 35 15 Low 1073 4 0 0 . |
Medium 412 127519 756 59 Medium 463 610 4 0 . |
High 0 412 127519 815 High 34 429 610 4 hd
Critical 0 0 412 128334 Critical 8 53 18 799
0.75+4
e Research-compensate ) Remediation 8
From\to Low Medium High Critical From\to Low Medium High Critical g)_ U-in
Low 1077 0 0 0 Low 100 100 0 0 :‘) 0.504
Medium 1077 0 0 0 Medium 100 100 0 0 2 0-145
High 34 1043 4 0 High 100 100 0 0 2 0.358
Critical 8 53 817 0 Critical 100 100 0 0 0%) *
2
0 0.25
TABLE 3 Estimated transition probabilities from a major university for Linux hosts under four actions (a) Auto-patching. @)
Research-Accept, (c) Research-compensate and @) Remediation
(ay Auto-patching iy Research-Accept
0.00+1
From\to  Low  Medium High  Critical From\to Low  Medium  High  Critical 1 ! 1
Linux Other OS Windows
Low 0.9171 0.0801 00020 0.0009 Low 0.9963  0.0037 0.0000 0.0000 Operating Systems
Medium 0.0032 0.9905 00059 0.0005 Medium 04299 0.5664 0.0037 0.0000
High  0.0000 0.0032 09905 0.0063 High 0.0316  0.3983 0.5664 0.0037 Restricted B FALSE B TRUE
Critical 0.0000  0.0000 00032 0.9968 Critical  0.0091 0.0604 0.0205 0.9100
(@ Research-compensate @ Remediation
From\to  Low  Medium High  Critical Fromito  Low  Medium  High  Critical
Low 1.0000  0.0000 00000 0.0000 Low 0.5000  0.5000 0.0000 0.0000
Medium 1.0000  0.0000 0.0000 0.0000 Medium 0.5000  0.5000  0.0000 0.0000
High  0.0315 09648 0.0037 0.0000 High 0.5000  0.5000  0.0000 0.0000
Critical 0.0091 0.0604 09305 0.0000 Critical 0.5000 0.5000 0.0000 0.0000
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Error rate of scanning

Liu, E., T. T. Allen, and S. Roychowdhury (in press). Cyber Vulnerability Maintenance Policies That
Address the Incomplete Nature of Inspection. Applied Stochastic Models in Business & Industry.

Twitter-Enabled Super-Critical Vulnerability Early Warnings

Data Collection Data Process Models
— Data Collection ] || Modes —
' 3 ' . i ]
Local IDS R Inmdfants Time
Series Data J
\, J \,
4 3\ ' 3 v
Twitter .
Search API Twitter Data Counts-based Tweets Cyber Incidents
\ / \ / Time Series Data Prediction Model
SR
—»{ CVE Details b
\ ) Tweets-based E.
Merged Data Vulns Prioritization List 5
4 A -
Web-based ] . g
j=%
Crawler J ExploitDB 2
\ J
Vulns-based Vulnerability
uins-pase ulnera
¥ Zero-dayDB Integrated Data Classification Model
|
Counts of Incidents (6H) Counts of Incidents (12H) Counts of Incidents (Day)
Tweets About
Vulnerabilities 0 }.,4,,4 Ui
Correspond _ N _
Counts of tweets about exploited vulnerabilities (6H) Counts of tweets about exploited vulnerabilities (12H) Counts of tweets about exploited vulnerabilities (Day)
Closely with -

Compromised Hosts
Locally

400

200 )

0

Jan  Apr  Jul Ot Jan  Apr  Jul Oct Jan Apr  Jul Ot Jam  Apr  Jul  Oct Jan  Apr  Jul  Oct  Jan  Apr uo Oct
2014 2015 2014 2015 2014 2015

Key Personnel: Helen Patton, Robert Pardee, Christopher Hartley
Graduate Students: Enhao Liu (Ph.D. Candidate, ISE)
Mehdi Mashayekhi (Ph.D. Candidate, ISE)

Optimal Trees & Inspection Framework

Optimal Trees with
Incomplete Data

Statistical Sampling For
Marginal Leaves Before
Actions

. L;:_’Nr—th—ﬂ(l—Ck.f)s k=1,..., K, VIETL,
Authentications
L; EN;—NRI‘I'”C'};;, k=1,..., K, VteT,
L, >0, VieT, , 1 |
n
] Two Logins
Nt = — Z(l + Yik)zie, k=1,..., K, VteTL, within 5 Normal Logins
2 i1 minutes
n 1 1

=Yz, VieT, ! ' ! '

i=1 A Foreign Country %' TOR A FaSt_Out—Gomg @ Normal
emails

K

ZtTkr =1, VteTL,

k=1
T .

a,xi >b—(1—2zip), i=1,....n, Yt e€Tp, Yme Ag(t). . .
mt = " b 2(¢) Some Authentication
Events Signal that
Accounts Should Be

zis <l;, VteTL, Blocked
n Others Suggest Further

D2t = Nuinle, V1 € TL. Inspections are Needed
=1

aL(x; +€)<bi+ (I +émax)(l —2zis), i =1,....n, Yt €Tp, VmeA

E,Zfl=la "'-=le'*'1”1

teTy

Building on Bertsimas and Dunn (2017)

Inspect n,
d, = #Nonconforming

Double Sampling Can

Word cloud of tweets mentioning CVE-2014-0160
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Time to update all The OpenSSL "heartbleed"” Bugs like CVE-2014-0160 "If you need strong Incid ents
OpenSSL 1.0.1 to 1.0.1g to vulnerability: This page has are why you should never anonymity or privacy..
fix CVE-2014-0160: extensive information on use SSL/TLS on production might want to stay away Detected
http://t.co/JimiMiuoPG CVE-2014-0160, an web servers. from the Internet entirely

information d... for the next few days"

http://t.co/KvwO3tdela https:/t.co/RInVQOXde
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Software Implementations Python and R
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