A Key Update Scheme for Side-Channel Attack Mitigation
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Abstract: In contrast to other attack models, the side-channel attack (SCA) utilizes various physical parameters to steal secret information non-invasively. As two typical representatives of Side-Channel
Attack (SCA), power analysis attack and electromagnetic attack show a very high efficiency to extract cryptographic keys and other secret information from hardware devices. By applying the key update
scheme which is presented in this DEMO, the risk of side-channel attacks based on power analysis and EM analysis can be reduced significantly.
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Side-Channel Attack

® In contrast to other attack models, the side-channel Cryptographic device
attack (SCA) utilizes various physical parameters to steal,

such as power consumption, EM radiation, time delay [2] ! { Control

and sound. Cyphertexts

® Extract secret information using leaked physical
information based on the truth that the variation of
leaked physical parameters is correlated to different
operations executed on the hardware device during the
run-time.
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Fig.5: Setup of EM Capture Fig.6: EM Trace of AES Encryption

® Passive & non-invasive attack: The attacker only passively

observes and utilizes leaked information and doesn’t Fig.2: Attack process of Power/EM analysis. ]
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A more efficient attack which uses hamming weight to build the model and Pearson coefficient to
evaluate the correlation between the hypothetical model and the actual power/EM traces [3]:
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1. Collect Power/EM traces of the first/last round of AES-128 during the execution of the
encryption process.
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2. Build the leakage model. Most of the energy is consumed by the operation of SubBytes [4], sO
the output of the S-Box is the point to check the guessed value of the key.
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3. Key guessing. The original key is divided into 16 bytes. For each subkey, guess every possible
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In this work, two variables are the hypothetical value and the actual power/EM trace, so the

Pearson correlation coefficient Cis applied in this way: Least needed EM traces for a successful CEMA

attack on the first subkey (2B) of AES-128: = 15000
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Fig.9: The result of CPA attack on the first subkey after > 30000 (Fig.9)
applying the key update scheme
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