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A	new	risk-limiting	audit	for	real	elections,	the	Round-by-Round	RLA
• implemented	in	software	for	use	in	pilots	in	this	year’s	elections
• likelihood	of	being	more	widely	used	in	2020
• reduces	average	number	of	ballots	examined	by	about	25%	or	more.

• Security	recommendation:	audit	election	paper	trail	to	ensure	the	
reported	winner	really	won.	

• Use	a	risk-limiting	audit	(RLA).	
– The	risk of	an	audit	is:

Pr[election	passes	audit	|	election	is	incorrect]
– Type	I	error	in	a	binary	hypothesis	test,	where	the	null	hypothesis	

is	that	the	election	outcome	is	incorrect.	
– Risk-limiting	audits	guarantee	the	risk	is	lower	than	a	pre-specified	

bound,	the	risk	limit,	independent	of	the	underlying	election	
• If	election	does	not	pass	audit,	do	a	full	hand	count.	
• Stark’s	BRAVO RLA [1]:	used	in	governmental	elections.	
• Vora’s Bayesian	RLA	[2],	unifies	the	frameworks	of	BRAVO and	Rivest’s
Bayesian	audits	[3];	the	latter	are	not	always	RLAs.	

• Existing	theoretical	audits	assume:	
- Auditor	samples	ballot-by-ballot
- Audit	software	determines	whether	the	audit	should	stop	after	
each	ballot	draw.		

• In	practice,	however:	
- Ballots	are	drawn	in	rounds—say,	200	ballots,	then	400,	etc.
- Audit	software	uses	same	rules	as	for	ballot-by-ballot	decisions,	
but	takes	them	round-by-round.	

- Should	use	different	rules	because	more	information	available	at	
the	time	of	the	decision.	

• But	ballot-by-ballot	stopping	rules	continue	to	be	used.	
• Current	audits	are	too	conservative:	do	not	fully	utilize	the	risk	budget.

Background	and	Related	Work

Computation	of	the	Round-by-Round	RLA

Procedure	for	the	Round-by-Round	Risk-Limiting	Audit Stopping	Probabilities	Comparison

The	stopping	probability	of	an	RLA is	the	probability	that	it	stops	and	
certifies	a	correctly	called election.	High	stopping	probabilities,	for	a	
fixed	risk	limit,	are	indicative	of	an	efficient	audit.
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1. Before	the	audit	begins,	determine	a	round	schedule	and	a	risk	
schedule.	

2. Conduct	the	first	round:	draw	the	number	of	ballots	dictated	by	the	
round	schedule.	

3. Check	against	the	audit	software,	that	is,	if	the	auditor	received	≥	k+	
ballots	for	the	reported	winner.	

a. If	so,	the	audit	stops,	and	the	reported	outcome	is	certified.	
b. If	not,	proceed	to	the	next	round	and	repeat	steps	2.	and	3.	
Do	not	replace	the	ballots	that	were	drawn.

4. If	all	rounds	have	been	completed	and	the	audit	did	not	stop,	
perform	a	full	hand	count	of	the	ballots	in	the	election.	(Failure	to	do	
so	means	that	the	audit	will	not	reach	its	stated	risk	limit.)

Handling	Invalid	Ballots
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Notation

• During	a	2-candidate	election	audit,	we	find	invalid	ballots:	ballots	
not	clearly	marked	for	exactly	one	of	the	candidates.	

• Traditional	RLAs	do	not utilize	the	information	gained	when	such	
ballots	are	found.

• The	Round-by-Round	RLA	can	incorporate	these	into	the	stopping	
rule	calculation	while	remaining	risk-limiting.	

• In	some	cases,	this	may	produce	a	more	efficient	audit.	

Compute	the	Round-by-Round	RLA	with	invalid	ballots	as	follows:
1. Take	!"# $ % = !"# $ − !( and	)% = ) − !(
2. Perform	audit	calculations	with	!"#($)′ and	)′
3. Maintain	)% and	!"#($)′ as	new	) and	!"#($) for	computation	of	
successive	rounds

Average	Number	of	Ballots	Examined

Note: N: 100,000, Risk-limit: 5%

Note: N: 100,000, Risk-limit: 5%
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Different	risk	schedules	lead	to	different	averages	of	number	of	
ballots	examined.	
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