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Background and Motivation

• To develop a modeling framework that quantifies the impacts of cyber

attacks on wide-area control and monitoring applications of the power grid

• To provide a scientific foundation and develop system resiliency against

attacks

• Modern power grid is a highly automated cyber-physical system afflicted by

instability and uncertainty from network interaction and attacks.

• New analysis tools required to monitor and maintain system performance,

detect and mitigate vulnerability to faults and attacks.
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Schematic of cyber-physical security framework

Correlated Attacks on Network Systems: Modeling, Analysis, and 

Mitigation

Goals:

Vulnerability Analysis and Mitigation of Attacks on Phasor 

Measurement Units for Wide Area Monitoring and Control

• Discovered systematic analytical and computational framework to analyze

vulnerability of power network to data integrity attacks on Phasor

Measurement Units used for wide area monitoring and control.
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Inter area oscillating generators in WSCC 9 bus system

• Data from PMUs is used in

feedback loop for wide area

control of interarea oscillation.

• Data integrity attacks on PMU is

modeled as stochastic

multiplicative uncertainty.

• Framework can be used to identify most critical PMU measurement for

feedback control that can tolerate least amount of uncertainty.

• Analytical and computational framework based on Linear Matrix Inequalities

for the design of controller robust to data integrity attacks on PMU.

• Implemented the developed framework for the suppression of inter-area

oscillations in WSCC nine bus system.

• Discovered systematic analytical and computational framework for

modeling analysis and mitigation of correlated attacks in network dynamical

system.

• Correlated attacks on network dynamical system is modeled as stochastic

correlated uncertainties.

• Framework can be used to analyze the impact of spatially correlated

attacks on PMUs or spatially coordinated link failure attacks on

communication network or transmission lines in power system.

• Spectral radius based

condition for stability of

network system.

-Spectral radius,

-Covariance matrix,

- Nominal system.

Generators frequency with noise corrupted 

PMU measurement in wide area control

Generators frequency with noise corrupted 

PMU measurement with attack resilient wide area 

control

Rank ordering PMU measurements in order of 

their criticality to maintain network stability

Wide Area Monitoring, Protection and Control (WAMPAC)

A) Online Detection of Cyber Attacks in Power 

System State Estimation 

Model-based Anomaly Detection 

• Uses information independent from SCADA 

measurements to detect anomalies.

• Leverages Load Forecast information, 

Generation Schedules and available PMU 

measurement data.

• Performs statistical characterization to detect 

measurement anomalies.

Simulation Results
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B) Cyber-Physical Risk Modeling and Mitigation 

using a Game- theoretic approach

Simple Case StudyGame-theoretic Framework

• Another attack vector is to create faults at loads to induce voltage instability.

• Detecting and controlling the instability in real-time is possible using the LE.

• Positive (negative) LE captures instability (stability) of the system.

• Heavy Induction Motor (IM) loads cause a different kind of voltage problem.

• FIDVR is a slow phenomenon (~15s) and cannot be detected by LE.

• FIDVR does not cause instability but has large impacts on load performance.

• NERC/WECC have pass/fail criteria to characterize the voltage recovery, but 

no quantification of the severity level of the deviation from standard.

• LE is modified by using a Reference voltage waveform to quantify deviation.

Fault Induced Delayed Voltage Recovery (FIDVR)

monitoring using Lyapunov Exponent (LE)

Simulation Results – Voltage Recovery in 162 Bus System After Fault

Stalling of IM 

after fault 

causes delay in 

voltage recovery
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LE evolution for IM loads 

with and without Reference

Voltage (green) for IM loads 

along with Reference (blue)

LE without Reference 

is negative (FIDVR  

not detected)

FIDVR 

observed 

with IM Load 

around 30% 

of total load

LE with Reference 

goes positive 

(FIDVR detected 

and quantified in 

Real-Time)
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• Optimization-based framework for synthesis of controller robust to correlated

attacks.

• WSCC 9 bus system, two PMU measurements

corrupted simultaneously.

• Covariance matrix
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