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Developed a realistic software simulation platform of the
Energy Management System (EMS)

Evaluated credible cyber-threats using the platform
Developed and integrated machine learning-based
anomalous load data detector
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Findings

» Spoofed measurement data can (in principle) lead to bad
dispatch, making system less resilient than it appears

* Optimization approach to find worst-case attacks, evaluate
system vulnerability

*» Data-driven load anomaly detection approach to detect
attacks

* Systems operating conservatively are less vulnerable to
cyber-attacks



