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(1) Abstract

In this project we propose and implement a novel, acoustic side-
channel attack methodology on DNA synthesizers to steal the
type and order of the bases which are synthesized. We tested our
attack model against one of the most commercially used DNA
synthesizers and showed that ignoring such a confidentiality
vulnerability can lead to the theft of intellectual property and

significant financial losses.
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(2) Overview
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 DNA Synthesizer: Builds custom sequences of
oligonucleotides (short strand of DNA) using the
nucleotide bases: Adenine (A), Guanine (G), Cytosine (C)
and Thymine (T).

« Use Cases: Crop optimization, drug discovery, medical

treatment, data storage, etc.

- Traditional Security Concern: Misuse of this

technology for bioterrorism.

* Our Security Concern: Confidentiality of synthesized

DNA sequences.s

« Key Observations: Solenoid valves and fluid pipes
(which generate acoustic noise) are located in asymmetric

spatial locations inside the machine.
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(4) Attack Methodology
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errors in predictions.

(7) Broader Impact

« This work raises awareness among the bioengineering community to consider the possibility of a new set of attacks against

the confidentiality of DNA synthesizers.
« Similar attack methods could potentially be used to breach the confidentiality of other information sensitive bioCPS tools.

« We show the potential for a government agency to non-intrusively monitor the synthesis of DNA by malicious parties to

prevent large scale bioterrorist attacks.
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