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ASTERS Broader Impacts

• More than 110 active shooter incidents across the

country since 1982

• Individuals facing active shooters are provided

vague guidance like generalized directives such as

the “Run-Hide-Fight” protocol

• Project will integrate sensors, communication, and

control algorithms to provide lifesaving information

in real time

Active Shooter Tracking and Evacuation Routing for Survival (ASTERS)

• Autonomy – Through development of novel autonomous methods for shooter position

estimation, identification, re-identification and tracking,

• Control and Optimization – Through solving an optimized network flow problem on a

nonstationary graph with human-factor constraints

• Human-in-the-loop – Through inclusion of human-factors in the control problem

specification, design process as well as an integrated part of the cyber-physical system.

• Benefits of enabling “smart safety

systems” will provide potentially life-

saving information to vulnerable people

• Impacts students and stakeholders

through education and computing

outreach, a part of experimentation and

evaluation of ASTERS.

Award ID#: 1932505

• Multi-modal identification and tracking through non-

invasive acoustic sensors and cameras

• Research focus on the challenges of developing

algorithms for localization and tracking

• Dynamic response plan to guide

evacuees along a set of near-term

routes to destinations

• Accounts for capacity along routes

and at destinations

• Maximize safety and minimize time

exposed to danger for all evacuees

• Iterate and refine the design of a

communication system to provide the

optimal egress routes

• Provide optimal information to first

responders on the scene

• Take into account behavioral 

tendencies of varying sized groups

• Training of shooter tracking algorithms

with experimentation for audio and video

learning

• Virtual reality aided assessment of

evacuation in active shooter scenarios

• Controlled experimentation in academic

buildings testing communications or

tracking methods.
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not particularly useful for a complex 
supervised multimodal learning 
framework such as gunman 
identification. Active shooter 
detection has received relatively low 
attention when it comes to 
supervised datasets for identification 
and tracking, possibly because it is a 
more challenging problem. 
Compared to popular problems like 
face tracking, gunman tracking from 
audio/video is not well explored 
with only a few studies [8, 16] that 
focus on special cases of gun 
detection and do not focus on 
identification in a variety of 
environments.  

Preliminary work/state of the art: 
Detection of gunshots has received 
attention starting from around 1995. 
In [17], a method based on sound amplitude response detection has been proposed for detecting gunshots. 
Based on a set threshold of detected sound amplitude, the algorithm tries to match the consequent 
observed amplitude with a predetermined signature (amplitude decay profile). Concealed Weapon 
detection (CWD) using a fusion of infrared and visual images has been studied in [18]. G. Valenzise et. 
al. in [19], considers the case of scream and gunshot localization using audio surveillance systems. Tiwari 
et. al. in [20], develop a vision-based algorithm that first performs a color based segmentation using k-
nearest neighbors and then uses Harris interest point detector and Fast Retina Keypoint (FREAK) to locate 
guns in images. A shooter localization technique based on gunshot Shockwave (SW) and Muzzle Blast 
(MB) event time and Direction of Arrival (DOA) information has been presented in [21]. A distributed 
network of microphone arrays has been used in [22] for detection of gunshots, as well as a mathematical 
model for detection of gunshots have been presented. Aside from just detection, a method for tracking 
target acoustic source has been presented in [23]. Automatic weapon detection in videos has been explored 
in [24], while automated handgun detection using convolutional neural network based Faster-RCNN [25] 
has shown promising results in [8]. In most cases we see that a combined fusion algorithm exploiting 
benefits from both microphone sensor array and visual images for accurate detection and tracking has not 
been explored. A closely related use case is demonstrated in the work of Theodoros Giannakopoulos et. 
al. [26], where the authors try to detect violent scenes in videos.  
Technical approach:  
Task I - Digital Data Synthesis: The first step of developing the machine learning framework would be 
to create an annotated data set that sufficiently represents the variety of different situations. The amount 
of data required to properly train a machine learning algorithm to identify and re-identify the same subject 
and detect objects of interest such as handguns or long rifles which have been partially occluded presents 
a serious design challenge to any algorithm for early shooter detection. It is infeasible to generate or 
capture the different camera angles, levels of occlusion, distance to subject, etc. from labeled real-world 
data. Therefore, we propose to leverage virtual reality to create a set of reasonable approximations for 
camera images using the replay system built into Unreal Engine 4, which lets us collect a “.demo” file in 
real time using lightweight software This recording (kiloBytes/minute size), in turn, may be accessed to 
generate a fully rendered 3D model of the environment (Gigabytes of image data) at each time instant of 
the initial simulation including all characters and objects therein.  

  

 
Fig. 4:Identification/Re-Identification framework 

 10 

lexicographical minimum cost dynamic flow problem. For each arc (1, 2) ∈ / and for B = 0,… , @ a vector 
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is the cost value for each priority level 7 = 1,… , D. Here the function R maps the nodes and arcs into a 
cost based on how much of a risk they pose and the time spent in those states. / high cost V is ascribed 
to prevent evacuees to move from low priority regions to regions with high priority. The optimization will 
be set up as follows: 
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The optimization constraints are given by initial conditions at the nodes, edge capacity and node capacity 
bounds and will be solved using the concept of lexicographically shortest augmenting path. Instead of 

setting @ as an upper bound on the evacuation time, for this problem, @ will be set as the planning horizon 
dictated by the possible movement of the shooter. In the context of Fig. 3, the shooter will need at least 
20 seconds (moving quickly) to move into Hall mE, which would change all the costs (due to the new  

vantage point the shooter can potentially shoot from). Twenty seconds, though short, may be enough time 
to move out of a glass walled conference room and into a well shielded room next door down. As locations 
further away are considered (e.g. different floors) planning over larger time horizons may be possible. 

Preliminary Results: A set of numerical experiments using the Markov Decision Process-based 
reasoning for the occupants of a simple building (illustrated in Fig. 7a) shows some interesting trends. 
The average time to exit first decreases with increased herding tendencies, but becomes detrimental when 
congestion disrupts smooth egress due to very high herding levels. 

R3: Participatory design of user experience, cognitive engineering, and social psychology 
The output of Research Thrust R1 provides an estimate of the shooter position in real time.  The flow 
optimization algorithm in Research Thrust R2 returns a complete description of the optimal flow of people 
in each location at each time instant. In R3, the team will iterate and refine the design of a communication 
system to recommend the optimal egress routes for students and educators, as well as optimal information 
for law enforcement. For these users in this context, previous cognitive engineering research is highly 
relevant from two domains: decision making under stress, e.g., from pilots or warfighters during crisis 
[86] and trust in automated systems [87]. Methods from these fields such as Cognitive Work Analysis 
(CWA), measures of cognitive load, and measures of situational awareness will enable the research team 
to design prototypes informed by previous research as well as ISO 9241 usability standards. However, 

(a)  
(b)  (c) 

Fig. 7: Preliminary work by PI Chakraborty showing (a) A simple building layout with 2 large auditoriums, 
corridors and 2 exits. A Finite State Automata showing the states and actions is overlaid; (b)  The routing network 
corresponding to the layout (c) Dependence of egress time on herding tendencies shown in a parametric study of 
evacuee’s routing decisions modeled as Markov Decision Processes  
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• Provide prior access to PIs to the building where the active shooter drill will be carried out. The 
building will be instrumented with cameras, microphones and computers 

• Help in the evaluation of the performance of the ‘active response system’ by incorporating it in the 
police operational procedure. 

Center Point - Urbana School District, IA and Fountain City United Methodist Church Preschool, 
TN. They will 

• Serve as an advisor representing educational stakeholders; and 
• Be willing to participate in individual or group feedback on software design or application. 
• Be willing to consider participating in a simulation after software has been tested. 

Employees from The Boeing Company’s security projects. They will 
• Serve as advisors regarding current trends in the security industry and participate in up to two focus 

groups per year to give feedback on our software design or application. 

1.3 Education and Outreach Plan: 
E1: Dissemination, engagement outreach 
E1.1: High School Introduction to Technology and Engineering Science (HITES): The Office of  
 Diversity Programs (ODP) in the College of Engineering at UT is dedicated to providing recruitment and 
retention initiatives for members of underrepresented groups pursuing degrees in engineering. The PI has 
built a strong collaborative relationship with this office (see letter from Director Travis Griffin and Fig. 
10a and d) by vitally contributing to the annual HITES summer 
outreach program. This program invites a diverse (see Fig. 11 for 
the 2016 HITES group ethnicity and gender background) local 
group of approximately 50 rising twelfth grade students with 
demonstrated interests in math and science to explore engineering 
research and campus life at UT. During the week-long experience, 
the PIs’ lab works directly with a group of four students for 4 hours 
per day in which they complete a specific mini-research/design 
project. Over the project award period, the PI will continue his 
partnership with ODP and increase his contribution by hosting 
multiple project groups. 
Evaluation plan: The impact of the HITES program is systematically assessed by ODP using pre- and 
post- program surveys of participants’ opinions and intentions regarding pursuit of engineering-related 
careers. Longer-term data is also gathered on rates of application to and retention within the College of 
Engineering at UT.  

STEMPunk Reverse Science Fair: In addition to the high school experiences above, the PI’s lab 
participates in a unique middle school summer pilot program at UT called STEMPunk. This is an event 
in which STEM researchers and educators from multiple disciplines at UT present their research at booths 

    
(a) (b) (c) (d) 

Fig. 10: (a) The PI and his group at the 2018 STEMPunk reverse science fair for 8th grade students and parents, (b) 
PI’s student demonstrating an oobleck experiment to 5th graders at a local middle school (c) PI and his team serving 
as judges at the ‘Mission Possible’ event for the state Science Olympiad, (d) Group of 4 12th graders working with 
the PI on the VR simulator for a week-long hands-on introduction to STEM research through the HITES program.  

 
Fig. 11: 2016 HITES group ethnicity 
and gender background 

45�HITES12�participants�participated�with�gender�vs.�ethnicity�make�up:�
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Sunday, the participants and parents arrived at Hess Residence Hall for check-in and registration. 
After the participants checked into their corresponding rooms and met their roommates for the 
week, the participants and their families headed over to the Hodges Library Auditorium for the 
participant and parent orientation. The orientation explained the purpose of the program, rules, and 
regulations. After orientation, the participants’ families departed and the counselors and 
participants played ice breaker games allowing them to become more acquainted with each other. 
After getting acquainted, the HITES12 participants and counselors headed over to Strike and Spare 
bowling on Cedar Bluff to have dinner and bowl for two hours. Dinner included quick meals from 
the alley concessions. Afterwards, the counselors and participants returned to the Hess Hall where 
they did another icebreaker activity. Afterwards, the students returned the Hodges Library where 
Mr. Griffin covered program activities and rules with the students. Afterwards, the counselors took 
the participants back to Hess Residence Hall where they prepared for lights out preparation at 9:00 
p.m. in order to be ready for a full day of activities the following morning. 
 
Monday through Wednesday, the participants woke up at 6:00 a.m. and arrived at the 
Presidential Court for breakfast at 7:00 a.m. After breakfast, the participants headed to their 
assigned Engineering Design Labs located in various departments around campus. The names of 
the buildings in which the labs where held included: Dougherty Engineering Hall, Min Kao, John 
D. Tickle Building, Science and Engineering Research Facility (SERF), and Senter Hall. Students 
worked on a series of interesting projects- which are outlined below in the format of Project title, 
supervising faculty member and project description 
 
Computer Modeling of Cancer 
Dr. Steve Abel  
Cancer is a family of diseases that results in abnormal cell growth. Millions of new cases are 
diagnosed every year, and the costs associated with cancer are estimated to be over one trillion 
dollars per year in the U.S. alone. Computer modeling has become an important tool in the effort 
to understand and treat cancer. In this project, students will use computers to model the growth 
of cancerous and healthy cells, develop mathematical models of cancer stem cell replication, and 
design treatment strategies to most effectively fight cancer.   
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1. Project Description  
1.1 Research Description  

Since 1982 (till 2019), there have been at least 110 public mass shootings across the country, with the 
killings unfolding in 34 states from Massachusetts to Hawaii [1]. The overwhelming majority of active 
shooter events occur indoors, with more than half of the cases involving school or workplace shootings 
[1]. Making the right choices (run or hide, which direction to run, where to hide, whether to barricade the 
door, etc.) during an active shooter situation can determine life or death. However, even with the rapid 
advancement of sensing and computing capabilities, vulnerable people in schools and buildings facing a 
shooter are still provided only vague guidance in the form of generalized directives such as the “Run-
Hide-Fight” protocol. Without specific guidance, such directions can be misleading and have potentially 
dire consequences, evident from this quote by David Hogg, survivor in the Parkland shooting [2]: “When 
we were walking out towards our designated fire zone, there was a flood of people running in the opposite 
direction, telling us to go the other way. So I started running with the herd.” The herd was wrong. They 
were headed straight for the freshman building, - where the shooter was. 

In contrast, the patrol elements (police officers) responding to the site of the emergency are operating 
based on updates from their emergency dispatchers (9-1-1 Call Center) who in turn depend on witness 
reliability for accuracy of mission critical information such as where the shooter is, the shooter's physical 
description/clothing, the types of weapons involved, etc. Unfortunately, as Max Schachter, CEO and 
Founder of Safe Schools for Alex, noted during his testimony to the Federal Commission on School Safety, 
there are “communication-related problems that impede law enforcement during all tragedies, including 
the Parkland school shooting” [3]. Moreover, most people are not trained observers, so colors of clothing, 
racial makeup and physical descriptions vary significantly between reports from each observer, with 
variability [3] exacerbated by the panic induced by the event they are trying to describe. 

In view of such possibly remediable shortcomings, after extensive discussions with end-users (police 
officers and educators from several Elementary, Middle and High schools in Iowa and Knoxville, 
Tennessee), the PIs propose to develop a hardware and software platform for Active Shooter Tracking 
and Evacuation Routing for Survival (ASTERS). ASTERS will: 

• Use microphone arrays and a distributed camera network to localize, identify, reidentify (across 
the camera network) and track the shooter as well as patrol officers; 

 
Fig. 1. The structure of the integrated research (R) and education (E) plan to address the barriers (B) of this issue 
is depicted in this flowchart. The three levels of research are tightly connected to one another and to the 
educational components through student activity in research, coursework, and outreach. 

Relevant topics for future 
collaborations
• Security
• Privacy

R1: Person of Interest (POI) 
identification and tracking 

R2: Optimal (safest) routing algorithm
R3: Communication and actuation
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Projects and 
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Practical 
constraints

E1: Dissemination, 
Engagement, 
Outreach 

E2: Engineering Education, 
Curriculum Design, 
Undergraduate Research 

Barriers:
B1: Difficulty in accurate 

estimation, id and re-
identification of gunman

B2: Uncertainty of human 
behavior makes optimal 
routing challenging

Proof of concept testbeds
R4: Virtual Reality Simulator

Gun range tests

Physical Testbed: 
R4: Instrumented university and K12

buildings for simulation 
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not particularly useful for a complex 
supervised multimodal learning 
framework such as gunman 
identification. Active shooter 
detection has received relatively low 
attention when it comes to 
supervised datasets for identification 
and tracking, possibly because it is a 
more challenging problem. 
Compared to popular problems like 
face tracking, gunman tracking from 
audio/video is not well explored 
with only a few studies [8, 16] that 
focus on special cases of gun 
detection and do not focus on 
identification in a variety of 
environments.  

Preliminary work/state of the art: 
Detection of gunshots has received 
attention starting from around 1995. 
In [17], a method based on sound amplitude response detection has been proposed for detecting gunshots. 
Based on a set threshold of detected sound amplitude, the algorithm tries to match the consequent 
observed amplitude with a predetermined signature (amplitude decay profile). Concealed Weapon 
detection (CWD) using a fusion of infrared and visual images has been studied in [18]. G. Valenzise et. 
al. in [19], considers the case of scream and gunshot localization using audio surveillance systems. Tiwari 
et. al. in [20], develop a vision-based algorithm that first performs a color based segmentation using k-
nearest neighbors and then uses Harris interest point detector and Fast Retina Keypoint (FREAK) to locate 
guns in images. A shooter localization technique based on gunshot Shockwave (SW) and Muzzle Blast 
(MB) event time and Direction of Arrival (DOA) information has been presented in [21]. A distributed 
network of microphone arrays has been used in [22] for detection of gunshots, as well as a mathematical 
model for detection of gunshots have been presented. Aside from just detection, a method for tracking 
target acoustic source has been presented in [23]. Automatic weapon detection in videos has been explored 
in [24], while automated handgun detection using convolutional neural network based Faster-RCNN [25] 
has shown promising results in [8]. In most cases we see that a combined fusion algorithm exploiting 
benefits from both microphone sensor array and visual images for accurate detection and tracking has not 
been explored. A closely related use case is demonstrated in the work of Theodoros Giannakopoulos et. 
al. [26], where the authors try to detect violent scenes in videos.  
Technical approach:  
Task I - Digital Data Synthesis: The first step of developing the machine learning framework would be 
to create an annotated data set that sufficiently represents the variety of different situations. The amount 
of data required to properly train a machine learning algorithm to identify and re-identify the same subject 
and detect objects of interest such as handguns or long rifles which have been partially occluded presents 
a serious design challenge to any algorithm for early shooter detection. It is infeasible to generate or 
capture the different camera angles, levels of occlusion, distance to subject, etc. from labeled real-world 
data. Therefore, we propose to leverage virtual reality to create a set of reasonable approximations for 
camera images using the replay system built into Unreal Engine 4, which lets us collect a “.demo” file in 
real time using lightweight software This recording (kiloBytes/minute size), in turn, may be accessed to 
generate a fully rendered 3D model of the environment (Gigabytes of image data) at each time instant of 
the initial simulation including all characters and objects therein.  

  

 
Fig. 4:Identification/Re-Identification framework 
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these individuals will be influenced both by their own responses to the threat as well as those around them 
via social pressure and group dynamics. Recent advances in the perceptual, cognitive, and social impact 
of immediate threats (e.g., [88]) provide insight into the mental states and behavioral patterns of those 
under threat (e.g., a text alert is not as salient as an active shooter, and verbal instructions will compete 
with perceptually salient features of the immediate environment, including what others are doing; Low, 
2000). Other research will be brought to bear to promote immediate, automatic behavioral outputs in the 
presence of salient alternatives (e.g., [89]). This bottom up research-based approach will combine with a 
top down user-centered participatory design approach [4, 90, 91], in which our end-users – law 
enforcement, school staff, and students – will assist in co-creation of designs. They will offer feedback 
via individual and focus group interviews, and surveys, building to a series of simulated evacuation efforts 
enhanced by ASTERS prototypes, first in the higher education settings of Iowa State University and 
University of Tennessee in Year 2, and then in two pre-K12 settings (IA and TN) in Year 3. Our main 
application questions are:  1) What is the ideal method to communicate movement recommendations and 
shooter information to different stakeholders?  2) Would a system such as the one described here help 
schools and law enforcement?  3)  Would schools use this system?  Addressing these questions requires 
expertise from education, social psychology, and human factors, which are the basis of the R3 subteam 
of PIs Marshall, Olson, and Gilbert, respectively. We know from initial feedback from our education 
team, for example, that ASTERS must be aware of local place name norms; instead of saying, “Use the 
south exit,” the system might say, “Use the exit by Ms. Becky’s room.”  
The PIs have identified representative schools in the Knox, Farragut and Blount counties of TN attended 
by students from diverse social and economic backgrounds. We have also identified a rural school district 
in Iowa that is a National Blue Ribbon School from 2018 and has been working with the U.S. Department 
of Justice to develop their School Threats Resource Guide.  Staff from these primary, middle and high 
schools will be invited to attend feedback sessions and simulated evacuations and provide a perspective 
contextualized by place, culture, and economics. To reveal these important contexts, the PIs will interview 
participants and conduct social surveys in order to identify key issues or constraints and develop and test 
software. We have also sought advice from the Iowa Department of Education’s school safety office, 
which is in turn working with the Department of Homeland Security to help all schools in Iowa develop 
their state-legislated Emergency Operations Plans, and has offered to advise. 
R4: Evaluation/Experimentation Plan  
R4.1 Performance evaluation of shooter localization algorithm 
To properly train a model for gunshot location detection or calibrate a virtual representation thereof, it is 
necessary to collect physical firearm discharge audio data. This will be accomplished by cooperating with 
our firearms and tactical response consultant. With his aid, a test environment will be constructed on the  

“Safeside Tactical” gun-range, familiar to Goens, and instrumented with microphones. The outdoor range 
nestled against a mountain cliff (Fig. 8c), and retrofitted with movable partitions would provide an 
approximation of echoes typical of indoor acoustics. This data will be used to train and evaluate 
algorithms for estimating the genesis of a firearm discharge within a structure with complex architecture 
instrumented with a regular array of microphones. Similarly, to validate the effectiveness of the computer 

(a) (b)  (c) 
Fig. 8: (a-b): Firearms from the personal collection of the team tactical response consultant available to the 
research team for testing and validation of algorithms (see letter), (c) Birds-eye view of “Safeside Tactical” range. 
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