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Challenge:

. How to model cache behaviors for
side channel detection?

Scientific Impact:

 Anew principled
method for modeling
cache-based side

A real attack can fix the
input key to make it not

. LRU, for example, is too
complicated for program analysis.

. How to make the analysis ra ndom .
scalable? channel

. How to quantify or rank the Vulnerabilities
severity of the discovered Fixed Key () — |  Program (P) _Observation (O) |
vulnerabilities?

Precise quantification of side
channel leakage of private
information using trace-based

analysis and information theory.

Solution:
F(p,k) >>L # F(p,k’)>>L

Broader Impact:

*  Found many new
vulnerabilities in the
production crypto
systems

p — public information
k — secret information

F(p,k) — a symbolic memory address accessed

Leakage =
log:|K| —log,|O0|

. Some of the new
vulnerabilities discovered
have been fixed

F(p,k’) — replace secret k with a fresh variable k’
L — cache line width
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Presentation Notes
SaTC is a multi-disciplinary program, and PI Meeting attendees include academics, industry professionals, government representatives, and others with wide-ranging expertise. Building continuing support for the SaTC program and growing the security and privacy research community requires that we convey the essence and broader impacts of SaTC-funded research to diverse stakeholders in a clear, concise, and visual way, quantifying impacts where possible.  The summary slide  should be understandable by the broader security and privacy research community, including those researchers that don’t work in your specific research domain. 

Use this template as a guide to ensure your slide addresses the topics identified. This slide may be used to introduce your project and/or promote the SaTC program both within and outside NSF.      
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