
Challenge: Signal processing, robust fault tolerant control (RFTC) theory and 
software assurance technologies: developed under different assumptions 
and models

• Software assurance technologies: model-based, require no changes in the 
profile of the physical dynamics and observations. 

• RFTC techniques: compensate for the physical damage, assuming control 
software and sensor data are not compromised. 
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CPS Science: characterize the generic conditions for the detectability and the 
policy of coordinated stealthy attacks:  intermittent zero-dynamics attack, 
cooperative zero-dynamics attack, cyber and physical topology attacks, and 
Denial-of-Service attack.

CPS Engineering: develop attack-resilient Simplex (ARSimplex) architecture:

➢ Normal Control Environment: it runs software components for any normal 
function.

➢ Secure Control Environment: it runs a minimal set of software components 
that are critically required to control the physical system.

➢ Secure Controller: it extends the ℒ1 adaptive control theory to multi-rate 
sampled-data framework for the purpose of compensation for uncertainties 
and adaptation to failures, and detection of cyber and physical 
failures/attacks.
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UAV flight test setup at the Intelligent Robotics Lab (IRL) at UIUC.

CPS Technology: to address zero-day emergencies due to CCPA, a multilevel 
control framework is designed for UAVs’ adaptation of high-level missions, 
local goals, and low-level control tasks to uncertainties. 


