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On July 12 2019, our lab and CSL participated to at the next generation outreach event 
at Montessori School in Champaign, IL. Students were able to get hands on  training on 
the ground robot (Jackal UGV) and the UAV (Intel drone) helping them with an 
introduction into the robotics.

MOTIVATION
Challenge: Signal processing, robust fault-
tolerant control (RFTC) theory and software 
assurance technologies: developed under 
different assumptions and models

• Software assurance technologies: model 
based, require no changes in the profile of the 
physical dynamics and observations

• RFTC techniques: compensate for the physical 
damage, assuming control software and 
sensor data are not compromised

Goal: Unified models and techniques with coherent set of assumptions, supported by 
integrated technologies that can defend against Coordinated Cyber-Physical Attacks (CCPAs)

REFERNCES

SAFETY CONSTRAINED CONTROL FOR GPS DENIED 
ENVIRONMENT 

ATTACK-RESILIENT ESTIMATION WITH INPUT AND 
STATE CONSTRAINTS

SAMPLED-DATA DRIVEN DETECTION AND 
ADAPTATION AGAINST ZERO-DYNAMIC ATTACKS

SECURITY AND PRIVACY OF NETWORKED CONTROL 
SYSTEMS

• In the presence of GPS spoofing attacks, the UAV adapts at the planning level to avoid 
intolerable sensor drifts.
• Attack detection / State estimation with confidence / Escape away from the spoofer

Time-delayed repulsive 
potential function

• Constraint-aware attack resilient state estimation
• Estimation performance remains the same with/without attacks
• Information aggregation into unknown input state and estimation algorithm
• Additional knowledge on constraints strictly reduces estimation error and covariance
• Decrease false negative and false positive rate
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• Sampled-data ℒ1 control framework can address uncertainties in CPSs, which involve both 
physical processes and digital hardware, where inputs/outputs are available at discrete 
time instances with different rates.

• Digital implementation of controllers generates structural vulnerabilities (such as sampling 
zeros), which make the control systems susceptible to stealthy attacks.

• Online optimization algorithm that generates emergency landing trajectory 
for different objectives, e.g. maximal flight time, maximal distance.  

• ℒ1 adaptive attitude tracking control algorithm.

Bird Strike (Credit: Dailymail)

Flight 1549 on Hudson River (Credit: AP Images)

Landing with maximal flight time

Landing with maximal horizontal distance
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Against intermittent and cooperative zero-dynamics attacks, a defense strategy of strategic 
topology switching is developed

• to detect attacks;

• and to preserve privacy of initial state, current state of parts of the agents, and destination.

Cooperative 
ZDA

Intermittent 
ZDA

Container-based secure control framework for UAV system

● A high performance controller and a safety controller runs 
in the system at the same time

● Container is used to isolate the high performance 
controller from the rest of the system to defend against 
Denial-of-service attack

● Safety controller only used in emergency situation

High performance 
controller

input: sensor data

output: actuator 
control command

Safety 
Controller

Security 
Monitor

I/O 
Process

In container

System Framework

Drone switches to safety 
controller at 17s to save 

the drone from crash

SECURITY AND PRIVACY OF NETWORKED CONTROL 
SYSTEMS


	Against Coordinated Cyber and Physical Attacks: Unified Theory and Technologies

