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MOTIVATION SAFETY CONSTRAINED CONTROL FOR GPS DENIED EMERGENCY LANDING FOR UAV UNDER ENGINE FAILURE

: Signal processing, robust fault- N— - E NVl RO N M E NT * Online optimization algorithm that generates emergency landing trajectory

tolerant control (RFTC) theory and software * Inthe presence of GPS spoofing attacks, the UAV adapts at the planning level to avoid for different objectives, e.g. maximal flight time, maximal distance.
assurance technologies: developed under , : : : : :
, 08 P intolerable sensor drifts. * L, adaptive attitude tracking control algorithm.
different assumptions and models _ o _ _
« Attack detection / State estimation with confidence / Escape away from the spoofer Landing with maximal flight time
. 7 Trajectory Vertical Position and Tracking Error
* Software assurance technologies: model BN LN e o —— — e D _
based, require no changes in the profile of the min Z T Qi +ul R+ Y Upep(Dy) e I N _
physical dynamics and observations - o . i=he there \ e e g of |, 1 E e T T T
= | _ S.L Ziy = AZ; + Bu, Time-delayed repulsive e ol |
. . -5 & : o - h Z%iyui < 0 . . 3o 20 + 100 (£, - 20
* RFTC techniques: compensate for the physical TS, =SSuu. ; | ( ) potential function ﬂ Lo w . L 0 N
. P -:. .. Do o TR - for 1 = k k + 1 k + N, ar 0 200 400 600 800 986.19 1106.34 0 20 40 60 80 95 116.46
damage, assuming control software and DONTOE - : — ¥l Tine [
1 g *‘ ,' ', : g = e
sensor data are not CompromISEd 5 Landing with maximal horizontal distance
Goal: Unified models and techniques with coherent set of assumptions, supported by 57 e ————————— o T o AT
. . : : : © T P B e S A R e I e e R 00 et |1 001 Ecll
integrated technologies that can defend against Coordinated Cyber-Physical Attacks (CCPAS) /\/ £, ST ---ome |l S |
£ 60 1 & o _?01: 20 40 60 80 10699

40

SAMPLED-DATA DRIVEN DETECTION AND ST T TR
0 2 0, B 0

ADAPTATION AGAINST ZERO-DYNAMIC ATTACKS ATTACK-RESILIENT ESTIMATION WITH INPUT AND e I T e B
 Sampled-data £, control framework can address uncertainties in CPSs, which involve both STATE CONSTRAINTS N EXT G E N E RATI O N SCH OO I_ O UTR EACH

physical processes and digital hardware, where inputs/outputs are available at discrete

20F

fime inst +h different rat * Constraint-aware attack resilient state estimation On July 12 2019, our lab and CSL participated to at the next generation outreach event
|rn.e |n.s ances wi . Trerent rates. o | » Estimation performance remains the same with/without attacks at Montessori School in Champaign, IL. Students were able to get hands on training on
* Digital implementation of controllers generates structural vulnerabilities (such as sampling +  Information aggregation into unknown input state and estimation algorithm the ground robot (Jackal UGV) and the UAV (Intel drone) helping them with an

zeros), which make the control systems susceptible to stealthy attacks. introduction into the robotics.

 Additional knowledge on constraints strictly reduces estimation error and covariance
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