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IP-based substations, generating units, and 
other interconnected grids MUST be 
qualitatively and quantitatively established in 
the insurance incentive policies with security 
technologies against switching cyberattacks.

Goals of This Project 



• Intrusion anomalies and security event extraction from cyber systems
• Relationship between pre-disturbance (prior execution of switching attacks)
• During power outage on locational marginal pricing
• Restoration efforts and time

Direct Operational Losses in Financial Term



Preliminary results Based on Claim Size 
and Premium Policy

The ruin probability !(#) for the initial risk reserve # is fundamentally defined as: 

! # = &' ( > # = 1 − ,-(#)

( = ./ + .1 + ⋯+ .3 +⋯+ .4 , is 
defined as maximal aggregate loss

,- # represents the cumulative density 
function (CDF)

Each random variable .3 represents claimed loss for insurance company. It is assumed 
that the number of claims 5 follows a geometric distribution, satisfying: &'{
}
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