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Results – Experiment 3

Experiment 1:
 Right Upper Quadrant Scan
 Random between 0 ns and 10M ns 
 Random between 80% and 100% 
Experiment 2:
 Fixed at (214638, 199832) probe x-y position
 Random between 0 ns and 5M ns
 Random between 80% and 90%

Experiment 3:
 Fixed at (214638, 199832) probe x-y position
 Sweep between 3M ns and 3.8M ns by steps of 4000 ns 
 Sweep between 83% and 90% by steps of 1% 

Application of Bit-slicing for protection of Lattice-based Post-Quantum algorithms 
is still unexplored. 
Bottom-up approach: Bit-slice Intra-Instruction Redundant design for Number 
Theoretic Transform (NTT).
 Key building blocks: NTT/Inverse NTT, Polynomial Multiplication. 
 Technique: Bit-slicing, N-bit processor datapath is treated as N parallel single-

bit datapaths.
 Countermeasure: Dual data-redundant for NTT.

Evaluation: Efficiency of countermeasure to detect EM Fault Injections.
 Algorithm: Dilithium, a digital signature finalist for NIST PQC competition.
 Target Device: 667 Mhz Arm Cortex-A9 processor integrated in a Xilinx Zynq 

SoC.

Goal: Optimize spatial location, timing and intensity of EM Pulses to 
maximize the probability of detected successful faults injections. 
Faults Classification: No Effect, Crash, Faults Detected and Faults Not 
Detected.

No Effect

Grouped Crash, Faults Detected, 
Faults Not Detected Crash

Faults Not Detected Faults Detected

 Data faults are fully detected by our countermeasure design.
 Estimated Potentially Exploitable Data Faults = 62%, remaining are control 

and memory faults.
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