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PUF = Physically Unclonable Function (hardware security primitive)
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Physically Unclonable Functions (PUFs) in General Math Model for APUF

— Hardware security primitives offering a unique “fingerprint” for each chip. — Recursive notation of A, (c) as a function of selected §,"’ delay differences.
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PUFs: Same design + manufacturing process variation = unique function per chip.

Why? Abnormal elements affect bias and uniqueness!
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Challenge: how to find "abnormal” elements?
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Solution: find challenge sets that pinpoint faults
Main Algorithm for Testing and Diagnosis Results of Testing: Can bad APUFs be detected?
— Iteration 7 = 3: form target sets for 5?), find response biases, use difference scores to evaluate 5§x). — Yes, by the proposed algorithm: ~ 100% detected for up to 4 abnormal Js per 64-bit APUF with K > 10.
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