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Arbiter PUF Faults: Impact, Testing, and Diagnosis 
PUF = Physically Unclonable Function (hardware security primitive)

Award # 1909547
CIF: Small: Analytically Predicting Strong PUF Responses from Few Known CRPs

Natasha Devroye and Wenjing Rao, University of Illinois at Chicago

Solution: find challenge sets that pinpoint faults

Challenge: how to find ``abnormal’’ elements? Why? Abnormal elements affect bias and uniqueness!
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- simple, effective tool for 
manufacturers of PUFs

- Native APUF fault model

Broader Impact (impact on society 
– who will care)

Broader Impact (education 
and outreach)

Broader Impact and 
Broader Participation 
(quantify potential impact)

- ECE 464: Testing and Reliability of 
Digital System course at UIC

- Women in Engineering Summer 
Program: Devroye participates 
yearly as speaker. 

- Supported 4 excellent 
REUs, one is co-author on 
published paper 

- Inter-disciplinary project 
hardware security, testing, 
and statistics / information 
theory

Y. Wei, T. Fox, V. Dumoulin, W. Rao and N. Devroye “Faults in Arbiter PUFs: Impact, Testing, and Diagnosis”
Design, Automation and Test in Europe Conference (DATE), March 2022.
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