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Lack of “System of Systems”
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What Could be Achieved with System of Systems (SoS)?

Neonatal Hypoglycemia Neonatal Hypoglycemia
IV Glucose Weaning Algorithm Feeding Algorithm

Delivering modern medical care involves
complex cyber-physical systems...

= many medical devices, electronic medical records, —
clinicians/care-givers
...all working together to achieve a goal ==
Although most modern medical devices have
some form of connectivity, they are not
integrated so that they can work togetherasa -
system Clinical Protocols

= devices are “unaware of their context”, e.g.,
details of patient parameters, history, current
procedures they may impact/distort readings

s data from multiple devices is not combined to
produce more meaningful information to clinicians
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Problems / Challenges
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coordinate their actions as a cyber-physical system of systems

Medical Application Platforms (MAPs)

Interlocks

Fully leverage device data streams and the ability to control devices

Devices

Moving forward: aggregating data
streams to solve systems problems by
making devices context aware.
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Tracheal tube fire hazard -- caused by failure to reduce
O, concentration during tracheal laser surgery

Fully leverage device data streams and the ability to control devices

Devices

Pump Settings

Disable Pump
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Status Display
Aggregated for PCA Monitoring
Monitoring Status Application

A 49-year old woman underwent an uneventful operation (total abdominal hysterectomy
and bilateral salpingo-oophorectomy). Postoperatively, the patient complained of severe
pain and received intravenous morphine sulfate in small increments. She began
receiving a continuous infusion of morphine via a patient controlled analgesia (PCA)
pump. A few hours after leaving the PACU [post anethesia care unit] and arriving on
the flow, she was found pale with shallow breathing, a faint pulse, and pinpoint pupils.
The nursing staff called a "code", and the patient was resuscitated and transferred to
the intensive care unit on a respirator. Based on family wishes, life support was
withdrawn and the patient died. Review of the case implicated a PCA overdose.
Delayed detection of respiratory compromise in patients undergoing PCA therapy is not
uncommon because monitoring of respiratory status has been confounded by excessive
nuisance alarms.

Component-based Development for Coordination Apps

The Medical Device Coordination Framework (MDCEF)

e QOur project builds on an open source Medical Device Coordination Framework
— a medical application platform (MAP) for integrating medical devices into
systems

* The MDCF provides...

* Publish-subscribe real-time middleware for integrating devices
A component-based application (app) environment for developing and
running algorithms that coordinate the device data flows and actions

* Together the platform, app, and connected devices form a Virtual Medical
Device — a composite system device composed of individual devices

Medical Device Types

Algorithm (VMD)

Technology Solutions

1. Clinician selects appropriate/ 4 1. MDCF
VMD D « > displays VMD
2. MDCF binds appropriate GUI for clinician

devices into VMD instance

Component-wise Hazard Analysis and Risk Management

‘ Eror Ii"’ - = AADL includes an Error Modeling
S | language dedicated to modeling

errors and propagation leading to

ASTM standard for an
Interoperable Clinical
Environment (ICE)

developed by the CIMIT

MDPnNP project.

|
Controlled Process: Patient |<—
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Device Coordination — Virtual Medical Device The MDCF aligns with the

Apps are developed in a model-based development
environment based on the industry standard
Architecture and Analysis Definition Language (AADL)
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modes) steps in common hazard analysis
_ such as FEMA, FTA, can be ——
3 ,. 4 '. f Feedback: PulseOx —> App Control Action: App —> PCA Pump
T aUtomatlca"y dE”VEd ' Incorrect Info Provided: Sends bad SpO, :g:gc g:f ;;thPi?\’q);r;Ioé‘rﬁ;()llfy” command
« Allows engineers to
’ - ‘ COMDOSItIOﬂB”Y model aspects Of Interaction between Report and Model
- T e -5
i system as it is experiencing faults e % |
= D * -
- S = failures. =5 == E
L 2 D g.cgﬁ\rzglcge; g:::te; (s:g rr:;gn;t:gg i];;(:':renp;:té ndicates analysis
iaiivphenrer » Necessary for supporting S et oo ot
. ; _ ' - Tool highlights unconsidere . Developer creates and
- | wdarecee SR compositional approaches to system L Loropagation patne Slpporting EMV3 annotations
' safety 22

[ Ad " Pls are members of the AAMI / UL
B iventium 2800 standard committee tasked
e (o e Teeee with writing a family of standards

el for safety/security of medical

instantiated/configured

e el device interoperability

functions
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Hypervisors / Micro-kernels

- o architectures for Medical
....... Application Platforms (M

Safety/Security Services

* Process Partitioning

* Communication Partition
* Encryption

* Authentication

e certifications of MAPs
ISOSCELES Platform Assets

* Guidelines for evaluating

Outreach/Impact

DoD and DHS CPSSec funding with Adventium Labs
provides technology transition pathway

* Framework for compositional

compliance to requirements
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Current risk management activities are highly manual and not well-integrated with formal development artifacts.  Our novel approach involves integrating Leveson’s STPA Hazard Analysis with formal architecture
Our development environment provides integrated automated formal support for risk management activities. models in AADL. Due to our auto code generational from models, hazard analysis is directly
traceable to source code and architecture infrastructure components.

Feedback or control
action is provided
in an unsafe way

1 [

How would the message be unsafe?

What hazard would be caused? I_ﬂ
G What safety constraint would be violated?
What should the occurrence be named?

What would cause this to occur? I
How can this occurrence be compensated for?

' J

Annotating our Architectural Model

package PCA_Shutoff
public

system PCA_Shutoff_System
end PCA_Shutoff_System;

system implementation PCA_Shutoff_Syst
subcomponents
: device PulseOx_Interface:

connec tions
¥ : port ]
annex EMV2 {** K
use types PCA_ShutofF_Er:pr’s;
properties K
MAP_Error_Proper‘tie’s,’? "
Kind => H .u"’
Hazard => PCA_Shutoff_Errop#top

ViolatedConstraint => f‘GA:ShutpA"F
..

Title => "Network Drop"; .
Cause => "Network drops out, lea

: process PCAAShutof*FiLogi‘c.b?.ICEp.c.sghuq What constraint would be violated?

.{ How would the message be unsafe?

TP w7 What hazard would be caused?
:IC&p{‘).InteJ‘%a

Loatt <”; | What should the occurrence be named?

~" | What would cause this to occur?
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Supplementary Oxygen
Smart Alarm Logic

G How can this occurrence be compensated for?
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**1;

end PCA_Shutoff_System.imp;
end PCA_Shutoff;

We are actively engaged with FDA
engineers to develop science-
based inputs for forming
regulatory policy for interoperable
medical systems

» Safety evaluation eco-system for
medical device interoperability

* Example hazard analyses, mock

510(k) regulatory submissions for
apps and other MDCF components

* Guidelines for development of

third-party certification regime

The Open PCA Pump provides open source development artifac
medical device — developed collaboratively with industry and FDA engineers

Proposed IDE for Driver Development &
Validation

o
Device o | P
Feature Model .
.t Driver
infrastructure
code
auto-generated
o
" Core “business 2

logic” written by
driver developer

Integrated
verification and
validation

- Solution Strategy ¢

{}

Vision: Integrated Development
Environment for driver development &
validation

Model/Aspect-based

=« provides high-level abstractions that make it
easy to configure new drivers

« enforces reqular architecture

« focuses devebper concems on important
domain issues and hides mundane coding
issues

Code generation from models/aspects
= Speeds development & reduces opportunity
for errors

Integrated & automated verification
/validation

« alows valdation tasks to be more easiy
pushed to others beyond MDCF provider

= alows MDCF provider to rapidly certify drivers
when submitted by external developers

The SSCATE Analysis Tools automatically generate a dependence graph (behind the scenes) that can be used
to answer many different queries related to reachability and causality of error propagations.

(Underlying dependence graph)

Example:
.| Device network

Example:
Communication
channels
allocated to the
network
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* User need documents and background
resources for PCA Pumps

* 80+ page requirements document

e Architecture models in AADL
e Assurance case in NOR-STA commercial

assurance case tool

e Suggested student projects

e Lectures on safety-critical
system development —

s for a realistic

Tool projects the path of error
flow through connections and to
node “Application”

Components are composed to
form coordination apps
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The “Application” component transforms the
P4 incoming error “RespirationRateHigh” to
“TicketTooLong"” which is propagated out
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The error “TicketTooLong"” propagates error
A fom Application to the PCA pump, and
- - cause it to overdose the patient
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Clear
Expression
Patient.Vein Analyst query expressed in SSCATE query language:
. If Capnography reports patient’s respiratory rate is
-> Infuse_Drug higher than the actual patient’s respiratory rate, will
PulseOX.Sp02 > * it lead to overdosing the Patlent?
* -> Patient.Vein{Error.TooMuchAnalgesic} ’,
Capnography.ETCO2 -> PCA.infuse [,

4

Capnography.RespiratoryRate{Error.RespirationRateHigh} -> PCA.infuse{Error.TooMuchAnalgesic}
Capnography.ETCO2{Error.ETCO2Early} -> PCA.infuse{Error.TooMuchAnalgesic}

PulseOx.SpO2{Error.NoSp02} -> *
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