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Dealing with uncertainty – A traditional view
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(not meant to be exhaustive)

Statistical Summary of Commercial Jet Airplane Accidents. Worldwide 

Operations | 1959 – 2016

[Boeing]
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Requirement driven design process

“The unique nature of software essentially reduces the software 
safety problem to the safety of the software requirements provided 
to the programmers”. [National Academies of Sciences, Engineering, 
and Medicine. “Advancing aerial mobility: A national blueprint 
(2020)”]
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Controlled vs. more autonomous systems
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Taxonomy

• Controlled Systems

• Planning Systems

• Learning System
[Jose Brustoloni. “Autonomous Agents: 

Characterization and Requirements”. CMU-CS-91-204]
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FAA. “Urban Air Mobility (UAM) – Concept of Operations v1.0”

Increasing operations tempo and #vehicles, 

and cost constraints demand for autonomy at 

all levels of the UAM hierarchy



• Shared understanding (common representations) and protocols

• Modeling / tracking human “state” (inform, don’t annoy ; assurance of the HMS)

• Explainability (to engineers, regulators, operators, other machines)

• Environment architecture / design, ground infrastructure

• Cybersecurity

• Reliable comms

• Low-SWAPC, safe, secure, autonomous platforms

• Scalable decision making

• Contingency identification, isolation, recovery

• [and many others…]
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Things to work on
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(Infrastructure and techniques; not in any particular order)



• Making requirements important

• Compositional framework (for scalability, evolvability, multiple implementations 

with guarantees)

• Methods that accommodate reasoning about all forms of uncertainty

• Development of models (removing the formal methods roadblocks)

• Methods to verify component compliance (formal verification, falsification, 

xUQ)

• Incremental deployment of autonomy features / environment complexity

Incremental, compositional design and analysis methods for autonomy
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Things to work on : need for engineering methods 
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Reasoning compositionally about uncertainty:
Formal underpinning

(𝒮,⊗,≤) Specification theory

𝐶 = (𝐴, 𝐺) Contract theory

∈

…

≼
Enables 

independent 

development and 

multiple 

implementations 

(𝐴𝑠, 𝐺𝑠)

(𝐴1, 𝐺1) (𝐴𝑛, 𝐺𝑛)

𝜙 ∶= 𝑃𝑘 𝑡1, … , 𝑡𝑘 ¬ 𝜓 𝜓 ∧ 𝜓′ ∀ 𝑣. 𝜓 𝐾𝑖 𝜓 | 

𝑖=1

𝑛

𝑞𝑖 𝑃𝑗 𝜓𝑖 ≤ 𝑏

Complete/Sound axiomatization

Decision procedures
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Multi-modal FOL logic

[A.Pinto, “Analysis and Design of Uncertain Cyber-Physical Systems” (in preparation)]


