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Introduction Our Contributions:

_ _ . _ Human Subject Experiments
0 Cyber-physical systems (CPS), such as the power grid, 0 Proposes a behavioral security game model for the study 0 We evaluate our model on two real interdependent CPS:
consist of a large number of assets managed by multiple of security of multi-defender CPS where defenders’  Distributed energy resource (DER) A) Probability Weighting Bias
stakeholders (i.e., defenders) assets have mutual interdependencies O SCADA industrial control system, modeled using 50 150
- - . : I " @12, £145
o CPS defenders have to judiciously allocate their (often | | o | NIST guidelines Ly 2ot
limited) security budget to reduce their security risks 0 Shows a rigorous investigation of the impacts of Defense Mechanism 20 ?as
o Particularly challenging for large-scale systems, i.e., with behavioral perceptions of security risk on security 4 ' - ' | . £ s 513
huge number of assets Investment decisions made by defenders to protect ) —e—a=1 - individual | _ z 25 £'%°
g their assets == 1=0.6 - individual 0.05 5 o 15 20 o5 1203 3 i 5 8 7 8 9 10
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O Securlty Investments Crltlca”y depend on. < ol - O~ :;frﬁ{;;::dmdual | xfei?elai:t;éig:ﬁg; 24% of the subjectsgrlnakes rat:)naldecisions 20.45% makes worse decisions in later rounds,
D How human deCiSion-makerS perceive the riSk 5 Anal es the different Srameters that affect the Q30r — A u=g.2-]:0!n’; l zﬁ\;r:ar;g:i;:ggiiie 76% of the subjects are behavioral ;12;1(5)‘? gxhibits nf[)hle_ar.ning fcros: rounds,
-y - e a=L0.4 - 10N . °o|mproves elr rnvestments.
(probability) of being attacked successfully y: _ P _ I ’ 1 | defenders
9 b £t 9 4iff t CPS security of interdependent CPS under our behavioral 29| : T :
- - wn 0 L
de?reg of interdependency among differen model, such as the available security budget, types of s | ISOSS.SSifg(e)f}:lcc:it:f):nlgetrztal B) Spreading Heuristics Bias
etenaers defense mechanisms, degree of interdependency = 0 are rational with 20:80 15.0 ) £39
. 10 | ictri i ©12.5; —=— N= D25
| between defenders, and sensitivity of edges distribution of budeer g 1| &,
For a large-scale CPS systems, can we show the Impacts of 5% 3 e ne2 | B \/\/\/
human’s misperception of the risk on the optimal security 0 | | & sl —+— n=3 »
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Investments allocated by human defenders and meeting . Ratio of Player 1's Budget to Total Budget 25 205
. . Model Overview oo iillpmbls wlodld &« & | £
security requirement of the system? averacs Cross.Svar Edge Units T F 3 G 5 6 7§ 10

Round Number

Degree of Interdependency

18.5% of the subjects are non-spreaders This shows the average of subjects’

0 Secu rlty risk of an asset: prObablllty of attack on the 100 . . . . 81.5% of the subjects are spreaders investments on the crossover edge in each
asset on the path that has the highest probability of %! — P round, which shows a weak downward trend.
====q = 0. R
success for the attacker L 0=06 7" .1 | 500% relative increase )
: " ] ] a— _ il o in total system loss if
Motivation o The cost of defender D, is given by g m b EPE both defenders are Prior Work
e °0F ,..-*’* - rational o . : .
' it ' Cr.(x) = z L max ‘ ‘ w(p;: (X 2 sl Pl | 0 Ma!orlty of existing wprk has focused on classical game theoretic models of
O Humans Over_\’\{e_lght low probabllltles and underwe'ght k( ) m PEP,, (p” ( )) oy ” e 1230% relative increase rational decision making on large scale systems modelled by attack graphs
large probabilities Vm€Vk (ujuj)ep s or ety I tt‘r’]tZ' ;VStjm loss if [Sheyner-IEEE Security and Privacy 02], while we [Abdallah-ACC 19] analyze
i _ . oth defenders are : . . ..
o Probability weighting functions transform true o This is a game between different defenders in an " highly behavioral . genhoat‘gglr:' dg‘gsret'j’rgfff;%"2Ioagsrg‘;'ggc;gotr:‘]?semsg’j;fsmviithin the security
probabilities p into perceived probabilities w(p) mjterdepe_ndent network, Where_ _eaCh player and privacy literature is in [Acquisti-IEEE Security and Privacy 09], which
o Example: Prelec [1998] weighting function: misperceives the attack probability on each edge. | | | | identifies the effects of behavioral decision making on individual’s personal
_ i a 2 4 6 8 10 12 privacy choices.
w(p) = exp(—(—In(p))*) Number of Interdependent Links o The problem of security resource allocation for smart city infrastructures
where parameter a € (0,1] Defender 1 T | The Sen sitivity of Ed ges and water ﬁ!strlbul;clrc])n networlfs [I?erelman-H|Cor?sl_4] wgs stucilled._
fender 2 ] o owever, this work has not taken into account the interdependencies
1 Defender 2 L . between multiple defenders.
0.9 Defender 3 E; 1t =g:;_3 o [Hota-TCNS18]: provides a theoretical treatment of behavioral decision
3 osl 7 i e making In certain specific classes of interdependent security games. That
B S s i As SR increases, all research, however, does not consider the more realistic attack scenarios
> ~ S defenders invest more and systems that we consider here.
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Investments to other edge cuts
on all edges.
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