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Goals for this talk

1. Define and contextualize disinformation.

2. Demonstrate through a few examples how online disinformation works.

3. Correct some misperceptions and add some nuance.

4. Discuss implications for technology and research.



Misinformation vs. Disinformation



Misinformation vs. Disinformation

Difference is one of intent

Carolyn Jack’s Lexicon of Lies (2017): 
“Disinformation is information that is deliberately false or misleading”



dezinformatsiya



Informed by work from Lawrence Martin-Bittman (Lladislav Bittman):
Disinformation is a suite of tactics applied by influence agents 
as part of “active measures” to manipulate information spaces

to achieve strategic, political objectives

dezinformatsiya



Three Case Studies of Online Disinformation



Disinformation as Collaborative Work
Applying a Socio-Technical Perspective

Theoretical Perspective



Grounded, Interpretative, Mixed Methods
Expanding from Methodological Innovation in Crisis Informatics

Leysia Palen and Ken Anderson. 2016. Crisis informations - New data for extraordinary times. Science.

Kathy Charmaz. 2014. Constructing Grounded Theory. Sage, Thousand Oaks, CA.

Methodological 
Approach



Three Case Studies of Online Disinformation



Disinformation during the 2016 US Election
Russia’s IRA Trolls and #BlackLivesMatter Activism

Leo G. Stewart, Ahmer Arif, A. Conrad Nied, Emma S. Spiro, and Kate Starbird. (2017). Drawing the Lines of Contention: 
Networked Frame Contests Within #BlackLivesMatter Discourse. PACMHCI. 1, CSCW, Article 122 (November), 23 pages.

Ahmer Arif, Leo G. Stewart, and Kate Starbird. (2018). Acting the Part: Examining Information Operations within 
#BlackLivesMatter Discourse. PACMHCI. 2, Computer-Supported Cooperative Work (CSCW 2018). Article 20.

Kate Starbird, Ahmer Arif, and Tom Wilson, (2019). Disinformation as Collaborative Work: Surfacing the Participatory Nature of 
Strategic Information Operations. Submitted to PACMHCI. 3, Computer-Supported Cooperative Work (CSCW 2019). Article 127

Leo G. Stewart, Ahmer Arif, and Kate Starbird. (2018). Examining Trolls and Polarization in a Retweet Network. MIS2 
Misinformation and Misbehavior Mining on the Web. Workshop help in conjunction with WSDM 2018. Feb 9, 2018. 



Retweet Network Graph
2016 Shooting + #BlackLivesMatter/#BlueLivesMatter tweets

Disinformation during the 2016 US Election
Russia’s IRA Trolls and #BlackLivesMatter Activism



Retweet Network Graph
2016 Shooting + #BlackLivesMatter/#BlueLivesMatter tweets
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Retweet Network Graph
2016 Shooting + #BlackLivesMatter/#BlueLivesMatter tweets

RU-affiliated accounts in orange (w/ retweets)

Pro
#BlackLivesMatter

Politically “Left”
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#BlackLivesMatter

Politically “Right”

Disinformation during the 2016 US Election
Russia’s IRA Trolls and #BlackLivesMatter Activism



Enacting Caricatures of Political Personas

Disinformation during the 2016 US Election
Russia’s IRA Trolls and #BlackLivesMatter Activism

Ahmer Arif, Leo G. Stewart, and Kate Starbird. (2018). Acting the Part: Examining Information Operations within 
#BlackLivesMatter Discourse. PACMHCI. 2, Computer-Supported Cooperative Work (CSCW 2018). Article 20.
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Tweets Per Day (RU-IRA Troll Accounts)
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Establishing
Personas



Enacting Caricatures of Political Personas

Disinformation during the 2016 US Election
Russia’s IRA Trolls and #BlackLivesMatter Activism

Af/Am Community + BLM Activists US White Conservatives
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Establishing
Personas

Tweets per Day, US-Right Trolls
Tweets per Day, Af/Am + BLM Trolls

RTs per Day, US-Right Trolls
RTs per Day, Af/Am + BLM Trolls

Tweets Per Day by Cluster (RU-IRA Troll Accounts)
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Disinformation during the 2016 US Election
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Disinformation during the 2016 US Election
Russia’s IRA Trolls and #BlackLivesMatter Activism

Orchestrated



Disinformation during Conflict
The Case of the Syria Civil Defence (the “White Helmets”) in Syria

Kate Starbird, Ahmer Arif, Tom Wilson, Katherine Van Koevering, Katya Yefimova, and Daniel Scarnecchia. (2018). Ecosystem 
or Echo-System? Exploring Content Sharing across Alternative Media Domains. ICWSM 2018.

Kate Starbird, Ahmer Arif, and Tom Wilson, (2019). Disinformation as Collaborative Work: Surfacing the Participatory Nature of 
Strategic Information Operations. Submitted to PACMHCI. 3, Computer-Supported Cooperative Work (CSCW 2019). Article 127

Tom Wilson†, Kaitlyn Zhou, and Kate Starbird. (2018). Assembling Strategic Narratives: Information Operations as Collaborative 
Work within an Online Community. PACMHCI. 2, Computer-Supported Cooperative Work (CSCW 2018). Article 183.
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Disinformation during Conflict
The Case of the Syria Civil Defence (the “White Helmets”) in Syria



Graph built from tweets w/ “white helmets” 

Retweet Network Graph of 
White Helmets Twitter conversation

June 2017-2018
Retweet Network Graph

(Center)



Pro-White Helmets 
Content Anti-White Helmets 

Content

Two distinct clusters

Pink dominates in terms of volume



Accounts in Pink:
Journalists, Government Officials 

Govt & “Alternative” Media

few “Bots”, few “Trolls”

MOST appear to be SINCERE ACTIVISTS
Anti-White Helmets 

Content



Accounts in Pink:
Journalists, Government Officials 

Govt & “Alternative” Media

few “Bots”, few “Trolls”

MOST appear to be SINCERE ACTIVISTS
Anti-White Helmets 

Content



Linked-to Domains
(Outer Circle) Considering the broader media ecosystem
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Linked-to Domains
(Outer Circle)



Linked-to Domains
(Outer Circle)



Content sharing across domains 
w/in articles linked-to from 

“White Helmets” tweets 2017-2018



Disinformation during Conflict
The Case of the Syria Civil Defence (the “White Helmets”) in Syria



Disinformation during Conflict
The Case of the Syria Civil Defence (the “White Helmets”) in Syria

Cultivated



Kate Starbird. (2017). Examining the Alternative Media Ecosystem through the Production of Alternative Narratives of Mass 
Shooting Events on Twitter. In 11th International AAAI Conference on Web and Social Media (ICWSM 2017), Montreal, 
Canada, (pp. 230-339).

A. Conrad Nied, Leo Stewart, Emma Spiro, and Kate Starbird. (2017). Alternative Narratives of Crisis Events: Communities and 
Social Botnets Engaged on Social Media. In Companion of the 2017 ACM Conference on Computer Supported Cooperative 
Work and Social Computing (CSCW 2017), pp. 263-266. ACM, 2017.

Kate Starbird, Jim Maddock, Mania Orand, Peg Achterman, and Robert M. Mason. (2014). Rumors, False Flags, and Digital 
Vigilantes: Misinformation on Twitter after the 2013 Boston Marathon Bombings. Short paper. iConference 2014, Berlin, 
Germany, (9 pages).

Conspiracy Theories as a Vector of Disinformation
Alternative Narratives of Crisis Events
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Conspiracy Theories as a Vector of Disinformation
Alternative Narratives of Crisis Events

“Hoax” “False Flag” “Crisis Actors”

Umpqua School Shootings (2015)
Orlando Nightclub Shooting (2016)

San Bernardino Shootings (2015)
Paris Attacks (2015)

Downing of Flight MH17 (2014)
Sandy Hook Shootings (2012)9/11 (2001) Boston Marathon Bombing (2013)

Munich Market Shooting (2016)

Las Vegas Concert Shootings (2017) Parkland School Shooting (2018)



Conspiracy Theories as a Vector of Disinformation
Alternative Narratives of Crisis Events



Red: Affirms Alternative Narrative
Blue: Denies Alternative Narrative
Yellow: Used as Evidence

Online Conspiracy Theorizing during Crisis Events
Examining the Alternative Media Ecosystem



George Soros

Illuminati

ChemTrails

Geo-Engineering

Flat Earth

Pedophile Rings

Anti-VaccineAnti-GMO

Anti-Corporate Media

Anti-Media

Anti-GlobalistAnti-Big PharmaAliens

Rothschilds

Anti-Zionist

Many, Many Conspiracy Theories

New World Order Cabal

Nutritional Supplements

9-11 TrutherChemtrails

“Corrupted Epistemology”

Conspiracy Theories as a Vector of Disinformation
Alternative Narratives of Crisis Events



Presence of Government-Affiliated Media
• RT, Sputnik (Russian government)

• PressTV (Iranian government)

• Katehon (Russian Think Tank)

Conspiracy Theories as a Vector of Disinformation
Alternative Narratives of Crisis Events



Conspiracy Theories as a Vector of Disinformation
Alternative Narratives of Crisis Events

Organic &
Emergent



Conspiracy Theories as a Vector of Disinformation
Alternative Narratives of Crisis Events

Organic &
Emergent



Adding Nuance to our Evolving Understanding of 
Online Disinformation



Disinformation is not simply “false information”.



Jack (2017): “Disinformation is information that is deliberately false or misleading”
o

Bittman (1985): “Most campaigns are a carefully designed mixture of facts, half-truths, exaggerations, and deliberate lies

Disinformation is not simply “false information”.



Disinformation is not simply “false information”.

Jack (2017): “Disinformation is information that is deliberately false or misleading”
o

Bittman (1985): “Most campaigns are a carefully designed mixture of facts, half-truths, exaggerations, and deliberate lies



The unit of analysis for disinformation is
not a single piece of information, but a campaign.



Bittman (1985): “Most campaigns are a carefully designed mixture of facts, half-truths, exaggerations, and deliberate lies.”

The unit of analysis for disinformation is
not a single piece of information, but a campaign.



Starbird et al (2019): “It is therefore useful to think of disinformation … 
not as a quality of a specific piece of information, 

but as a collection of information-actions—or a campaign.”

The unit of analysis for disinformation is
not a single piece of information, but a campaign.

Bittman (1985): “Most campaigns are a carefully designed mixture of facts, half-truths, exaggerations, and deliberate lies.”



The unit of analysis for disinformation is
not a single piece of information, but a campaign.
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The unit of analysis for disinformation is
not a single piece of information, but a campaign.



The unit of analysis for disinformation is
not a single piece of information, but a campaign.

Disinformation is not simply “false information”.



Identifying disinformation is not merely about determining the truth 
value of a single piece of information, but about inferring the intent (to 

mislead) of a collection of information actions.

The unit of analysis for disinformation is
not a single piece of information, but a campaign.

Disinformation is not simply “false information”.



Identifying disinformation is not merely about determining the truth 
value of a single piece of information, but about inferring the intent (to 

mislead) of a collection of information actions.

Disinformation remains disinformation, 
no matter who is spreads it.

The unit of analysis for disinformation is
not a single piece of information, but a campaign.



Online disinformation is bots and trolls—
and “unwitting crowds”



Online disinformation is bots and trolls—
and “unwitting crowds”

Disinformation is not just about “bots” and “trolls”.
It targets, infiltrates, cultivates, shapes, and ultimately leverages 

online communities (or “unwitting crowds”) 
to further its spread and achieve its objectives.



We are all vulnerable to disinformation.



Disinformation undermines our trust in information.



Disinformation undermines our trust in information.

Pomerantsev and Weiss (2014):
The purpose of disinformation is not to convince.

The purpose of disinformation is to confuse…
to create “muddled thinking” across society.



Disinformation undermines democratic societies.

Farrell, Henry, and Bruce Schneier. (2018). Common-Knowledge Attacks on Democracy. Berkman Klein Center 
Research Publication 2018-7.



Solutions?



Addressing the problem will require research and innovation
in technology, education, journalism, and policy.



Platform Design: 
Helping Communities Keep Themselves “Safe”



Fostering Trust / Designing Trustworthy Systems



Chip Away

Photograph by Raphaël Thiémard

https://commons.wikimedia.org/wiki/File:Berlin_1989,_Fall_der_Mauer,_Chute_du_mur_01.jpg


Thank you.
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Fostering Trust / Designing Trustworthy Systems



The tactics and effects of disinformation are resonating 
with features of socio-technical environments.



RU-IRA Twitter Operations 2009-2018
In-Network (IRA) Retweet Graph

Hashtag
Warriors

News
Accounts

Af/Am Community

US-Right

For English tweets

Disinformation during the 2016 US Election
Russia’s IRA Trolls and #BlackLivesMatter Activism



Cluster # Accounts Total  # 
Tweets Popular Hashtags

Total 3259 3,261,931
follow, love, life, conservative, trump, news, 
maga, god, tcot, christian, people, proud, 
patriot, america, country, best, 2a, family

News 96 900,342
news, DM, more, breaking, conservative, not, 
tcot, local, entertainment, sports, 
endorsements, 24, christian, politics, weather

Af/Am Comm
unity 134 540,041

blacklivesmatter, black, people, news, 
blacktolive, blm, DM, staywoke, blacktivist, 
justice, god, nigga, color, america

US-Right
Conservative 154 510,156

conservative, tcot, wakeupamerica, christian, 
pjnet, god, patriot, country, rednationrising, 
2a, godblessamerica, ingodwetrust, family

Hashtag Warri
ors 127 388,188

life, love, one, only, better, never, once, 
living, world, remember, man, nothing, things, 
more, live, success, dreams 

For English tweets

Disinformation during the 2016 US Election
Russia’s IRA Trolls and #BlackLivesMatter Activism
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Tweets Per Day (RU-IRA Troll Accounts)
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Tweets Per Day (RU-IRA Troll Accounts)



Content sharing across domains 
w/in articles linked-to from 

“White Helmets” tweets 2017-2018



Cluster Num 
Accounts Prominent Hashtags in Profiles

Total 3259
follow, love, life, conservative, 
trump, news, maga, god, tcot, 
christian, people, proud, patriot, 
america, country, best, 2a, family

News 96
news, DM, more, breaking, 
conservative, tcot, local, 
entertainment, sports, endorsements, 
24, christian, politics, weather

Af/Am 
Comm BLM 

Activists
134

blacklivesmatter, black, people, 
news, blacktolive, blm, DM, 
staywoke, blacktivist, justice, god, 
nigga, color, america

US-Right
Conservative 154

conservative, tcot, wakeupamerica, 
christian, pjnet, god, patriot, 
country, rednationrising, 2a, 
godblessamerica, ingodwetrust

Hashtag Warrior
s 127

life, love, one, only, better, 
never, once, living, world, 
remember, man, nothing, things, 
more, live, success, dreams 

Disinformation during the 2016 US Election
Russia’s IRA Trolls and #BlackLivesMatter Activism
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Cluster # Accounts Total # Tweets Sum RT 
Count

Total 3259 3,261,931 21,913,266

News 96 900,342 380,387

Af/Am 
Comm BLM 

Activists
134 540,041 7,869,857

US-Right
Conservative 154 510,156 10,837,572

Hashtag Warrio
rs 127 388,188 111,584

Disinformation during the 2016 US Election
Russia’s IRA Trolls and #BlackLivesMatter Activism

Hashtag
Warriors

News
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US-Right
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