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• Big data security becomes critical with the coming of many big data applications
in smart cities/communities, smart health, 5G communications, universe/space 
exploration, large-scale transportations, etc.

• We propose to develop (1) two courses (1 for BS and 1 for MS/PhD students), (2) 
hands-on lab materials, (3) new stimulation-based pedagogy, to cover all the 
latest big data security contents.

• Main knowledge points: (1) Big Table/Graph protection; (2) Encrypted search; (3) 
Remote access control to cloud big data; (4) Protection of Deep Learning based 
big data processing; (5) Large-scale data privacy preservation; (6) Secure Big 
data transmission in wireless networks, etc.

• The co-PI – Dr. Da Yan, has developed 1 course on Big Graph security.
• Flipped classroom and virtual reality have been used in the teaching.


