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Motivation

Brainprints, like other biometrics, may be possible to
circumvent — which may cause security vulnerability.

The objective is to systematically and comprehensively

investigate the vulnerabilities and resistance of brainprint

biometrics to psychological and computational attacks.
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/ Psychological Vulnerabilities: Feasibility \
of impersonating a brainprint via
biofeedback. Resistance of the

braintprint to being elicited under duress.

Computational Vulnerabilities: fake or
falsified biometric trait and compromised
\ biometric templates.

Methods

New residue-based deep learning techniques for
detecting fake brainwaves

Brainprint impersonation under various brainwave
entrainment schemes.

Brainprint updating for truly cancelable (replaceable)
brain biometrics.
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Broader Impact

This research helps the
community understand what is
and is not possible to do to attack
a brain biometric.
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Revocability: new ERP distinguishable from others
Unlinkability: new ERP unlinkable to the old one

biometrics aren’t foolproof.

Aids in the design of brain
biometrics outside the lab.
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