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Description	

Provably	correct	control-
theoretic	approaches	for	CPS	
security		with	a	particular	
emphasis	on	vehicles;	e.g.,	
autonomous	vehicles	and	
drones.	

•  Intrusion	detection:	
Detect,	identify	and	
quantify	cyberattacks.	

•  Intrusion	response:	Ensure	
mission	completion	despite	
cyberattacks.	



	Findings	
Intrusion	detection:	
Leverage	estimation	theory	
to	develop	a	general	
framework	to	tackle	sensor	
attacks,	actuator	attacks	
and	switching	attacks	on	
nonlinear	systems.	

Intrusion	response:	
Develop	distributed	
resilient	controllers	for	
swarms	against	denial-of-
service	attacks,	replay	
attacks	and	false	data	
injection	attacks.	


