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Create secure CPS applications 
without relying on trust 
 
 
• Carve the CPS into multiple domains 
• Treat Cyber and Physical uniformly as 

Information 
• Integrity Attacks are disruptions of 

flow to defenders 
• Confidentiality Defense is 

disruption of flow to attackers 
• Add more information to break the 

MSDND nondeducibility 
• Invariants on Program State 
• Physics Based 
• Algorithms Based 
• Distributed 

• Run-time evaluation 
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 Findings 

Invariants for Power Invariants for Water Treatment 

Scientific Impact:  
Duality of 
information flow 
and deducibility 
protects both 
confidentiality and 
integrity of cyber 
and physical flows 
with the same 
model. 
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