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Create secure CPS applications
without relying on trust

e Carve the CPS into multiple domains
* Treat Cyber and Physical uniformly as
Information
 Integrity Attacks are disruptions of
flow to defenders
* Confidentiality Defense is
disruption of flow to attackers
* Add more information to break the
MSDND nondeducibility
* |nvariants on Program State
e Physics Based
e Algorithms Based
e Distributed
e Run-time evaluation
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Findings
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Invariants for Air Traffic

Pilot 1 and Pilot 2 are
confused if no valuation
exists over the 6
security domains
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Data integrity
attack can increase @ -
one node’s profits

Add reputation
function to defend

Total Bill 187.02 208.55
DESD 1 26.08 34.06
DESD 2 38.56 35.98
DESD 3 22.35 17.03

Scientific Impact:

Duality of
information flow
and deducibility
protects both
confidentiality and
integrity of cyber
and physical flows
with the same
model.
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