Problem Methodology

* The researcher-practitioner chasm * Embedded student in Security Operation

. . Centers (SOCs)
* Undocumented operational security
knowledge * Played the role of observer (researcher)

y . th lyst
» Lack of holistic perspective on and the observed (analyst)

operational culture * Anthropologists call this “participant
observation”

* (Qualitative analysis of field notes
All these lead to inefficient tech 2 4

: *  Grounded theory & template analysis
transfer of security research 24 P Y

Our Efforts

* Four years of fieldwork

~ Anthropologist /
— SOCAnaIyst\

* Two academic and three
corporate SOCs

* Multiple roles

= Level-1&2 analyst, incident
response, and software
developer

Findings

A SOC is a system of contradictions’ Human capital mismanagement leads to

analyst burnout’
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But contradictions can be sources of innovations! prop
change that!

Turning Contradictions into innovations or: How we learned to stop whining and improve security operations. Twelfth Symposium on Usable Privacy and Security (SOUPS’16).
A human capital model for mitigating security analyst burnout. Eleventh Symposium on Usable Privacy and Security (SOUPS’1)5).

A tale of three security operation centers. CCS Workshop on Security Information Workers’14.

An anthropological approach to studying CSIRTs. IEEE Security & Privacy Special Issue on CSIRTs’14.

Designing forensic analysis techniques using anthropology. New Security Paradigms Workshop (NSPHD track)’13.
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