
Sixth	Annual	Cyber-Physical	Systems	Principal	Inves9gators’	Mee9ng	
Arlington,	VA	–	November	16-17,	2015	

Scien9fic	Impact:		
A"ribu'on	and	feedback	(rewards	
and	punishments)	produce:	
•  More	hits	
•  Fewer	misses	
Public	no'fica'on	produces:	
•  More	mo'va'on	
•  Greater	anxiety	
No	short-term	disrup'on	to	
produc'vity		
Leaderboards	focused	on	message	
more	effec've	

Solu9on:		
Use	crowdsourcing	and	gamifica'on	
techniques	to:		
•  Mo'vate	repor'ng	of	phishing	
•  Increase	accuracy	
•  Triage	of	new	a"acks	
Test	versions	of	leaderboards	and	
work	disrup'on	
	

Challenge:		
What	structures	and	incen'ves	can	
organiza'ons	use	to	mi'gate	
phishing	a"acks?	
How	can	organiza'ons	support	
coordina'on	among	employees	so	
they	protect	each	other?	
What	is	the	best	combina'on	of	
interven'ons	that	organiza'ons	
can	use	to	combat	phishing?	

Broader	Impact:		
Presenta'ons	and	publica'ons	in	
academic	venues	
Disseminate	to	prac''oners	
through:		
•  Presenta'ons	during	industry	

mee'ngs	
•  Mee'ngs	with	industry	leaders	
Crea'on	of	training	materials:		
•  Publically	accessible	
•  In	use	at	two	organiza'ons	
Industry-oriented	publica'ons	(e.g.,	
cases	and	white	papers)	
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Building	the	Human	Firewall:		
Developing	Organiza9onal	Resistance	to	Seman9c	Security	Threats	
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