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Tasking mobile sensors for network monitoring
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Major topics

I. Value of information systems in strategic environments

MSC-MSP based strategy profile

(a) Effects of information heterogeneity in traffic congestion games Attacker Detender @ | <Data from 2014
(b) Value of intrusion detection systems in limiting non-technical o, = B | Napa Earthquake
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(a) Monitoring random and strategic disruptions (water & gas) Iy o= x
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Il.(a) Monitoring under strategic disruptions

Main case of interest: large network and limited resources
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Joint work with M. Dahan, S. Link, and Prof. G. Perakis

Extension 1: sUAS-based network monitoring

Monitoring problem

* Sensing model: detect or not based on location of sensors and components

* Beaver Work capstone project with MIT CEE Department

* Attacker: simultaneous edge disruptions * Disparity exists between ideal monitoring and — Course 1.013 CEE Capstone in 2017 |
: : g : ; " — Support: Lincoln Laboratory and Modern Technologies
* Operator: (randomized) sensing over subset of nodes Inspection, and current practices for utility Solutions, Inc. P Tre—

networks (e.g., oil and gas)

* |nefficiencies and suboptimal allocation of

resources lead to increased cost from losses
Question: How many sensors are required and how to strategically allocate in the case of failure events
them in the network to detect adversarial attacks?
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Maximize # of undetected events (attacker)
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— System operator: | need sensors here => UAS enable
data collection :

+ Sensors (EO, IR)

* Mobile Sensing Systems with small
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Formulation: Mathematical Program with Equilibrium Constraints (MPEC) Unmanned Aerial Systems (sUASs) is an USErs épsensorsg 5
Minimize # of sensors to guarantee that: opportunity to bridge this gap — Integrate sUAS system with mission specific algorithms
 Expected detection rate > threshold in any equilibrium of induced game & systems
, , , , — Mission planning cognizant of sUAS constraints
Joint work with M. Dahan, and Prof. Lina Sela (UT Austin)
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