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Challenges Scientific Impact

 CPS targeted by malicious attacks * Algorithms for safety and performance
° Large attack Surface Under maIiCiOUS attaCkS

e Must satisfy safety and performance * Scalable verification of safety and resilience

requirements during and after attacks * Modeling impact of cyber attacks on
complex specifications (liveness, task
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Solutions * Discretization-free synthesis to satisfy task

* Resilient Control Barrier and Lyapunov specifications
Functions for safety and stability e Safe and resilient learning algorithms
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