Safety Critical CPS Design Process
Introduction

Next-generation automotive control systems are going to need expanded CPS authority in order to carryout crash-avoidance, and to be at least partially autonomous.  CPS functions must be designed inclusive of dependability requirements such as safety goals in accordance with both established and developing safety standards like ISO-26262 for functional safety.  Today's safety processes were not conceived for the expanded scope required by CPS and to be inclusive of aspects such as infrastructure to vehicle real-time information transfer and varying degrees of driver engagement.  
Interactions and emergent properties are key to both the desirable performance and the undesirable side-effects.  The safety case must ensure that all safety goals are satisfied even in the presence of nondeterministic interactions between components on one hand (the bottom-up aspects), and unknown or unanticipated driving scenarios and conditions on the other hand (the top-down aspects).

This report/section summarizes the workshop breakout discussion on Safety Critical research challenges, today's state of the art practices, recommendations for further research, and presents a roadmap forward.

Challenges that Motivate New Research
Regulation

The regulatory environment varies considerably by market and is increasing.  Mandatory content is being regulated for not only passive safety but increasingly active safety support such as stability control and crash avoidance.  The U.S. Congress has mandated upcoming regulation on development of electronic and software systems.  Compounding the challenge, in order to survive in a competitive marketplace automotive is more subject to short product refresh cycles than other large scale government regulated infrastructure systems.
In 2010, US New Car Assessment Program (NCAP) included yaw stabilizer (ESP), forward collision warning (FCW), and lane departure warning (LDW) in their analysis though not yet in their rating. This should inspire the industry to equip more cars with Driver Assistance Systems (DAS).
Emergence

As higher CPS merge and share platforms, there will be competing safety goals of separately safe systems.  How is arbitration ranked for competing safety goals and situational use cases?  How about for transitions between use cases?   E.g. ACC wants to speed up as the car ahead speeds up to avoid a merging vehicle, but a collision avoidance wants to slow down.  In another example, when should CPS controllers transition back to local on-vehicle authority in response to an infrastructure communication blackout?
Related to non-deterministic behavior - how do we learn from components and analyze/compose them into greater systems?

Human in the Loop

CPS development can benefit from standard assumptions of driver models.  Average driver age is progressing and delayed reaction times are expected as vehicles become more autonomous and drivers less engaged.  Non-stationary and evolutionary models of the driver are required as human response in crisis situations is largely unknown in CPS.
Diagnostic Fault Detection and Mitigation

Certain failures and inevitable unavailability of key GPS components or subsystems will drive the diagnostic and reconfiguration designs.  A common in-use practice is installation of a health monitor but there exists no reference body of literature for how such designs are to be carried out.  Research challenges include functional health monitoring and observability/monitorabilty of systems in general.  Other open areas are formal definitions of monitor architectures and systematic determination of safe states and degraded modes of operation, along with dependability tradeoffs between sensitivity and minimization of false detection.
Models
A worthy means to facilitate unambiguous communication of complex system functions is to capture textual requirements in a finite state automata; E.g. An executable description.  Areas of need include modeling of ECU's, software processes, systems of ECU's, car, and cars in traffic.  The latter requires V2V RF communication models.  

MBSE can be expanded to include model based safety requirements and integration.  An open challenge is to develop model approaches which both help to refine and call out specific safety aspects.   Measures need to be defined that gauge a model's suitability to a functional safety purpose.  
One proposal is to couple software & physical models by defining all in terms of differential equations.  Internal latencies and computational boundary issues can be modeled correctly and focus can remain fixed on end-to-end performance.  
Verification Models

A model to develop a  hierarchical Safety Case is needed; i.e. Layered with evidence from related subsystems.  This requires scalable verification methods, because many existing approaches breakdown on large scale systems like CPS.  (Document can benefit from some examples here.)

How do we have safety case evidence without access to atomic level code/model?  OEM specific requirements and interfaces expect suppliers to modify core products creating a non-standard component or subsystem.   But composition of safety properties, theories of composability, and language to characterize which safety concepts are compositional is an open area.
Security/Malicious Intrusions

There is a need to control Safety & Security of e.g. Industrial Automotive production and repair Systems, and validation of repair and counterfeit parts.  Or with more benevolent intentions, the "Democratization of the Vehicle" consisting of attachment of future consumer devices and new applications to the vehicle.  
Safety Culture

Management structure has to be organized around a functional safety mindset, with a safety culture.  Can this become a business school curricula?  A business global management structure facilitates the support of a functional safety process.
State of the Art

Automotive designs traditionally proceed bottom-up by specifying and implementing components and then integrating these components into systems.  Commercial off-the-shelf (COTS) design can enhance design efficiencies by use of “element-out-of-context”, but in combinations of separately developed subsystems it is rarely possible to find and manage conflicting and/or missing requirements prior to integration level testing.  In contrast to the bottom-up approach, methodology purists advocate a top-down design style. Perhaps a more realistic design style is to combine both top-down and bottom-up aspects into a meet-in-the-middle approach. But no matter which approach is chosen, methods must be found to ensure that the safety case underlying the design is sound.
Risk assessment methods have been in use for some time.  An outcome of these can be a "Safety Goal" specification, but there is no standard completeness measure.  How is it discovered that there might be a missed goal?  What about an unspecified or incomplete measurable relative to the goal?

In many situations, similar products evolve throughout the industry.  Best practices, lessons-learnt, and recall and campaign prevention are all valuable tools.  Learn over time and retrofit improvements is the default safety culture.
Safety Critical Design Process
FMEA, Concept FMEA (inductive, like a top-down FTA), Design FMEA (deductive, after a design is complete).

VDA EGAS – German developed standard for throttle by wire, asymmetrical cpu hardware monitoring (enhanced watchdog).

ISO26262 is a functional safety (electrical/software) reference, but insufficient for total system safety.  ISO compliance reporting is a quality office issue.  There is a challenge to track the total safety aspects which exceed the functional safety scope of ISO-26262.  For example there is no de-facto metric for how do you gauge hazard analysis coverage.  How does one go about Identification of all use cases which are relevant to safety?  This can lead to better understanding and modeling of hazardous regions of the operational space.  

Characterization of unintended, unexpected, and emergent behaviors is often after the fact, i.e. late in the design cycle.  Prediction of nondeterministic behaviors arising from integration of independently designed deterministic components is not common in use.

USTAG requires the ISO-26262 standard to include functional interaction failures; emergent properties.  This modified the original definition of safety analysis from component failure to unsafe malfunction.

Integrity monitoring is useful to safety.  ISO26262 focus is not upon monitoring.  No global standards exist with respect to monitoring policies.

When verification and validation are passed on to suppliers, sometimes different standards are applied (ISO, IEC, MISRA, …).  This leads to inconsistent descriptions, e.g. SIL numbers vs. ASIL letters.
A typical state-of-the-art safety process outcome consists of safety case argument, specification, model simulations, and analysis evidence.
Interfaces
Advanced Driver Assistance Systems (ADAS) effort is developing interoperability & communication protocols.
Reduced availability, caused by safe reaction to a false alarm?  How are such tradeoffs balanced?  How is the driver notified that a system safety feature is no longer unavailable?

Formal methods and semantics have been developed over the last 30 years, but formal methods tools for system safety analysis are not commonly in use by any but a very small group of engineers.  A commonly voiced concern is that formal methods have basic inefficiencies – e.g. 10KLOC program took 17 man years to formally verify equivalence to its specification.  This can be intractable for large scale systems, and analysis might not be available for "grey box" systems such as COTS.
Model

Starting from a Mathworks Simulink® model, a CPS safety algorithm can be structured in the framework of a hybrid (in the continuous/discrete sense) system for analysis.  But Mathworks Stateflow® on the other hand is platform dependent and cannot be verified in the timing sense with any certain fidelity off the target hardware.
Characterization, modeling, and analysis of environmental factors (weather, road,

construction, traffic).  In simulation and in real-time; E.g. Target identification and threat assessment.  Need to develop proven standards for CPS interface information flow.

3. Systems engineering science; What can we learn from them?  E.g. INCOSE.

Fault Tolerance 
Aerospace flight controls traditionally take a Byzantine Generals redundancy approach to fault tolerance.  These include platforms built with 3 or 4 cpu's.  To fail functional requires a depth of fault tolerance, requiring full redundancy of batteries, alternators, communication paths, etc. 

One automotive OEM investigated TTP, a predecessor of FlexRay automotive high speed control network, on a fault tolerant brake-by-wire prototype, but the challenge was to keep processors in agreement and thereby keep it running.  Fault response times in automotive are very short, so the design allowed less than 50ms to reset & reconfigure.  By quickly voting a misbehaving node out of the group membership, it could cascade into multiple CPU loss and nothing left capable to execute the feature.
A more typical alternative to fail functional is degraded operation, while maintaining a driver's sense of control  and awareness.  E.g. Automotive steering assist can be tolerably degraded over time keeping the driver aware of decreasing assist levels through natural ergonomic HMI of heavier handwheel torque.
Backgrounds of Practicing Individuals

Mechanical and Electrical Engineers don't appreciate software safety sufficiently.  This leads to process failures if safety is put off until the end when it is too late to make big changes.

Recommendations for Institutions & Cross-Institutional Collaboration

Promising Research Opportunities
Theories of monitorability is an area to develop.  In safety specification of the monitor, is the system predictable or observable?  What about in the presence of noise?  Is it controllable or reachable?  A preferred way is to keep the safety check monitor small - keep it simple.
Safety Process Methods

Different safety methods, tools, and approaches are not immediately compatible.   
There is room to improve integration of analyses, both top-down (new functions) and bottom-up (legacy components, new components).  One goal is to achieve a globally comprehensive means to do simultaneous analysis of these, such as modeling tools.
A measure of completeness of analysis metrics should be developed.
Related CPS Systems in Use

What can we learn from non-automotive transport fields that have implemented degrees of CPS?  E.g. Marine Automatic Location System (V2V), Direct/Positive Train Control (V2I and I2V), a system where accident and collision avoidance can ultimately override a non-responsive driver for the greater good.  Autonomous civilian airspace transport vehicle investigations are ongoing, including investigations of health, fault detection, isolation, and reconfiguration into a safe state.

What can we learn from the armed forces?  E.g. There is ongoing Air Force CPS research regarding scope and optimization of human interaction within a larger system - measuring and predicting how to keep people engaged without overloading in critical situations.   What does work and what does not?  E.g. Analogous to V2V, the Army uses CPS-like shared secure personnel tracking in the field.  
For these software intensive systems to what extent are fault tolerance methods necessary for CPS? How can these be executed with a level of cost sensitivity that is appropriate for automotive?

There is an evolving approach known as systems engineering science. What can we learn from these groups such as INCOSE?
Timing Analysis

Existing methods address real-time guarantee for delivery of message packets from sensor CPUs to control and actuator ECU's.  Can this approach be extended to the safety system and analysis?  Timing and latency checks need to be part of the V & V.

Fault Tolerance

There is a need to update the "state of the art" for fault tolerance.

CPS is proposed as an aid to congestion relief.  E.g., Beijing and Shanghai urban environments will be the first to use I2V for congestion relief.  What are the safety issues in such a system?  There is interest in a hazard analysis (top down) and greater public understanding of traffic failure modes and accident triggers.
Security

How to maintain security with mechanisms like firewalls and whitelisting approved devices.  Over the air just in time updates; e.g. WEP – Wire Equivalent Privacy or something like that could be used for car failsafe response – e.g. A real-time download to change the mission, such as limp to safe service area, or home.

Education Recommendations

CPS needs engineers taught in a cross-disciplinary curriculum inclusive of safety.  Training needs to be available for mechanical, electrical, and software engineers to develop a safety mindset and to apply safety disciplines with basic literacy.  Can there be a degree program developed for specifically trained CPS safety engineers?
People who work in CPS should have a control course in their curriculum, and should be familiar with V&V tools, test case design, etc.

Research Roadmap & Milestones

While the challenges are many, efforts to address these opportunities will in time bear fruit by allowing a desirable degree of autonomous driving as a means to avoid collisions.  A safety method for coordinated development of tightly coupled features should be possible and can be accelerated by industry/academic joint efforts in the following timeframes and subjects.
3-5 Year Horizon

Monitorability

Theory of monitorability is an area to develop.  In safety specification of the monitor, is the system predictable or observable?  What about in the presence of noise?  Is it controllable or reachable?  
A method of theoretical constructs and metrics of mathematical completeness needs to be rolled out relative to hazard lists and safety goals.
Control
Need to extend an approach like that which proves real-time delivery guarantees of packets to the safety system and response.  Timing analysis needs to be a capability of the model and part of the V & V.

Standards

Global harmonization should use a common or normalized approach to functional safety ASIL assignment.  E.g. SAE, JSAE in progress now – Expand to broader international group best practices or standards.
10 Year Horizon

Human in the Loop

Assess the role and capability of the driver, and develop a behavioral model for the driver within the context of autonomous vehicles.  Go look at AHS (need definition – Automated Highway System?) database - Driver distraction studies.  This is also partially addressed in the human machine interface breakout group of this workshop.
Composure

Develop methods for the integration of analyses that merge top-down (new centralized and distributed functions) and bottom-up (legacy and new components).
Integrated application of various safety methods, approaches, and tools.

20 Year Horizon

Emergence

Methods are needed that address competing safety goals of separately safe systems and how are these arbitrated for the intended overall safety benefit?  E.g. ACC wants to speed up as the car ahead speeds up to avoid a merging vehicle, but the collision avoidance system wants to slow down.  =======================================================================
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