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Background and Motivation

Information Transfer Based Approach for Characterizing Causal

o Modern power grid is a highly automated cyber-physical system afflicted
by instability and uncertainty from network interaction and attacks.

required to monitor and maintain system purpose of influence characterization.

performance, detect and mitigate vulnerability to faults and attacks.

Schematic of cyber-physical security framework

o New analysis tools

Interaction in Network Power System

O ldentification of causal Interactions In network power system for the

o ldentification of causal interaction will be used to determine the source of
iInstabllity or attacks in the power network, to differentiate the cause of
Instability as voltage or angle instablility, and to determine relative

) S participation of individual generators and loads to overall system instability.
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Resilient Cyber-Physical Power Network in the Presence of

Communication Channel Uncertainties

Online Detection of Cyber Attacks in Power System State

Robust wide-area control with uncertain wide-area measurements

0 Developed systematic analytical and computational framework to analyze
vulnerability of power network to data integrity attacks on wide-area control

Estimation

0 Developed an online anomaly detection method to detect cyber attacks
on State Estimators.

PMU

distributed control from attacks on communication network.

o0 Decentralized load-side frequency regulation using controllable loads in the depends on finding the balance between the minimum attack magnitude
presence of data integrity attacks on line voltages.

0 System Is vulnerable to stochastic voltage fluctuations and critical value of
tolerable variance decrease with the increase in cost of controllable loads. Experimental Evaluation of Cyber Attacks on Automatic

o With stochastic voltages inside the prescribed limits, the frequencies become Generation Control using a CPS Security Testbed
mean square unstable (Fig. 2, simulation studies on IEEE 6
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communication network o We evaluated the performance of the proposed algorithm using the IEEE
0 Increased research trend towards use of distributed control in power system. 14 bus power system model for several measures (false positive, false
o Developed framework to analyze the vulnerability of decentralized and negative, thresholds).

o We observed that the optimal performance of the proposed algorithm

and detection thresholds.

We show leverage of the PowerCyber CPS testbed to implement and
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evaluate stealthy cyber attacks on the Automatic Generation Control
(AGC) algorithm and also evaluate an Attack Resilient Control (ARC)
algorithm to detect and mitigate such attacks.
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Fig.2. Unstable system frequency caused by under-frequency load shedding in a 3-area test system.

line voltage fluctuation with increase in cost of

controllable loads

small stochastic voltage fluctuations.
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Our results reveal that ARC is efficient in detecting stealthy attacks and
enables AGC to maintain system operating frequency close to its
nominal value during an attack.

Novel Synchrophasor based Real-Time Monitoring of Fault
Induced Delayed Voltage Recovery (FIDVR)

FIDVR Is caused by stalling of single phase Induction Motors (IM),
primarily residential air-conditioners during transmission level faults.

To quantify FIDVR Iin Real-Time — Compare the Probability Density
Function of the Reference Voltage and the Bus Voltage in a moving
window and calculate the Kullback—Leibler (KL) Distance.
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Higher the %IM, the longer it takes to recover to their pre-fault voltage
and higher the KL-Index.

Models are not available in Real-Time test beds that simulate FIDVR.

We developed an IM model in Open-Modelica & interfaced it with
OPAL-RT to demonstrate the IM Stalling.
The IM motor stalls and its slip goes to 1 and KL index goes to 1.
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