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Challenges:	Deterministic	
delay	performance	analysis	
for	interdependent	flows	in	
CPS;	Scalable	identification	
of	delay	performance	bottle-
necks;	Adaptive	mitigation	of	
delay	performance	issues.	

Scientific	Impact:	Establishing	a	systematic	approach	to	the	
design,	characterization,	and	refinement	of	network	
infrastructure	in	CPS;		

Broader	Impact:	Potential	influence	on	
industry	practice	related	to	AFDX	and	
TSN;	Training	opportunities	for	9	
graduate	and	undergraduate	students;	
2	survey	papers	and	1	tutorial	so	far	
B.	Zhou,	I.	Howenstine,	S.	Limprapaipong,	and	L.	Cheng.	A	Survey	on	Network	
Calculus	Tools	for	Network	Infrastructure	in	Real-time	Systems.	IEEE	Access,	2020.	
L.	Cheng	and	S.	Bondorf.	Modeling	and	Analysis	of	Network	Infrastructure	in	Cyber-
Physical	Systems.	A	tutorial	at	ACM	SIGCOMM	2019,	August	23,	2019.	

Publications	(A	partial	list)	
H.	Yang,	L.	Cheng,	and	X.	Ma.	Combining	Measurements	and	Network	Calculus	in	
Worst-Case	Delay	Analyses	for	Networked	Cyber-Physical	Systems.	IEEE	
INFOCOM’19	Poster,	2019.	
H.	Yang,	L.	Cheng,	and	X.	Ma.	Bounding	Network-induced	Delays	for	Time-critical	
Services	in	Avionic	Systems	using	Measurements	and	Network	Calculus.	Proceedings	
of	10th	ACM/IEEE	International	Conference	on	Cyber-Physical	Systems,	WiP,	2019.	
H.	Yang	and	L.	Cheng.	Bounding	Network-Induced	Delays	of	Wireless	PRP	
Infrastructure	for	Industrial	Control	Systems.	2019	IEEE	International	Conference	on	
Communications	(ICC’19),	2019.	
B.	Zhou	and	L.	Cheng.	A	Reality-Conforming	Approach	for	QoS	Performance	Analysis	
of	AFDX	in	Cyber-Physical	Avionics	Systems.	IEEE/ACM	International	Symposium	on	
Quality	of	Service,	2021.	

Mission-critical	Cyber-Physical	Systems	(CPS)	applications,	such	as	industrial	control	and	avionics	systems,	require	their	network	
infrastructure	to	provide	deterministic	delay	performance.	However,	the	problem	of	analyzing,	identifying	and	mitigating	delay	
performance	bottlenecks	in	CPS	remains	largely	unexplored	due	to	the	lack	of	suitable	frameworks	for	these	tasks.		
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Solutions:	Network-calculus-	
based	modeling	from	measurements	is	integrated	with	
theoretical	analyses	of	network	calculus;	Converting	non-
feedforward	network	traffic	patterns	to	feedforward	ones	
allows	network	calculus	to	analyze	feedback	control	networks;	

A	TSN	management	system		
with	optimized	path	and	timing	for	collecting	delay	
performance	data	to	identify	bottlenecks	and	machine	learning	
based	control	to	mitigate	issues	caused	by	the	performance	
bottlenecks.	
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