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Objectives: (1) Characterize interdependence between electric grid and communication systems; (2) Secure Advanced Metering
Infrastructure (AMI) and Phasor Measure Unit (PMU) against data integrity (falsification) attacks by detecting compromised meters;
(3) Build robust (trust) models for attack mitigation; (4) Validate novel solutions with real traces from smart meters.

Challenges AMI Architecture
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 Accurate anomaly detection & distinction z@ ‘ﬁ/&j
between legitimate and malicious changes

* Large no. of compromised meters with
smaller margin of false data injection

* Various types of data falsification attacks
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* Privacy-preserving state-less (short-term) and
state-full, isolated & organized attacks detector
* Decreases false alarms with high detection rate
IZ”&‘SZ‘I? Eﬁffefm""g * Validated with real datasets: 800 meters
(Austin) & 5,000 meters (Dublin, Ireland)

Solution: Novel Cyber-Physical Security Framework
* Entropy based Trust Mod Ywnh binary evidence Wﬂ

space (Supervised Learning)
* Folded Gaussian Trust w/ multinomial evidence space
(Semi-Supervised Learning)
* Information Theoretic Diversity Index (Unsupervised)
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