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The objective of this project is to develop and validate holonic control and optimization algorithms for the critical cyber-physical 
networked infrastructures considering flexibility, scalability, tolerant to cyber events, data management and computing for a
specific cyber-physical system: the distribution electric power grid specifically for its voltage and frequency control.
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Project Tasks
Model and formulate cyber-

physical control use cases

Develop Distributed 
Optimization and Delay-aware 

control algorithms

Develop fault-tolerant 
distributed coordination 

and communication architecture 
for control algorithms

Embedding data-driven 
algorithm for cyber-
security measures

Testing and validation of Use-
cases

Validation Plan
Validation with Prototype
q Validated in Smart Grid Testbed (WSU) implemented in 

BeagleBone Black or Cisco Fog.
q Testbed includes standard ADMS,RTDS, Mininet/NS3 (for cyber 

system and cybersecurity emulation) and IEDs.
Validation for Metrics
q Voltage violation metrics for proposed volt/var control.
q Frequency violation metrics for proposed frequency control

Broader Impact (Education and Outreach)
q REU supplement to provide training to undergraduate students.
q We will integrate hands-on cyber-power testbed as part of Cougar 

Quest program, BRIDGE program, Imagine U program and 4-H Teens 
summer camp programs at WSU

q We will target programs that focus on students from 
underrepresented groups: The Hispanic Youth Exploring Engineering (HYEE) 
camp and Pacific Northwest Louis Stokes Alliance for Minority Participations

Broader Impact (Impact on Society)
q Improve robustness and resiliency of key national infrastructures: electric 

distribution grid and can be extended to multiple CPSs.
q Modeling and software prototypes, research publications and experimental 

results in collaborations with industry partners will be made available open 
source on CPS-VO

q Plan to organize a workshop in the third year to demonstrate the science and 
technology of holonic control and optimization to enable resilient networked 
CPS infrastructure.

Broader Impact (Potential impact)
q Number of graduate students working on this project: 4 

so far
q Number of downloads from Github: N/A
q Number of outreach activities for underrepresented in 

broadening participation: 2 UGs as REU, 3 Female 
Students so far

Distributed Optimization Algorithm for Volt-var control

Global centralized voltage 
optimization problem (Global 
standard optimization)

Atomized Standard Optimization 
(atomic equivalent of GSO)

Proximal Atomic Coordination (PAC)
Contributions (PAC-X)

q Develop PAC-X to address switching 
constraints

q Expand the problem to include multi-
phase unbalanced distribution systems

q Include communication latencies that 
may occur in cyber events

q Expand the problem for meshed 
networks

Distributed Delay-aware Control Architecture

d: vector of latencies
ν : physcial disturbances
B1,B2: Matrices are functions of d

Networked CPS model with latencies and disturbances

Proposed Estimated Polynomial Chaos Expansion 

Overall Cost

Adaptive Model Predictive Control Contributions: Adaptive MPC
q Computationally efficient methods to 

determine ak
q Extend to nonlinear dynamic systems 

while minimizing approximation error 
in chance constraints


