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(1) Evolving ecosystem with insurance (2) Establishment of insurance framework * The vulnerability and the steady-state probability of
technological incentive potential electronic intrusion to each power

substation is analyzed.
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. ) (4) Interconnection risk corresponding to each in the insurance model to extrapolate the “survival”
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evidence of assessment during audit process

* The proposed actuarial model would be beneficial to
establishing a sustainable ecosystem of electric
utilities.
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coeflicient of variation of utiitylosses * The project develops cyber insurance models with a
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(5) Reachability graph corresponding to each (6) Risk interdependencies between control areas as insurances for other high impact, low probability
security technology. using IEEE RTS-79 reliability test systems events and other critical infrastructures.
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